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The system is starting up. Please wait...
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ARG BV E R B RN, S HBUEDR, AdibEbr, H
Bk R B RS BT B R FHAE R AT UG EETT R B P B R
FERN. BIEERATA S0, 1% [AiiEkk] .
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L | B | B ) | HE =
Connection I 2010-09-17 13:55:47 Failed to connect Camera 1.
Comnection 1 2010-09-17 13:55:44 Failed to connect Camera 1.
Connection i 2010-09-16 15:31:33 Camnera 1 is reconnected successfully.
Connecticn 1 2010-09-16 15:31:02 Failed to connect Camera 1.
Connection 1 2010-09-16 15:31:02 Carnera 1 No Response for over 15 second
Connection 1 2010-09-16 15:22:48 Camera 1 is reconnected successfully.
Connection 1 2010-09-16 15:22:17 Failed to connect Camera 1.
Connection i 2010-09-16 15:22:17 Camera 1 No Response for over 15 second
Connection 1 2010-09-16 15:04:48 Camera 1 is reconnected successfully.
Connecticn 1 2010-09-16 15:04:14 Failed to connect Camera 1.
Connection i 2010-08-16 15:04:14 Camera 1 No Response for over 15 second
Connecticn 1 2010-09-16 14:53:38 Failed to connect Camera 1.
Connection 1 2010-09-16 14:53:38 Camera 1 No Response for over 15 second
Connection 1 2010-09-16 14:47:28 Camera 1 is reconnected successfully.
Connection 1 2010-09-16 14.46:58 Failed to connect Camera 1.
Connection i 2010-09-16 14:46:57 Camera 1 No Response for over 15 second
Report 1 2010-08-16 00:05:01 Recording report for Camera 1 on 2010-08-
.;'il... ilm - LT PR N Vo N I [ i T W] e sme 4 Al H.-r‘.___ [ SR | o — ;'
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http://www.vivotek.com/index.php
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http://www.immervision.com/en/security/security_partners/security_partners_2.php
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http://www.qnapsecurity.com/download.asp
http://www.qnapsecurity.com/faq_detail.asp?faq_id=503
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HIEIPEIYN

Connect Configure Details ‘ Eefresh | Exit
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T B T DU O 4 B M L T P RN A B, TR DU R ZhRE (B HLAL S ifi$4h) -
a. AL E LS ELEEHLTE 0L,

b.  BUE ML BEA M BRI E 0L,

c. BENEk: FH (pan). HIRF (tilt) MIZETH (zoom) MZXEEFEAL.

d. PSS W LME ] PTZ WS BAHLIK TR A

e. FHIZhZASiBE:: L Panasonic NS202(A) ML L.

f. 1FHIAIEE:: CFF Panasonic NS202 (A) MIZHERAL.

g. HEBNMN: BOE PTZ WL NI SR TR A B A 157 B I [ R 4T 7 s
h. Berdaishae: B/ B 488 e .

i YERFRTELL.
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Fti, AREEFE R A, AR (REEED 2% (BUEHEZR) « &KKTT
AR

U 1 RHIHRRR A ZE vo100h BLLL Eo KT HOBTSEREHLIIER, T8I

http://www.vivotek.com/index.php.

vt 2 WRZEBERAD N HER, IR SR e (amEm - KA.

ik 3: WIREMIBUAA NI, R UM PTz i R EAE PTZ DhRE, B T
oy A fE.
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ik 1 BRIE ] LR e R Bk B 5, 1§2%

http://www.immervision.com/en/security/security partners/security partners 2.php.
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4.2.1 BEREYLEE

FERG L IEHBUE MG RREIUR, P I% DU A AL R B LIS . mk % 1) fd
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T, 1. Vivotek FE-8172
T, 2 vivotek FE8151
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o ToRMY: Fiy [HE] J5, WHEPHT SRR UIUE R .
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4.4 M QNAP Surveillance Client for Windows iZFEMEHE

1. B2 QNAP Surveillance Client for Windows J5, T4 — B EF

— QNAP — Surveillance — Surveillance Client JTJ& QNAP Surveillance Client

for Windows.,

2. LUMME PR RS

IF Address/Port ||

User name |

Passward I

[~ Remember IP address/port
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. fRF

150



e M AR

o MIZRER (O
PIZE PR RRAR (I 1 — AN B AT FE (R X 2 s IR A5G, a1 3 ) I 43 11 DR SR AP Bl 2 ittt B0 )
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6.3.2 A WA FR RS
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2. 0SD (http://ods. org)
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6.3.5 E R O
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6.4 EEHE
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RATD 6 40 Hs AT B3R5 B (parity
information) fifif7 2|4 RAID 6 H)&ANREEL
F, 5RAID 5 ARIZAbRZ, RAID 6 £ | —4h
SR EHRRIRAE R, I AR T R A A
£, RAID 6 W] 25V d5 2 9 SRS F3 571 [ I 451 552

BN/ RAID 6 RAFERESN, 75 Z /b DY
#o

RATD 6 HAELREHI A&y (N-2), NEHA
MR EH -

RAID 6

parity across disks

==

Block A1 Block A2

Block B

=

-

w%

Disk 2

Disk 3

Disk 4

166
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H'E system | —f&
K= admin | supervisor |H'E administrator| sysmgr
manager user
11. |45 admin FIEESZHLIEH)
T 5 5 15 74 74
HUBR
12. |22 supervisor FIHEEEZAL
) 4 = 5 5 g 7
B RR
13. | HEH 'Y administrator
7 7= = 7= = =
. =] =) E =) =] =]
IR ATL T2 il B BR
14. | ¥ sysmgr K5 o i i i 5 5
15. [HriEHE system manager
= & = = & e
ISE]
16. [MIBx sysmgr = 5 5 5 = =
17. |MERHEE system manager = & & 7 5 GED 5
18 15 sysmgr %9 R 2 2 B GED % 5
19. |ZH H'E system manager
= = = = B GED =
25 R
20. |APEE sysmgr MI{E A E S i e = TR e e
21. | ¥ H ¥ system manager
3 = = = e e
e E
22. | %% sysmgr FIHRFAHLIEH]
7= P P P = =
= = = = = =
AR
23. . = = 5 4 o &
A H Y system manager
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ISR AL B PR

24. |Hri user K5 y = = = pos 75
25. |MER user M5 y = = = pos 75
26. |2 user Y y = = = 75 75
27. |ABHE user EH 2 = = = 75 75
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e administrator system manager user
H'E system | —f&

K= admin | supervisor |H'E administrator| sysmgr
manager user

28. |AB SRS (3 s ML AL
= = = = & 74
R

29. |RGEH = = = = = 4
30. | SR iEE & & & 3 i ik
3L, | AR B 2 & & 3 i ik
32. | s o w5y 2 = 4 4 4 4
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6.6

REHLBE

FESEFEHL B E DU P] DAE AR BN AR BOE . IR AR

6.6.1 B E

THKIE LU 2P BR i€ PR IR AL

1.

2.

HeFE R E RS 5.
WEFER L TN .

HEFER BTN S .
EPNTIE 532 R

B\ P28 AL ENLAAFRER TP Sk
CPNEEE -7 I VAR R &
AT RERE.

B (B JERIR] S8 RBE .
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v ERCRAR SER BE -



« BRAEE

o RBIRE

« HERIRE

o TRFEHEE
« HHHEE

Ar =% T=0 == B 28 [[E] DX =

- BEMNRE
BRER i IP it WAN TPHEhE
1 1.WCS-2060 A-PT LevelOne 172.17.27.133
2 2.FCS-8010-1% (8 LevelOne 172.17.26.21
3 3.AXIS 218 Axis 172.17.26 .18
4 4.UCC-9808 PTZ Sanyo 172 .17.27 .58
L Camera S |
6 6.DCS-5220 A-PT D-Link 172.17.27.129
7 7.ELHO PTC-4@iC-IP ELMOD 172.17.27 147
8 B8.FCS-1848 PT LevelOne 172.17.27.148 v
s, iwesHEIAPT @)
R owore ™
B
BERANER: AP
P,
O &3 B ] ™= 1]
WAN PR L 1
SRR R
O %% B ]
REEH.
RAEER.
BERSNFE
[ L3d I BH ] =2

HE: #T [RE | =45, AaESiErssH.
*INFATMIPEEAN A ENATI M5, WA LU AR AT IP L (SEURL )RR AT B2
EBEAE (Port forward).

L. FrEvEsasd (BRI FASAM. EARER, FMBEHE2FIE KON 158D
HOEE Y IEEIP

By (85 SHRMIEN RS, B0 RIE, AR Hdr Dhrig] Bln] Pk

MMM, LR TN NE RN S J 1P Hht. iy [RM] RS 4R.
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B R J-CGT Ay S

NVR $fH— M L P A A TE ALK JPEG CGT v 2 B8 A%, LA 45 S5 LI
R AT BAT R B X PRI NVR WREAT I . B ARl

IR DL P IR E M 53R

1 IEFREBOE AL 5.

2. EFEMEIEAL BN Generic Models

3. EEEMELGEHIAY SN Generic JPEG.

4. T HITP URL R ANPIZEBZHLI CGL Ay & B8 1%
5. AWML FR.

6.  HIAMZEGEHLENZFRE 1P ik,

7. BRSNS BRSO

8.  WEERTHEIIFEL.

9. iy [EM] JERIMTSERBOE .

1= v
H2H

A P -

VER: NVR 24t JPEG CGI an &40, EAMRIES SR MBS 2R E .
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- BEANEE

BB B R 1P Hbht WAN TPtht
1 Eastman Quad Canon wehcam@1 . rit._edu ~
2 Denmark Axis wuw _webcams . dk
3 Shishmaref Canon shhcam.bssd.org
4 Shinagawa Canon 221.113.208.88 B
5 Airport Axis 195 .243.185.195
6 Puako Hawaii US Axis cameral.jupiterfoundation.org
7 Hotel Forum Rome Axis 80.97.5.28
8 Australia Axis 139 .86 .48_94 v
SHNS18: |'l: Eastrman Cluad
SR |Generic tlodel
AN | Generic JPEG
HTTP LURL \fegi-bin/getimage. cgizmotion=1 |
%?ﬂﬂ%ﬁ: |Eastman Cuad |
I[P ik |wehcamD1.rit.edu | I T |
0 %% R
WAN [PHEHE | |
<y BAMERSE ETEER
0 &% ER—
EAEEH, | |
AT | |
HIERSHIRR
[ fcyca N e ] Tl

FE: &7 [R5 E05, B IsEra4i.
*INRAT R PR NATIE S 2 5, e bl N AR A FFIPHERE (S URL FOFE A B2 A9
e E (Port forward),
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6. 6.2 FBWE

TR, R BOE SRR MR PR R Ko B &, R SR E .
FEIFB FGEAEORAERE SERECT K e K B BRI RE .

- REEE
EREALE rHE Pk i)

1 e G40x450 Full Compression HOES
2 hwis M1113 300x600 3 Comprezszion 50
3 Axiz FP1346 1280x 1024 3 Comprezzion 50
4 [Qeye [0 852 800x600 5 Fine
5 Panasonic HCH3 11 640x450 3 Standard
& Arcont AVZI0S Full{1280x1024) 3 Quality 10
7 Sony SNC-CHZ240 1920x 1080 4 Bit rate 1536k
8 Mobotix D22H-IT 640x480 4 60% (Hizh) v
BEASE [ 1: Axis 221 v|
& &5 | MPEG4 v
oy | 640x480 v]
e | Full v|
7 : |C|:|mpressinn 50 v|

B FEF 5

O S8 HRET e IR RGEE - fEreEss |x
O s EhEes

HE T "EH iy EREISER - £NeE RENESEEERL (FLES
Tt o ZEEEHE -

L RIS R BRI B .

2. PR EEFEEFEHSRGN R, R, ARG, B0 AR AR
WK,
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10.

11.

SAGIICR P SRARIN AP (R R B SR TR A SEAR IR AT R 2 DR S W 45 FD 9 R 0L
AL o

NN

5T e R R

[ tHER

LB G . sy, RO M, (B R A

AN

KE GETD : FERERE. WTLLAEE S E R .

Fif B A E] . AR L B BOEE, REESMIRAL T TR IR B A AR . U A
WS, SPRAE 2 A LA 2 I 2% R AL A I 2 A B T 7E

BHERSF - WTAEAERE R ERZIES - LA LIS -

AR BRE A DR RRA RS - 1BE

http://www.immervision.com/en/security/security partners/security partners 2.php

JR AT ERAR: RENIhRE R, BE w] R SEI AR A 1 1 B S TR s 1R T B AR

WALKEN: JRENIhRE IR » RGHER G R AT K BN =B 5 . (/] Watermark
Proof BAF A IGIERBAY R R B E R E. AR T/KEIEY, H5% 5.3 %,

SKBEAERAT: JRSNBLTIRESE ST voe SR B B IR R B R BE RAT R
KT [BEEhlseoE] > DEFrsoe] O i) s B i K RAE R AL

H AR R ThRER Ron VR I, fEPT ABOE iR 16 AP ok 3 B SR I,
RGN LA EHOH PRI (2 60 5K) o BRGSO PRIGRY S 47 T A LIS,
N AT DL e R PR R S Ak A7 IR A 0, TR A XTI RE R 55 3 AT B2 H AR
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BENERN IR

© HEHE
1D HumeE :
[ iz ] [ EEATEHEE ]
HEE( B515W ) :

O EFhHIE
TR T R 3%

Fic S

® NVR [R5 EER

O TEiz& iy ERY
TR A 1P Hift | |
R (FEs R | FET) | 1/ |
fERIE AT | |
i D | |

st o A R ()

R T TER, B BRESSEN - £ R RENFEEETEL (B
K—it)  ZEEEHE -

/JI_ B
o JFIREUE (LT3 FAR KR E A R R SRAR BB AR A AR IR AT

o JrABERARE [EM] FA AR EMRER, XEEEE -2 ®EN 12D,
RIEEHEEN.

o PURNIFRZ e NERBE, SHEMRIPAHUE.
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6.6.3 HEfE & e

BOESKRIHRE . 2R HRE SRR, AT R LIRS, ROEHERERIR R, SRR DR
1. s E, i [ER] B [EREE RN .. EMERERE, ExBHEER
T [RBRR] BT

- HEERE
BEuaE0 IP Huhk HEHEE
4 Shinagawa 221.113.208 .88 OH -
5 Fl:i.l‘pl:n‘t 195.243.185.195 OH
6 Puako Hawaii US cameral.jupiterfoundation.org ON
7 Hotel Forum Rome 80_07.5.28 ON
8 Australia 139.86.48.94 OH
2 Webcamera webbkamera.engelholn.se OH
18 QHAP 18.8.198.221 ON
11 Cary Street 128.172.178.138 0OH w
2LA=1 1: Eastrnan Quad v
BHEHTER &
F
x:
MEH ME— MEZ ME=Z YEm DFAE ¥EN
Bt 5
\ st
© 2% O [w | m . S
[ %% | [ AEAESEE |

BEx: (mX1lom)
EH. A— FE= F= FEd, J#, fR 0000 ~ R 00:00 Mg

[ 77 ] [ REERERE ]

R ET TG B ERETSEN - £HE > REAFEEETRLE (B
R—ait) o ZEEEHENE

E=
o NVR ZHFRZ 15 ARG HHE.

o filEMAifERT [BEH] FASAEN. EBHATR, B (RE2—28) , &
JEEFT RS
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6.6.4 BREHEE

NVR [ B i e 1R At St St i PRI o, AR Sei AP IR A I AR B b e, BRI
R YCE BEMT IR EARML, SCRFZAPER AR, HFEMEdlA, AT LR sh 2 Mg ah kb
BB

G

FEIH G F— DN IRENUINE, JFBOE BRI R, 0T DLOE R LI B A A Y
fih A BB LTI B RS S R, R BB R R AR

BOE EARFEAFFARHAE, B IhRE )5, EHPRE ) R % S A A5 i 0] s A A fk A
RGA wRFB. Bl (] BIEMERENBOE. Bl [EH] 8 (B Ea L
B HERE -
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- EREMEE
@ FgifEs, O HfE

A& IP Hithk EREHRE
5 5. A-MTE AM6221 172.17.26.19 ON ~
& 6. A-MTE AM9539 172, 17.26.155 OFF
7 7. CAR AC3530HOIP I72.17.26.23 OFF
8 8. A-MTE AM9130 172.17.26.75 OFF
9 Canera 9
1010, 4-MTE 49730 72, 17.27.73 OFF
11 Camera 11
12 12. D-Link DC5-3410 172.17.26.63 OFF v
S | 1: 1. Vivatek IP3161 v|

O B EREAR &
FH - FAIBETAN =2 "B IMNE0 % E - SRR EIMIERNRE0RE -

O ZEegalarm 12[H v

O SR ER SR &

O SV SR EHFR EHFEEE

[ W | 2" | [ =REsAsE |

HEE T TER, Bl ERETSEN - £ RENEEEETRL (FLEE
w5t o ZEEEHE
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=z

/33 IS

o PrAwEMAERT [EM] FASAEN. EHEEE, RBaEE (RE—24H) , &
LR VEER

o EMCSKIBGITIOE LML S RGN LR — SR 2% A, 15 JU) AT e R 75 2K 4 2 BEL A T
TV IE R B

o EMEGRADIM BN, g [, RS DEABCE] .
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HHERA:

BRI B N LB R ER Sy, TS T IR FE AR, A T FE T
N E% BEEEHL IR E FAFRMAS, RGURKIE 3 ST B AR

m L Advanced Evert Management
L L anannnee——eeeeeeeee——msss.,
o |

oW S

- ELHEaR

-
i B el DB ——— R —
Lo ]
BA © HoA ok

wERL L]
e
- By
[+ L]
[ AT
- B
[~
e
- By
[ ]
wEEL
Lt
- dEw
e
[ LN
B
- Auw
[ D]
| L
L i

=
_-“1_"-

=z

HE:

o i AifERT [EH] FASAEN. EBHATER, RBEYE (RE—24H) , &
JREFRS. iy [EIT] W BT BOE i . 4 BARBOE M AERF B, Ui
IR S8 B A T R G A 3l A R

o BB IOE L MR TS R GULAE [F] — R A8 Y, 15 U0 AT RE AT Akt 2 BELA 1T
Tk IEH B

o EMBHNMEADIM B AR, g s, WERG (B
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HAEFR:

NVR SR AL E R F AR IS BT (BEEHREShTN B A N BB L )
NVR 1 (NVR B AEAF RO SAMEFAE (R LFT) .

TER: NVR (BRI PR X 2% S LD RE T A P AN

BHFIRR AU

%A L

AR, WAREIANE TS S NVR 40

RABTEAE, SRS TR L

B RSN EAE, AR ANIE T B 2 NVR F44

EHET

+ BB
.f|- MVRZB
+ AL
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NVR SCRFUL R HAFRA, BUE BRahfEal, 155 BUE MHEMFAR.

(1) EREIA
24 NVR 28 B WX 4 B s LB N TS, RGeR 2 5 S NGl s sh B . £ 1S
o, GRFR (UL EE] KB E RRsE UG, A e RS EREAN], R

w @), pamssueE, wh B, 28, SERKRERHE RERDD .

SEWH

RIERIE R - SERAZRE

(2) b
AWK BTN R SR, RG0R = R N B GB RIS E . fEEIHE b, Ef

RUALIN) REREOEALY, R (o), s (2, pak

B RGE A, Bl (B SR DBDE ERMHEROE . 25, BOEMREMRNNE
JEBEID

RES

BRI het + REDEME

[ FERBENVREES SRR TR 15 2 AT FTPHHE (595)
RERAHAL 0

(3) ZEMEM (Alarm event)
HRA W 8B ML B RS 15 IR 55 2% B 2 i 3 N S SRS Ait I DhRE vl RE A AR [ EF], f&mT
LD H IR e AR 2a, WEMRERSNIE (HEUHD .
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(4)

(5)

(6)

BRHLR T

2% SR MBS B IR 55 25 L P IRTIRT , NVR K23 3 BIon B (R AR am A3 1 . 1R RS 5
B, R [BEEHLFI] REBCERREUINE, K5y DRURI] . 25, BOEM
REWEE HRHED

e
@@ |G ¥ ||© bR |
- BRI &
- B
s tn
TR B0 (L] [
_— i

FB W (NVR BE40)
4 NVR PRI A R BB R 28 R G SRS TR I, 3 B R, R G0 2 Bh W e 48 0
SE. MEEOE AR INVR 0], RE BCEM R EIRENE (RGBT S

BT PR
@e@ [o#" o i
+ EEHBE
—-MVRE
T

+ LA

ShEREME (P (EH)
TOE WU EAE, RS R IR N > D e CHE], 285 B
Wl (5 o WAFEEARR, Fla “door” .

AL HME, BOEMREWRGE (MR « 2h, BREFIMNLE (] Internet
Explorer) $AffE CGI 84 (A& A XHMHLH) , R <A shik e 2R s
FEE. CGI F8 2 MM N: http://NVRIP/cgi—bin/logical input. cgi?name=ZF{f%FK

Bltm: http://10.8.12.12:80/cgi-bin/logical input. cgi?name=door
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- R
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HFHRE R

GO OB NVR A RSN , Enf DL [BUEHRE] o FHF
L soE AR .

TN ASETHIHRE, R D], AR HRER MR Z AT LY 25 AN (LRI
TR BRLEATS) o EEHMEE A H T R, R, BUR G MIERHE . RS
P2 N HE .

e 2 RR LR, il [EM] soE, WErgHEE AR, fd (&
2 AR SR n] DLEFAE ] R ST HERE BT B I I DA L (M HERE . RGN
HRE N L .

2 2R,
O M ik @® gtg  |weekend

0 (1|2 |3 |4 |5 |6 |7 8|9 (1011|1213 |[14|15|16 |17 |18 |19 |20 |21 |22 |23

oo | | [ ! | [ | | [ | | | | | | | | ||

segamrial |00 v [00 v] smmmia : [00 ¥| (00 | MEE OB- OBz OBz DBn DR A

EE SR LUIGENE RS R EEE R - 25 - 2EERIHIEIRE - NFTS SRS ERTSEN - HIEE i iSES E
o

[ EREzZFER 2579
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HAERIEFK:

NVR (R SR ER SRS JAah=B. B ifE. RiEA. RGN FRPLIEH]
Lttt Lo A E . HOE IMEIF R, RGURIAT B

oLl T4 B
o B EH 1
WA T I EEG, Sl (B8] B iR, REnad (B
T
GRS

WS — I, A B & Bon T 0 b BB R F e,
HEEVCEM R, R [BRIE] T BUZgm IR IZH

S

PRSI — I, A B & B+ i E . SRR E R e,
EEBEVCEMEEA TR, RJE R TIER]. T DA R E AN I

EFR BfEmE
PE@ [ov® (o8 |
- s 8
= JEEa
] VU SO TSUU SRR ... NSO E SR TVROI.... SRS
TREA oM Recorang channet 1 @
T | I Emai smig.gmail.com @
i gﬁgm r SMS SMS Provider: [Clickatel], Phane 1: 580442483 @
i
R s I Fiaem @
-m:‘:n;mm 28 4 M 4 1 i1 b M

EE: BE CEFIFBOET, AEEEE, SNERSER IR
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Bt

[v] SERANITRRITESIET - FEhEHE

[ FERENVRIES BRI B RS BAIF TP ()
gL |0
'S |0
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1 &
RPN HA AR, B SRAZNIE . e LA e LR IE

(1) NSRS, PATBIIR TR AR

(i1) HHBEIFHN PTG, HEFER.

I (i1) AGEM ISR, IR SR IR TG K AR ] A, AR
I, AnBEHUIB LR MR NVR SRR

B G L&ii) AR S Ak, ARG SR, RS (1) ANk
K1t N

iy DANE Rkt ) ATk frsce s N & .

HiazhiE
EN{EERY 12 v © g O MgBdik
HEE—TEL T - BN E - SHE RS FE -
Ch-01 [JCh-02 [JCh-03 CJCh-04 [C1Ch-05
[1Ch-06 C1Ch-07 [C1ch-08

hiTEhE |30 T HB )

L] Btk s HATILENE » BeEERETE RENE -

 IETTERBE S o 4 LB T E SR - SRRE SRR - wRiFE
BT AE -

R BB SR IE T AT (B RS FAT (B4 » T RIS SRS » R FALELE
MWL v RS2 -

R EEE
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(2) SRR

R LLOE A FA A, K PTZ W28 SEEEHLRE 3h 28 5 TilE i RS i HTTP URL #5 4
BRI RN, MR B 2 A P DOEAT I B

TRl i DR ARESR], S ATBoE .

R TE DN RSB HLAE PTZ T, A B [T S 44k I,

HiEEhir

Eh{EFE] R AN " ® grig O MgBcikix

HRAFPTIBRZUII R SKWARZHATHTTP URL - HEALEH - K2
ERPTZEZINAEERIR SRIBHTTP URLH B UL bR 1E -

EEEFT

BRI v
Ofig s b
(OHTTP URL

| EREREBE | EH |MHE |
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(3) EiHmh
WP F YA, 2R S E A IS . SR AT ABEE BLU R H -
(1) WAEREERA ), ERA RS E CRAINED) .
(i1) HHETHEN SR, BEHILR

Wt (i1) &M TSR, RS A TR LA R AR, ARSI
I, AP R I R NVR SRAR R

B G L&ii) PINEIE A, A RENE S A, NVRAESLE (1) Dk
K1t N

Ay [AGS s ki) RS2 /e .

FihiE
EhiEsE TRHIH v @ w¥m O mpsoyE
EEEBTINZREE - SSERME - RAEERRGT -
A S8 : 3

AR HERSMERRITRNEEHNVRA = - D aFInFEEp -

T EhE |30 e ESLT T ey

L] sk FaaptthiTItahiE - BeEERETE REE" -

- WIS FAEAE A o 2 it TSR - SSEhIRRMAE SRR - noRiF R
BT -

R BB SR IE T G (E RS FRAT B4 » T aiE RS - 2R FAERE
MEE VR (2RI -

SR e
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(4) Fmail

W B T IR 5 S ANE IR (SMTP) AL 1P Hhbik, 4 FFplifil &, NVR

Hik) .

il DRkt ] Ardkfe 2 irAgBeE .
s iE

E{EKEY Email v ® g O MgBdikik

BTERSE (SMTP) BRssgiht -
L] FREhes FHRLIE
BEHEE:

EHERD :

EiEA

Wri=g

Tl

e

L] 5 HSSLTLSEzRAT

L1 REfEht E& %Rl

ClCh-01 CJCh-02 CJCh-03 Clch-04 CICh-05
C1Ch-06 C1Ch-07 C1Ch-08

[ EfbEmihaet » ZifZigemailyyalfgata- |60 Fr

[ sezg—2ibstiz

R EEE

204



(5) SMS

Ve SMS RS AL 050, YH HAFp Al RIS, NVR AJ 28 SMS AR AL 18 i I ARSS, AL 1%t
WEZEIREMTHLFIE. NVR TR AT SMS RS AL 5L N Clickatell. #5E5HiE & SMS ik
AR, WAk DR RSB IR RE I 2 FR & URL FE 0T

il DRkt ] Ardkfe 2 irAgBeE .

VER: W1 URL RSP ARAR IR SMS kS5 BBt g s 30, R ok sk im .

B zhiE
Ef{EZER] SMS v ® FrE O MigHodikik
[SMSRE &S8R ]
SMS Rp&4RitE Clickatell 18
B SMShR & 52 SSLEEH]

SMSRRS#88 A &5 gnap01
Sf‘v‘]SHE%E‘E%}k%E L ITTITT]
SMSREE-22AP D 3116393

[SMSiEHTIRE]

EFL : | Afghanistan (+93) w

fFEIEEIESER . +03

{FENERTES02 +93

B BIET ot
A RS R AT » (ERETHATIARR et |50 S

| EREZESH |EH ||
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(6) RGNS
BOE LA, R RGNS 3% . (IR AT L€ LT R
(1) FANEEMb A S, RSl SR e CRANED) .

(i1) BHEMITIER RS, HEFIER.

g (1) FUEH T I, IR SRR SR A TG A A R TR B 3, AR R
FIFEIE, AnEEEEALIBL R Ik NVR SRAR R

B kii) PAIEIE A, AR, NVRAFF LR (11) ML
Rt E N

By [AEH APt ] IS s BoE .
HiEahiE

Eh{EHER FahiEnn s v ® e O MWE Bkt

BENVRII RS = - SEAEME - NVREEHAKEEE -

thiFahie: |30 T LB R
L] SE ek T EHATILENE - BEEERETE LI -

- TR E R BAE| S 1 « S Bt RIS R ENE » =D FRIIE S ArRas » Rl
EMETNE -

R BB SR IET AT 8 RS FETE g9 i » F RIS SRS R FAERLE
MM v RS 2T =

e
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(M RPFEX3)

AT NVR _EEOE A R R, AL E R RGBS TP, B 15 HTTP URL.
PR b . A BRSO R, "B HTTP URL s B RIE R i, W
PB4

A DATE ki ] WS AT BOE -
HEEhE

EhiESRTY EHEENEE v © #rig O NgBoikix

SIEETT
P
BE

HTTP UEL
EHEET
AL

| ERERRBH | EH |ME |
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6.6.5 B E

BOE R IARBE -

- #EE
sTREtaAkE: I s
LiEEER T 5%

° BE R AR e
o BiRE

0 =& EEEETEE *x

0O R EfFEizEss *
EREARE

R =R £RT(E D) 10 Tt s 15
SR =M R £ 10 MRS
=

FE T TER Bl EREASER SRR RENESEET L (SR
F—i - P IEEERET

KB RNKSE : PR FERI R RN TG, NVR 2 AR I 14 S A8 Btk 0l
FE AL Ry € H e

2] B 22 ) DT

WP NVR & 5 2B S iRIHAR, S 2@ sE, M HaehEaMrsaz s
oJE, (EIEsRR. SRRV BGERE 5% 1.

ERCRGR R R KA 78 BRI R 2D R KA, T R i A7 A AN 2R
BB AR A S MR -

FBEHERAF IR : SN NVR DRAF BRI R A RAL A BB R e i I 20301, A%
BRIGERBMIER . B, BOERAF 7 RIRGESE, £5 8 R, 5 1 R TEIERE
RIS S AR B o
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LR FMRBUE: BUE BRI R LR KRB 6], AT B e R B
B e R AE A 300 A8, RIS 434
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6.7 HRGITA

ARG THAMEROEE @A RYBER RS, B B0E . KGR &HB0E. BIAFEK
HEWE LA R &I

6.7.1 ERE M

BB B P [ AT MRS S AME IR (SMTP) FEALEY TP Muhk, 5 R gk A% & iR,
YR P BT R RS B AE, RS E Bhar Y T ORI A B T AR [t Ml sk D> [F
fHex] (3% 6.8.1 %) AEFEMRMELTE,

R SRR —BRE, 5 R R SR E T A

~r <& T8 == B 28 [=1 /B> =7

« 220 40 - %Sﬁﬁ%fiﬁﬁﬁﬁﬁﬁ?rﬁﬁﬁ-ﬂ%%% IP it - HRFEHFHIIAA £ SEhE T T
.

B Sy LEER O % UEHBMLEHEEET0E

- i EHRED O th: HER SRR PR

. B ®© {6 T TR

. BREE ;ﬁ—‘fﬂiﬁ# {SMTP) BRsvaaih [0.0.00 |

- B A5 RE BERE =

o B O Bz1E R AL

o ﬁﬁﬁ SMART ﬁiﬁﬁ%‘%w : | |

i

B i | '

« HHRGRE R [ |
B — - [ |
eSS — | |

O fERSSL/TLSIE A
O fes—Hilling

FER ¢ IUERLAZAT ZFFELE SMTPIRST 8 - R = EONS IR 2 -

o fHF
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6.7.2 SMSC #¢5E

BEE SMSC JIRg5 4%, RGBSR, WL SMS IS5 BEIT R MR SS, Ak S RS B E [
FHLSHG. NVR FBE) SMS AR SSHL 187 A Clickatel 1, #EJRAIESE (il SvMS R4t E] ek
B SMS S5 BB

2k fE i sus S4EE ] m, iR AR M4 AR & URL A 307

pE
o WIURL AR AR SMS A 55 TR RS 30, K Jeikdie Bk i
o RIS T —HMIK SMS, E RS IR S E s AN .

o AEEHLBOEN [EWRFEMBOE] UIFoh [ERA] B, Iesoe mi= AaifE . 52
[EEeplsoe] > [EwRFFoe] > [EERA] TToe suS. 3 [ERIfrsie] Uik
Stk Gy, b SMSC 30 TUTH 23 F 3h)d H
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SMSC 18
RIS SMSCHAR T » BEEMSRARHIRS - BEERARAZRERRS -

[SMS RS B R E]
SMS RS et | Clickatell v hittp: /fwene clickatell . com

O B FSMSIRST RssLBEA,
SsL @m0 - 443

SMS 3% S T | |
SMS R4S B A 2700 | |
SMS RS AP _ID | |

[SMS AR E]

EFY ;| Afghanistan (+33) v

ST ¢ +93 | | R 3 IR S '0")
RS +93. | | (R 73 S ST 50")

O 2k e (B EesMSCIR R ER » 1S TS aiti ) o

AT SR £ET » BRI

O BEAE £ E4

O BEE S piH 229R

O S

O FEEFRk

THRIE A A5 FaE R reE e

. i
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6.7.3 ./ BEFEE

FHEHT RS RGERHL, TSI T D IR

L BN RS R & TAF Qe

2. HARGEHMI, FIER [(RGETE. P/ EHEE] . KR I BUE T H 3 R 48
- = EFEE

TEFEMAL, BRAEHEE.
BRERR, BARE.

| - =g || - #W |
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6.7.4 B E

BE R G HIREAF 0 -

- WA

M EREERAEASERTE
M LHEREHEXOEN, HIEHRR
M SUSETEARITT R A

USBREB O, HTHAR, SORE 2 | EREHIE.
ECATABAMTASTE TILHE, BeTees, [z |MB
B EHERBEE (4R RERI S M)
B EHEEaRE

RGEHETIRT | BarEtlnAs AT v|

© FRRSENE: AHRENRT47CHGEERE, BTo2CHERER.

O BITRE:
RimERT B FLEHE].
FRmERT B ERIEF
FRimEST B ERIE .

HE. MEEENEERMAT10G8.
ATEEFATRNTRRS. BAEXE, FERTCHEREERE, o0, —EEW&EL, EBRTEHS
1Te

. s |

o A HERS R S E BT R
FRERE R G0 U S S 25 L3S B A 5 MR 2 B0 B admin 265 DA K 48 41
ENEE A NN

TERE: N MEASEEMTRONTE . WMEERHBLIIRE, BHE & 228 RAF Y,
NG TCVE I AR G

o HHEERFEIFEREERN, BAENERS
JRBILIINRERS ,  ZR Ge A W e F RN [l I B BT AL
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JE B T TAR AW VA % 0 4% 41
ARG FAR B M G HE A1 USB (#7358 B, 18 m] LLiE &40 el 2 /0 R MR A 8
ZAEHILThRE, HSH LN DR:

L AN ER O AL 2D RIFEEIEIF R L DIRE. s 3, REMHHSR. MERK
(BN EEER

2. EBUSBAEAFEEE E RGR AT USB #1H.

3. FEEARGIAAR AR 3 M, REGUEITTIR & kAR B B AMEME A E .
ARG R USB A E, USBIT Samiits, Shidfd, saWNFEt. BRE
Hlja, 5k, S iRIMESE .

TR SMEMBAAREE AR LUK T 106B A4 AT A FH L Zh e .

5 SATA AR U TT P28 6N T UL 3l BT 2 s
JE LTRSS, % SATA AL AT A A8 )N T B, AR L 0 R BIR AT 5 2 IR
S, SR ASGEEN 1 - 51200 MB.

JA BN TR A
TR ERIENSSS, RGN, ok ERE,

JA Bl a6 4k LR 3K
JR AR IR, 2 R ST B AR R S I, S I B T TS

I T AE R I TR % O HIE NVR 25,

B RE T X B

JR A R BE S5, NVR 2R ARG E B 2R BEAN R XU Ia ek . iU ik
o fEs At n] DL E AT BEE WU e O e i BRI B I [ R GRS o A ET B
RGOS RIEF R RFELIE R
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6.7.5 ROGEH

JEIZETE N NVR 7= g R (A E BT RE S8, TP m] DA 1A SE T o A X S T e . S Wi Akl
TR E T i T SRR I

- REEH
FEE HRREEER SR TRER A E

ElETRYE {54 © 4.0.0 Build 5718

BHTHE TR - 155 LA RS SRR ST ER - B TR

S 1 IEEQNAPKES http: / /fwww.qnapsecurity.com/ [Fi5% ] FfF 4 AyRelease Notes » LI#g
W RS ER

iﬁ 2 HEEEMFLEETERIE  E5SAEHIEEEE - DR EEYHERRE

13

PR3 BT ] S RS - SR () it
FE -

TIPSR - AR ERT A ENE IR AW A OEE ) ASRTEERR
Hi o

. EFTRR

HE: MARGSIFIEY, AT ER KRG .

JBAEIEAN ST A A IEBA BAS G 1) R 58 BT 3 85U R 4 57 B I 2k
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I LTS L S5 R D

1. EEREGE@EMES http://www. gnapsecurity. com F#IFVEAH B LA E 5081, DA 2
A BT E .

2. NEPIMAEE IR AL
3. HWWIMARET, SEBes A A ECE, DA S AR B AR A AT e

4. Bl [PSE. ], EFEPTE RN SE, REHRd DER RS THREATE .

AR ERALIRIL, RGER I RE R B HAb 280 b, WHILSERT, RESTUREEH
e EPAT RPN, EHIN IR AN ORIF AR EARDL, 75 WK I B R GG IR H TTHL
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http://www.qnapsecurity.com/

6.7.6 4/ B / ERBEE

REMWOE, By (0] 00 b as i 1) 18 2T 5 s A R S, TS IRt A7
BOLJRGE, By Db ] IEBCELE R BOE R, e AR R,

RS woE, Bdr [EE] PIEEH) WEE.

. kR (EEIN, Pra@aidh. FHPKS . Mg RS0 #R ol EroF B 2 2
M) BE . HHIhRERT, T Se e O &0 2 0 N H B R e AT

- B AR BERE

C EEREIRE, BTN, SR ER R AR, REERTER.

F BRRIRE, BETEN. MRFRAREETESRETROHGH, BREET.
& [ EE | RErAMEEE R BiME.

HE: WIFEANENSTRER AR, 2EERRN. HESEcERERERARIRED.

| |[Browse.. |

| o #FRE || ® & || e« B |
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6.7.7 FHLR AR

T LB A PR T RERE AL NVR 1) 3% (R 50808 2 11 80528 2 1)l 2 R 46 e 55 47 e 4% b (A QNAP
NAS, THERZS BEE S WA mEE) .

PAR EAR I 28 i 55 fifi A i ] TRIPRIZRE A A7 BE %o

VER: EHIARTIRERT, W H AR B IR 48 i 95 C R 30, I LB ml A7 B Hodis
Kt ie IR

BANR, #EAN [RGETHES AR .
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- BHEH
M B iR iR
RE S EHT BISE(— N EHTE )
HE SRR FHIT SR

R E
TEAE A, IP ik [10.8.12.4 |
R E(FERE | FEF) [Public /1
8 T [admin |
FEREE [eesee |
MR FZ AT, (A7)
ERbHAEE
© &H (o1 ] o 2 [15 ] 4%
© &7
O &H AN

T RRIAT R I8

W SR e W T4GB Frigim BT gl
HIRTAE BRI R i S it R

FEE: YRS Ea FS AT 1

e i e mr |

BUE A SRR R IR0 BV REEE . 2 HFRE SOm R A7 B & B #4175 7K
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A AR IIRE (AT

- BE
B R IR
R R ES LR SRR S TR )
AERERED | FwRERE

PAEEDAHI: RGER &0l 3 RIER BB R B ITREMHE A7 o

7k DRshRtgdR] BiH, DURHRMERIIRE, RV IRBUE FAF T RERI R B 30
oy IR B

A [RS O EREEREEE] N, RERSE0ERFIF G E BT
AR AIELIE , R w BRI B IR AT B

B[R Sl JURKISAGE ] BUH I AN Z R0 R, RG0H B sl ik
SE L SRR R BRI REREAT Bl A AR H . REUR A3 & A B E
TRE AR

BT %

I NITEFEAEAZ L& IP fhbk . BEAE BANGE R

R T EE
AR A IP Sk [10.8.12.4 |
AR R | TER) [Public /]
fﬁﬁﬁ%&%w : |admin |
BRI [eeeee |
T AE £ A A7)
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HE: @HAT [N Zhag, #AteTh.
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BE R G H B &0 R B AR R RHERE

okl e

O 50 01 ¥ B 2 [15 v 4%
OF =35
O A8 H

Blan: BEAERER — BB R — KT 00 B 3l & Uy s B AR S AR AT s

Wk [EHHE] &g (] @&, Jfscg [01] i [15] 20, J [EM—] 5EmE
HIHFREBOE -

SLRIPAT RAEFR &

RN AT R R
o A AR 2 N 4GB Fastsre s ey T aids
FApRITE By R 2 it

2k DEEIPAT AR ], R G SRR B S B AR A7 A

a)ig [AmFE BN A BN T 4GB AR IR R HI B R], RASBEREIHN—XK
ISR 5

ik [FERmAE H B P2 /%], RGAER M2 B X NVR KBS
WA AF A LRGN ZE ST, IF B SIHBRE R A7 B (10 2 RS

I A FH A E =AM LT, RGALRIPAT & 4%, & S0 W A A A7 B % IO B e e 75
ALZRIFEHE, EAMNBHRZ RGBS, BETREEES0, HRABER ik
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ARG RERN/NT 468, A EMBATREME M. DT 468, ARG BTt
A7 e R IH I — R B %, TR B RS0
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A2 Brmii 2 R&ER] fuTidx.

JEENETE] TREE DERRERD PR
2011-07-19 16:50:29 -- 8.0 MByte(s) LEFEHHT

EEDyH:

Lo CREER DR CEREERD | IR AT R i s BN 28 B 2 R IEH .

2. WREER R (AR 1. ERA NVR EEEDRGLEASA (],

EEHE:

IRIEIREEANTE], NVR AN 5 2540 S AR b A7 et I () A T 22 57 o 5 e o S R A% I [R)
K, B RBEE AR ARG A ES N RRE N TE e BUESHRMEIRIREINE,
T IR R
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6.7.8 %% SMART

DATEE#E S.M. A.R. T. (Self-Monitoring, Analysis, and Reporting Technology) WMLt
PR E . IR 5 AR

JA A [ARE A P I SO AU, S5 RS EOR ] R R R A0S 1 I T e e A
ARG LK H AR RNC R Bt T DR R M % T S A LB oS P 1, R T A
&R

e PR B A HIREAL 5, RIAT R0k T 1 % T B BROE

FB BiH
ps8iA WAL SOM AR T. [ AR SR — IR S 2R
[FEER D) EERRER, WS, Y MMEREEEERE.

SMART 152 BoRBEEER) S M AR TAF R, AR TH RBUE/N T FRAE, WRE N .

MK AL AT PO B R A S.M. AL R T A, I sl
BE B A SRR 7R - R IR S T BOE O ME I, RG2S IL VRIS .

SMART JUAHRRE: #oE PR [ e B HFRE . 48 DR st nlAS AL i —
RIS R
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- RAEEESMART. flAlHERER AR R EEEERR -
St B M - B T I o
0 EE (i FA ST (LR A - B AT f

I R fEE 1 -

BB esee swmz omin wx

B REEL R I B RBAR  ERER R SRS
EfE .
eyl Seagate ST1000NMO011 SNO2
e 031.51 GB
T R B
AR 32 °C-
MR A
bl IE SR
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6.7.9 LR

FR ARG SR E BB SRS, I 1P Hulk, SRJm sy [I0t] .

- BEATIMAR,

%, S—4EIPHi iR HIREAN, |
110.11.18.32) |

Mz,

PING 10.11.18.32 (10.11.18.32): 56 data bytes

64 bytes from 10.11.18.32: icmp_seq=0 ttl=64 time=1.3 ms
64 bytes from 10.11.18.32: icmp_seq=1 t1=64 time=0.5 ms
64 bytes from 10.11.18.32: icmp_seq=2 ttl=64 time=0.6 ms

--- 10.11.18.32 ping statistics -

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.5/0.8/1.3 ms
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6.7.10 M ERGEE

fEr e AR 7 T A A e UL R B SO (R, HEhEAR, BR ARSI K A

JFH DR A sk, AR S K i R AT g i A KU H M NVR BE R I 28 S U ALY
%

HE: RETHRE. HMEETL. REEHE . RKERE. RH&E. RAEEH. FIHExL
et S5 i A ST IEIN BT RE .

HTTP F 7 s KIS H = 180T LLUE AL R — I 21 http {3 38 @ LU oAUl 22 32,

JR B NARBTAE: AT 2T ek B NS B, RGBT, IFH4 TG

- HEREREE

TR R A I S kiR R § s EEIIRAL
R THIE - REE - HAREEN - EBNE - RNEE - A9EFR  SHIERSHSNET
PAT AL LIRS

FATHHEE
O AFERER

HTTPHPFERATEERIE 22 (1-32)

O EEhe S
R SRS REA P A BT RSB AR R -

. =7
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6.8 EFEfFiXK4LH

6. 8.1 RGEH IR

NVR AI #4710, 000 2 RGHAFCx, AFHRE. EEHMNER. MARGKAEBERY, Erbi

ML, NS RS AR -

By [iffr] Rl CsV A2

ik RGOERMICHIFIL

<~ =% =0 == e 28 =1 X |==¢

. FEBETR - FEBEER
. I _ 2 - -
FIREE AMBAFFSHERURSALES « LSS -
« 2 EERE e
-'I
« A EHEILF
« FUDESIER P
_ = 44 10000 EI2F »
_ S s v i g

« RHAE{EE
5 BE s e smre | 2BF g
© [2011-07-1/10:13:04 admin| 10.8.12.36 | --- user admin login
© |2011-07-1|09:25:0] admin| 10.11.18.19 --- user admin login
© [2011-07-1|09:00:09 admin| 10.8.12.36 | --- The user admin is logged off due to connectiol
© |2011-07-1|07:59:5] admin| 10.8.12.36 | --- user admin login
© [2011-07-1{17:42:21 admin| 10.8.12.36 | --- The user admin is logged off due to connectiol
©® |2011-07-1|13:35:2( admin| 10.8.12.36 | --- user admin login
© [2011-07-1{11:22:4] admin| 10.8.12.36 | - The user admin is logged off due to connectiol
© [2011-07-1{10:12:3¢ admin| 10.11.18.19 --- The user admin is logged off due to connectio
@ |2011-07-1{09:12:2( admin| 10.11.18.19 --- user admin login
@ |2011-07-1{09:11:31admin| 10.8.12.36 | --- user admin login
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6.8.2 FBITF

FEM TR SRR HAFLSR, WMMNEEEEIUREL. iR iiic s, M SR MRV RIK
£

ik RGOERMIOCHIFILR

- REIDF
AR R AR IR IR EAMBEATAS - e IR R AR R 5 -
fifi7F

S FRERTEE v

5 | Em /et %9 | Bua FE
L |2011-07-19 10:46:0] Conne| 4 Camera 4 No Response for over 15 seconds
@ |2011-07-19 10:46:01 Alarm| 5 Motion Stopped on Camera 5.
L |2011-07-19 10:45:5] Alarm| 5 Motion detected on Camera 5.
L [2011-07-19 10:45:4% Conne| 4 Camera 4 No Response for over 15 seconds
L [2011-07-19 10:45:3] Conneg| 4 Camera 4 No Response for over 15 seconds
L |2011-07-19 10:45:14 Conne| 4 Camera 4 No Response for over 15 seconds
L |2011-07-19 10:44:5] Conne| 4 Camera 4 No Response for over 15 seconds
L [2011-07-19 10:44:4( Conneg| 4 Camera 4 No Response for over 15 seconds
L [2011-07-19 10:44:2] Conne| 4 Camera 4 No Response for over 15 seconds
@ |2011-07-19 10:44:1] Alarm| 5 Motion Stopped on Camera 5.
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6.8.3 LR P

B HARES MRS ARG PG R, B4R, 1P bt &8 AR 85,

ik RGOUERHSCHE LR

- B LHEE
T EH TR SIS B R AR 5 R AT

BH2EIDF -

arEm EAT e mgre SRS PR g

=]
2011-07-1{09:25:0]admin | 10.11.18.195|--- HTTP | Administration
2011-07-1]10:13:0} admin [10.8.12.36 |--- HTTP | Administration

6.8.4 B R e

BRI ES MRS EANRGHIH P BAUE R, SRR 2R, 1P Htht . 8N IR S A7 B
IRAE

ik RGEERHIOCHIFILR
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- FrEfEEIDR
TRATE S P RST B A ATy R EESE

#1992 EIEF « ENIET £iEF o

= ELfg *
aram AT e g GRE TR
2011-07-1{ 14:25:5} admin |10.8.12.36 |mercury-f Samba |record_nvr_alarm
2011-07-1{ 14:26:11 admin [10.8.12.36 |mercury-[f Samba |record_nvr_alarm
2011-07-1{ 14:27:10 admin |[10.8.12.36 |mercury-{| Samba |record_nvr_alarm
2011-07-1{ 14:25:04 admin |[10.8.12.36 |-— HTTP |Monitoring
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6.8.5 EX2 QIR

LKL Samba. FTP f HTTP BAHLE AR S5 a8 A RS 2 AT L FIHGIC R Bz 1Eid . T
gidsR)E, FTRER MRS SRR IR EE -

- REGFESIDE
DR ES I RN
AT ILF R

[ BIEEE | [

B 1t5 10000 Ei2F o

S RS v

1ILE o

x HWg | —

aj HH B} ) HFP  REIp oy A FHE IR shig

L |2011-07-1) 20:54:49 _nvrey 10.11.18.60| localhost | FTP Login F
L |2011-07-1) 20:53:2] _nvrey 10.11.18.60| localhost | FTP Login F
@ | 2011-07-1]09:20:24 admin| 10.8.12.36 |localhost | FTP Logout
@ | 2011-07-1]09:20:24 admin| 10.8.12.36 |localhost | FTP Logout
@ | 2011-07-1) 09:16:3] admin| 10.8.12.36 |localhost | FTP Logout
@ | 2011-07-1]09:15:24 admin| 10.8.12.36 |localhost | FTP Login G

6.8.6 RGMER

PETTE 75 NVR SEATIRIL, A 2R 88 K A7 R A FH 26

235



- RIER

CPU{# == 6.9 % - 38°
CPUR C/100°F I
AT 1008.7MB
_ s 440
EERANEEE 214.7MB ATRE /1110
\fj* a
PRI R 130623924 SRR g?;UZC’F L
B 52712645
2 25 0 wazeE o
FrANES(E] 108 1448F 254y - 380
WAYEE (g
| 38°
T4 C/100°F [ ]

RAAEEE 1218 RPM

BIE  RAEY

7.1 EHBHRRGEETHEETWEEMEHS

U NVR (0 P B A 28 HAS B BOME, T RREER G T7 BB S M2 AHAS S B A 5 70
RGEWE, AT CE S E RN

T A P 45K admin

0. admin

TR B N NS E M E R ARG E LS, EBE (R LR RoE] RN
FRIEIR -
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LN
- BgE

- B AESMSCHZT

< £ B

. WA

. RAEH

< Byl EEEE

A == =8 == BE=

- EEE

5 T8 B e L 1 R T T e
TR R Eelas] B

O ST TR

LUSBEEDIEE - mTEilE  SHBEE | FREHE .

FSATARRA A F2a Tl - BEhT2%% : o2 |MB

O AR (SRR sl e )
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7.2 FHEEALEFXH

NVR Qi 245 AN IR B, AE F08 5 3 B a] Pk R 2 SCHL s L al (RES . & R LS 8T R
I RGUEEAIER, TERBCLT R BE IR

L 25 RSERT M BT IEAEREAT R BE 85k, 8] LB AT BB e — I

2. HTIKBIFILH, HIRKE ) o N L e BB

7.3  RAID A5MEf#Ad# (Hot Swapping)

kI REANIE T — B S .

NVR SCHFAE AL AR i T BE o =4 RATD A3 AR 2H rb ) — JURE 2 S80I, AN 75 5% AT R A ] S B
A, BN B 2 RrER AT I H BRI A =Bt 281, IR IS R A
SKRFFEHBIFIEH I, 15270 B S 0 A £ LUE S S AR 30 s £ S5as 1) X6 o

TG mAUEMNEAE THAE R AT OGP R G, DU G fil L (RSB S

RGN AL R G DV B R
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8= 5 B LCD THI#R

* HIE B TECA LCD AR (LA
NVR $2&44t LCD AR ik RS0 E # 3 13 e i AL A & ML R G5 B .

RGURBN, BRI S AT L IPHE

B IR AR G, LODMHIR 2 o= ot 2 (AR 25 H 4] DARLRE £ £ H 08 % 20 (M4 20
o

&% ¢El MR A Al G R R R AR A A
1 Single C(FRMMAEHL) Single
2 RAID 1 Single —> JBOD —>RAID 0 —> RAID 1
3 RAID 5 Single —> JBOD -> RAID 0 -> RAID 5

Single —>JBOD —> RAID 0 -> RAID 5

4 5L I RAID 5
-> RAID 6

LT R FAL A PR B BOE I IUH , B v AR LA € -
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Blan, FEEINVRE 2238 AL, LCDMH MR & T

P P DS L R 0, 41 RATD 6 4240 N A G BRI 5 OB VAL, $ide el ik [Yes].
Pl FREPET ]
ESEENCCNENERNAN

BB TG, MR B RGE AV IPHE, AINVRIGEBUE A AR, K BRI RE.
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fE FLCDE AL R 4iM5 B

INVRIFJLCDTHI AR 27~ R A K M IPHHE R, #8 ] A3 N3N Main Menu (FEIEHL) . Main
Menu $2LDLFET0:

1. TCP/IP

2. Physical disk
3. Volume

4. System

5. Shut down

6. Reboot

7. Password

8. Back

1. TCP/IP
FETCP/TP, ATLMGALLL FIUH :
1.1 LAN IP Address
1.2 LAN Subnet Mask
1.3 LAN Gateway
1.4 LAN PRI. DNS
1.5 LAN SEC. DNS
1.6 Enter Network Settings
1.6.1 Network Settings - DHCP

1.6.2 Network Settings - Static IPx*

241



1.6.3 Network Settings - BACK
1.7 Back to Main Menu

* fE [Network Settings - Static IP] ®JLLi%5E LAN 1 % LAN 2 9 IP #hhl. FRFERS. &
T LA K DNS $E5E o
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2. Physical disk
fEPhysical disk, RJLMGHLLL G R
2.1 Disk Info

2.2 Back to Main Menu

T ERREPSSRCTT SRR IR Y WS

IiIIiIIiIIHIIIIIIIIIIIiIIiIIIIIIIIIIIHIIIIIIIIHI

IillilIillilIIIIIIIHIIiIIHIIIIIﬁIIiIIIIIIIIIIIII

3. Volume

Ve TR SNVRIGRE AL LS, 55— AT Bon i S L E &, 56 AT RS MR AT .

IiIIHIIillil'illlllllIIIIIIIIIIIIIiIIiIIIIIﬁIIiI

IiIIiIIillilIilIIIIHIIillilIHIIIIIIIIIIIIIIIIIII

WA Z TR, f% DEFR] RUEREE . LU URATD SHEEERF TR i ] .

LCD HIAR 2 WHRAS

RAID5+S RAID5+spare

RAID5 (D) RAID 5 degraded mode
RAID 5 (B) RAID 5 rebuilding

RAID 5 (S) RAID 5 re-synchronizing
RAID 5 (U) RAID 5 unmounted
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RAID 5 (X)

RAID 5 non—activated
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4. System

LRI 7 2R GEIRLE b X B3k

|i|IIIIiIIIIIiIIiIIIIIIIIIIIII'iIIIIIIIIiIIIIIII
IilIillilIIIIiIIiIIIIIIIIIIIII'i”iiIIIIIiIIIIIII

IilIillilIIIIiIIillilIIIIillil'illillillﬂlllllll

5. Shut down

fEFH BRI ) AR 8, ZIE RIS, [Yes], R N FHIINE .

6. Reboot

i BEIE TR R R 2 R, LR FHZAHLIESE [Yes], SRR NILHLEAE -

7. Password

LCDIAR IR RS A H o A LR AL SELCD IR Y, 1% [Yes] 4K%E.

IHIIIIIiIIIIIiIIiIIIIIiIIiIIiIIiIIiIIIIIiIIiIIII

IIIIIIIIIIIIIIIIiIIillilIIIIiiIiIIIIIIIIIIIIIIII

BTt 23 M e AL (0-9) I, MASE)E, &8 [0K], A, A5
L NVe R AR
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Back

8.

MR TH [F 2] Hx Main Menu) .

246



RGRE

ARG B IREGEFROUN . LOOER = Bos RIS, AL AIE N7, FHEdmA
LA AT AL R — NS .

RGWE iR

Sys. Fan Failed ARG

Sys. Overheat KRt

HDD Overheat fif i 4

CPU Overheat CPU i #4

Network Lost 1E Failover 8¢ Load-balancing x0T, LAN 1 A& LAN 2 Z&IH¢
Bl

LANI Lost LAN 1 P28 AL

LAN2 Lost LAN 2 P28 AL

HDD Failure P4 5

Voll Full R A AL B

HDD Ejected CEERE L

Voll Degraded B HEN degraded mode (PR

Voll Unmounted i fE#E2H unmounted

Voll Nonactivate TR FE 2R 5 )
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EOHE S MEHE R

I TERRER AR AL .
THRAIACL N IUH -

a. CF 8NN 2% ActiveXe WITEIR AR, 5K TE WU 8 A M 28R Tl b 22 22 4
PER T € N R BL R

b. NVR 2z TP HuhbANA] 5 HE [H W B 25 B AR .

c. FATHEALE IP HihibZ 755 NVR (9 1P bk A7 7E [A) — P Bralda) AR IE .

2. TESERTRBRME T RO BRETH RN LE LR BREE.
THHIALL NI -

a. fE NVR [ E4 S8R B e DU P BEE IR SRRE AL TP shbik . PR B SR 1o S8 m) DA
MAA DI REL NS 75 ] AR H AL

b. TSN SN LOLAE N BT 2%, 15 NVR AEAMRI 28I, 35 oIk 2 48 S AL
(Y], AT IR AR 7 AU R

i. fE NVR BRI 1E TUI . 76 WAN TP Huhikff) = B N B2 LI 930 1P b
hk.

. AR S BOE, FVFN ISR IS B WAN TP 538 iR

3. EEEEXH.
a. WA CIE 23S AL 2 NVR,
b. KRR & O IE A 20 5 9F BB

c. THHAIAMIZS RN IOE T 2 KB IDREZ TR C 2R 3h, MRAFIBIE & 5 1L .
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d. WIARGEHT T AR K R GUIRAS LED INERERAT, AR A BIREEL, 1540 2 F 5 M fdfi 4

TER: 2 NVR BOE IEE DR, SBRE R 815 7 20 2 BT .

4. TEHARGEHETE.
EHA RS A E AR, NVR N AvEE s s I .
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5. HANEEBRABREATG -

a. HITSERRMIZEITE AR ER R, WX ZEIEN AR K 2 240, SECEEA
Vil o VA FH AT 1) 0 24 24 B w5 e I 4 2R L T ) — 2

b [RINAZ NEN NR ENUN A fES FECUG R FFIC, @3 R A EOY
= No NIERIRAERFBRCR, TEERIT R AR 22 W DU .

c. WRMMZ G NVR EHURNLE R — G M BEEHLIETRE

6. ERFMARBIRIEME.
a.  VEASEE B U N R AL BOE VBRI BOE . VBRI RGIIRER S OIT A

b.  #{#M] Panasonic BB-HCM311 FHEEHL, A AT E IR FAF AR TIRE, WL 20K 2%
TR RIS v 3 R

c. AR NVR ZAERS A AR R4S, R WAN BRI SRe L, B R~ AR )
BER IR

d. HBOE [RAEIRFIRGESE] REL RSB EGE A SRS MR PEE R .

7. FERETWHK [FEREMFEZENR] E5ERRUEER.
Tl SRAR b A 23 18 2 BRI S, SEBRIRIL S RRARIA BT W 4830 B R A S R 4 SR L
RUBE & K 22 5 o

8. HTHE EEFLEEYER.
imt A B T B ESCERIREE,  HOATICSCRF JPEG %2t

9. QNAP Finder 323 NVR.

a. IgfiA NVR HEZ 5 EHFE .

250



10.

11.

12.

13.

b. B EMLTF ML S NVR 4% 28 40 5]  BX o

c. M www. gnapsecurity. com ZIEFHAK] Finder.

d. AT Finder 348 NVR. iE#ATHFENL B AIBE KBS 2458k 2% Finder INAB
KBS VR

e. WTCVERRFINVR, #% Finder 19 [HEH] A ER—K.

. FFABTFIRENVR, TEBEE AR NG

EXRE G REER .

TR PV B Ok e v, 15 [BA] EUTim, B0 A S8 S A28

SERT AR R TCE B BN

a. 1H1% F5 BT HH LR A A .

b. f# M Internet Explorer M TTZEIINRERT, TIH W At SH AN ERIIEE, %
F5 J5 ¥ 2537 50 3 L T N & BP AT

ToEEF NVR Z SMB- FTP- 1R RS R 8BRS

a. URGEHEGMHENNR, | [MEETE] > [MERS] ELHX =MENCE
.

a. WIS NVR Z2E/EM 8% J5TH, SMB M FTP A4S HAELE R — FMAAER. W45 EiE5%
B 8% B

NVR EFHLEA

2 NVR FEHEIE 5 70 Bl () EE PN, 38 O fst RN A R T I 55 4 AR I TS 2847
e, BRI R .
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fiskA  FEMBIEMIEEFR (DDNS)

AWM AZFRARSS (Dynamic Domain Name Service, DDNS) ik /7yt — N & & B RN 4k 42 FR st
[Z NVR IZ0ES TP. 24 NAS [FBIZS 1P A8RY, WA PR N 208 1P, ik B fRiEEF8)
) 1P, A NI FRR, ErfERAFM (Internet) BEHLZE NVR.

TG A A PR RS, SR — DS FR,  RJR 2 K B NVR (545 44 7
TR, 4 ISP AMEMIENAS TP HUBEAS I, NVR 2 [ 301 345 00 0 44 BT -2 56 87 TP MO (5 1,
iR diiJakeai

wr = == B 28 &1 B =7

P E ]

« TCP/IPIR - SRR

« ENE S AT BHES AR

= %iiﬂ[%ﬁ ﬁlﬁiﬁ%ﬂ@%% . voww.dyndns.org |%

. REEEEIE EREL -
. 5

e i

- RURERRIE ® FAIPHE O EEIPHiL:
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veiip SV

HZ 5 LU TR M B S A4 FK, BT UGB BL DynDNS Syl Ak 55 14 B 7o vl g 2 722 B 9 1T
I3fE, AUINIESE, 5 5LbRRIEAR, 15 LA I b e

1. #EA http://www. dyndns. org, #% [Sign In] Jfi%#¢ [Create an Account].

DNS & Domains Email Services Performance & Security

C DynDNS...

Why DynDNS.com? Services & Pricing Support Have an account?

Sign In

Username
|

Password

Rock solid, scalable DNS that just WORKS

Forgot Your Pasggbrd?

Create an Account

Get Started

2. JEEVEMEM, % [Create Account].
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http://www.dyndns.org/

C DynDNS...

Why DynDNS.com? Services & Pricing Support
My Account Create an account or log
Create Account
Login . QNAP
N S Already Registered?
Lost Password? Password:
Username
My Cart Confirm password: Password
L Emaik: qnap@gqnap.com
Login
Confirm Emailk: qnap@gqnap.com e
Forgot vour password?
LT Sl i A 7 B e\ N S b
z Security Image: i SNAT S SR > taid
WE'RE HIRING RSB Dt - NG S |
b 4 RRRSINy N 0 R
o Enter the numbers from the above image:
et Dyn 44220
Subscribe to: ["] DynDNS.com newsletter
(1 or 2 per month)
] Dyn Inc. press releases
agree with the acceptable use policy (AUP) and privacy policy. \
Create Account

If you're having difficulty creating your account, for any reason, feel free to contactus
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3. IR ERE H MG 2K Enail K.

Emal Services

C DynDNS..
Why DynDNS.com? Services & Pricing Support Have an account?

One more step to go...

We've sentan emailto  (nap@gnap.com , to verify your account. Please check your inbox and diick on the 2
confirmation link. A ‘
If you do not receive the email in the next few minutes you can try resending it. '

Thanks for choosing DynDNS.com!

4. FERGIME HHOEL AR S .

Search Mail

Compose Mall The Official Google Blog - Now available: Google Places with Hotpot for iPhone - 11 hours ago web Clip [<|[>

Inbox (153)
S *

PA-ECSCHNLIVY Archive  Repotspam  Delete f Moveto v

Labels v More actions ¥ Older

Your DynDNS.com Account Information  ineex | x

Spam (12) % DynDNS.com Donotreply to

etails 11:30 (5 minutes ago) = 4y Reply v

Your DynDNS com Account’ QNAP  * has been created. You need to visit
the confirmation address below within 48 hours to complete thgeaccount
creation process /

rmlps pwww.dyndns com/confirm/create/eAW3CIY3FFKIHAh2_qi0A ]

Our basic service offerings are free, but they are supported by our paid
services. See http://www.dyndns comvservices! for a full listing of all of
our available services

If you did not sign up for this account, this will be the only

communication you will receive. All non-confirmed accounts are

automatically deleted after 48 hours, and no addresses are kept on file. We
apologize for any inconvenience this correspondence may have caused, and we
assure you that it was only sent at the request of someone visiting our

site requesting an account

Sincerely,
The DynDNS.com Team
Dynamic Network Services Inc

® Frances Lee
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5. 3% [Confirm Account] Ff% A DynDNS,

( DynDNS....

Why DynDNS.com? Services &

Pricing Support

Please log in to finalize account activation

Usermame quap

Pasword 90000000 /

6. N NVRIEM—ADEHAFR, EHLAFE DR RR, TR RSE. 1% [Add].

Why DynDNS.com? Services & Pricing Support Viekome gnap (FREE,

Rock solid, scalable DNS that just WORKS

Whether you are a home user, a small & medium business, or all the way up to enterprise... we
understand you are busy! Our tools are easy, yet Robust. Let us simplify your to do list with our

proven services.

Get Started dyndns-at-home.com
dyndns-at-work.com

dyndns-blog.com
| dyndns-free.com
|dyndns-home.com ‘
| dyndns-ip.com |
|dyndns-mail.com |
< ! ffice.com
w Free Domain Narr|dyndns-pics.com
dyndns-remote.com
|dyndns-server.com |

,{f& Start Your Company & Domain

Dynamic DNS service allows you to | dyndns-web.com hamic or static IP Enter your new or current domain name to build a customized suite of world dass
address or URL. |dyndns-wiki.com DNS, Mail, Performance, and Security services.
|dyndns-work.com
| 2
foe  SYndns. biz Easy-to-use web interface with powerful expart tools,

Host your own website at home for ff

|dyndns.info
. DVR. ¥ dyndns.org

DNS serv ers around the globe!

¥ -

Connect to your v

. .-dyndns—uﬁ'lce.com
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7. JABIENIARK, ERITHGR{E ] DDNS FEHLZAK .

Host Services

anap.dyndns-office.com successfully activated.
; Hostname Service Details Last Updated
Qnap. dyndns office com Host 219. Jon. 12, 2011 11:01PM

Add New Host

SERGEM S, AT LA N NVR F£4% € DDNS R %5 .
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F#%B  NVR % LI 2% 3R 58 48 B

B NVR. BB EFEHL A AT NS E R4 (LAN)

= o |P Camera

NVR

IP Huht
NVR 192.168. 1. 1
M NTHEAL 192. 168. 1. 100
W8S 1 192. 168. 1. 101
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WX 25 55Nl 2 192. 168. 1. 102

WX 2 5L 3 192. 168. 1. 103

FESER IR, K W28 SREEHLAT TP HhEIZ — I NVR (S5 HL i€ T B AT
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REE . NVR SRRl S ERR 8% (router) WERHIRRIMLE N, DATHHENIER FiEL
Internet HEATECHL

»"

« o |P Camera

\
\

NVR
Office Internet
Home
IP Hidik TE B B A3 e B i B s O
NVR 192.168. 1. 1 8000
W25 EZFEHL 1 192. 168. 1. 101 8001
W25 E 0L 2 192. 168. 1. 102 8002

261




W2 5oL 3 192. 168. 1. 103 8003

BEHAS XA 1P bk 219. 87. 144. 205

NNTFEBL 10. 8. 10. 100
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FESER IR, TERIECL R B8, AR AR N THSE LB NVR S 28 552 -

B0 (e A voE @ IR g (port mapping) BUERIRSS S (virtual server) WIR:

M ¥ht (Forward) |
219. 87. 144. 205:8000 192.168. 1. 1:80
219. 87. 144. 205:8001 192. 168. 1. 101:80
219. 87. 144. 205:8002 192. 168. 1. 102:80
219. 87. 144. 205:8003 192. 168. 1. 103:80

B0 R B TP HUEAI NVR ISR BOE TR (TP $hb], JREES dias it o
IP itk (public TP) KM EIFEFEALANIRS (port) HALENVR FSBREEHLBIE DU [WAN TP
Hhk] .

VEE: WE NVR MR EEREHLT, WAN IP A1 LAN IP #RAFHIN .

FEMNAEE R FTP (3 21) B SMB (3% 445) & A NVR B, A2 EmT:

M #ht (Forward) |
219. 87. 144. 205:21 192.168. 1. 1:21
219. 87. 144. 205:139 192.168.1.1:139
219. 87. 144. 205:445 192.168. 1. 1:445
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BB TG, MIZFEEIL Internet BN NVR B, 1578 45 50 P 4L -
http://219. 87. 144. 205:8000/

i 4% P A E R 80 2 NVR, TR LAR R IERITRT BN NVR CREEFIBE http 38 il 1y 80) :
http://219.87. 144. 205/

VER: RN A, nEER DDNS, FTAEES AR e DONS, mdEfE NVR _EXE.
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HEE=: NVR. WIEEFHLLAD NI EPLEEAR X, i Internet BEATIFEEHL

£ L ]
|P Cameras

> i,
"

<

< 4 7~_\ -
—
£ s \ « -
& U
et A
. N
@%U \
=
; . /

Headquartekrs, .. Am\er idan Office
t t f o
: / / . Internet !

‘ or VPN P’

/ &\
S )

£ A

IP Hiht
NVR 219. 87. 144. 205
W8S 1 61.62.100. 101
W28 AL 2 61.62. 100. 102
WE8 AL 3 61.62. 100. 103

FESER HFR SR, TR 28 B ALK TP MmN NVR (82 AL e s BT,

TR A W BT R e X A BB e 1 (Port) , JIIFE NVR B BREEHLIN 75 B 248 € 1)
B,
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AIEEDY: NVR. 2% BT 7 A2 36 1 2 PR 90 ) R 4 ) 2% P

IP Hihk
NVR 1 192. 168. 1. 101
NVR 2 192. 168. 1. 102
NVR 3 192.168. 1. 103
P& EHAR XA TP Mk 219. 87. 145. 205

FEIXFERO N IR A, EA AR NTHSEHLE T FTP BRHLEGE & NVR:

Lo T A B0E 1R 5 A

M ¥4 (Forward) #|
NVR 1 219. 87. 145. 205:2001 192.168. 1. 101:21
NVR 2 219. 87. 145. 205:2002 192. 168. 1. 102:21
NVR 3 219. 87. 145. 205:2003 192. 168. 1. 103:21

BB SERE, TTLAEIN ftp://219. 87. 145. 205:2001 BEHLE NVR 1
&N ftp://219. 87. 145. 205:2002 BEHLZE NVR 2

&N ftp://219. 87. 145. 205:2003 BEHLZ NVR 3

2. NVR B T 1 € 16 5 A
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N ELE BT ) [FTP] $HIHEN NVR, Fedt A RGUEEUE, A [MZB0E] > XK
%51 > MR EmRS ] > [ash FTP 5B R] .

B S 3E8 TR 1
NVR 1 2001
NVR 2 2002
NVR 3 2003

SERUL BWE SR, AT RAE SN TP suhb B2 R i [FTP] #%4H5kiE I FTP BEALE] NVR.

267



PR R
PSR BENG 0 0 72 SO 15 SRS /IS5, 15T B BAF 7 sk A

AL http://www. gnapsecurity. com/onlinesupport. asp

MSN: q. support@hotmail. com
Skype: gnapskype
Facebook: http://www. facebook. com/pages/QNAP-Security/195448000471677

FLiIx: http://forum. gnapsecurity. com

5[5 AN &= K X FOR S

Email: g supportus@qgnap. com

HLi%: +1-909-595-2782
Hbdik: 168 University Parkway, Pomona CA 91768

ARSSIFE]: 08:00 - 17:00 (GMT— 08:00 Pacific Time, FEH]—ZEHITH)
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http://forum.qnapsecurity.com/
mailto:q_supportus@qnap.com

GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but

changing it is not allowed

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom
to share and change the works. By contrast, the GNU General Public License is intended to

guarantee your freedom to share and change all versions of a program——to make sure it remains
free software for all its users. We, the Free Software Foundation, use the GNU General Public
License for most of our software; it applies also to any other work released this way by its

authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free software
(and charge for them if you wish), that you receive source code or can get it if you want it,
that you can change the software or use pieces of it in new free programs, and that you know

you can do these things
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To protect your rights, we need to prevent others from denying you these rights or asking you
to surrender the rights. Therefore, you have certain responsibilities if you distribute copies

of the software, or if you modify it: responsibilities to respect the freedom of others

For example, if you distribute copies of such a program, whether gratis or for a fee, you must
pass on to the recipients the same freedoms that you received. You must make sure that they,
too, receive or can get the source code. And you must show them these terms so they know their

rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on
the software, and (2) offer you this License giving you legal permission to copy, distribute

and/or modify it

For the developers’ and authors’ protection, the GPL clearly explains that there is no warranty
for this free software. For both users’ and authors’ sake, the GPL requires that modified
versions be marked as changed, so that their problems will not be attributed erroneously to

authors of previous versions

Some devices are designed to deny users access to install or run modified versions of the software
inside them, although the manufacturer can do so. This is fundamentally incompatible with the
aim of protecting users’ freedom to change the software. The systematic pattern of such abuse
occurs in the area of products for individuals to use, which is precisely where it is most
unacceptable. Therefore, we have designed this version of the GPL to prohibit the practice for
those products. If such problems arise substantially in other domains, we stand ready to extend
this provision to those domains in future versions of the GPL, as needed to protect the freedom

of users.
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Finally, every program is threatened constantly by software patents. States should not allow
patents to restrict development and use of software on general-—purpose computers, but in those
that do, we wish to avoid the special danger that patents applied to a free program could make
it effectively proprietary. To prevent this, the GPL assures that patents cannot be used to

render the program non-free

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions

“This License” refers to version 3 of the GNU General Public License

“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks

“The Program” refers to any copyrightable work licensed under this License. Each licensee

[{ ”

is addressedas “you” . “Licensees” and “recipients” maybe individuals or organizations

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a

“modified version” of the earlier work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you

directly or secondarily liable for infringement under applicable copyright law, except
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executing it on a computer or modifying a private copy. Propagation includes copying
distribution (with or without modification), making available to the public, and in some

countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive
copies. Mere interaction with a user through a computer network, with no transfer of a copy,

is not conveying

i

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate copyright
notice, and (2) tells the user that there is no warranty for the work (except to the extent
that warranties are provided), that licensees may convey the work under this License, and how

to view a copy of this License. If the interface presents a list of user commands or options,

such as a menu, a prominent item in the list meets this criterion.

1. Source Code

The “source code” for a work means the preferred form of the work for making modifications

to it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a
recognized standards body, or, in the case of interfaces specified for a particular programming

language, one that is widely used among developers working in that language

The “SystemLibraries” of an executable work include anything, other than the work as a whole,
that (a) is included in the normal form of packaging a Major Component, but which is not part
of that Major Component, and (b) serves only to enable use of the work with that Major Component,
or to implement a Standard Interface for which an implementation is available to the public

in source code form. A “Major Component” , in this context, means a major essential component
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(kernel, window system, and so on) of the specific operating system (if any) on which the
executable work runs, or a compiler used to produce the work, or an object code interpreter

used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed
to generate, install, and (for an executable work) run the object code and to modify the work,
including scripts to control those activities. However, it does not include the work’ s System
Libraries, or general-purpose tools or generally available free programs which are used
unmodified in performing those activities but which are not part of the work. For example
Corresponding Source includes interface definition files associated with source files for the
work, and the source code for shared libraries and dynamically linked subprograms that the work
is specifically designed to require, such as by intimate data communication or control flow

between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from

other parts of the Corresponding Source

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions

All rights granted under this License are granted for the term of copyright on the Program,
and are irrevocable provided the stated conditions are met. This License explicitly affirms
your unlimited permission to run the unmodified Program. The output from running a covered work
is covered by this License only if the output, given its content, constitutes a covered work.
This License acknowledges your rights of fair use or other equivalent, as provided by copyright

law.
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You may make, run and propagate covered works that you do not convey, without conditions so
long as your license otherwise remains in force. You may convey covered works to others for
the sole purpose of having them make modifications exclusively for you, or provide you with
facilities for running those works, provided that you comply with the terms of this License
in conveying all material for which you do not control copyright. Those thus making or running
the covered works for you must do so exclusively on your behalf, under your direction and control,
on terms that prohibit them from making any copies of your copyrighted material outside their

relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below.

Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable
law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December

1996, or similar laws prohibiting or restricting circumvention of such measures

When you convey a covered work, you waive any legal power to forbid circumvention of

technological measures to the extent such circumvention is effected by exercising rights under
this License with respect to the covered work, and you disclaim any intention to limit operation
or modification of the work as a means of enforcing, against the work’s users, your or third

parties’ legal rights to forbid circumvention of technological measures

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’ s source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright

notice; keep intact all notices stating that this License and any non-permissive terms added
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in accord with section 7 apply to the code; keep intact all notices of the absence of any warranty;

and give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support

or warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program,
in the form of source code under the terms of section 4, provided that you also meet all of

these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant

date.

b) The work must carry prominent notices stating that it is released under this License and
any conditions added under section 7. This requirement modifies the requirement in section 4

to “keep intact all notices” .

¢) You must license the entire work, as a whole, under this License to anyone who comes into
possession of a copy. This License will therefore apply, along with any applicable section 7
additional terms, to the whole of the work, and all its parts, regardless of how they are packaged.
This License gives no permission to license the work in any other way, but it does not invalidate

such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices;
however, if the Program has interactive interfaces that do not display Appropriate Legal Notices,

your work need not make them do so.

A compilation of a covered work with other separate and independent works, which are not by
their nature extensions of the covered work, and which are not combined with it such as to form
”

a larger program, in or on a volume of a storage or distribution medium, is called an “aggregate

if the compilation and its resulting copyright are not used to limit the access or legal rights
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of the compilation’s users beyond what the individual works permit. Inclusion of a covered work

in an aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided
that you also convey the machine-readable Corresponding Source under the terms of this License,

in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable physical medium

customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical

distribution medium), accompanied by a written offer, valid for at least three years and valid
for as long as you offer spare parts or customer support for that product model, to give anyone
who possesses the object code either (1) a copy of the Corresponding Source for all the software
in the product that is covered by this License, on a durable physical medium customarily used
for software interchange, for a price no more than your reasonable cost of physically performing
this conveying of source, or (2) access to copy the Corresponding Source from a network server

at no charge.

c) Convey individual copies of the object code with a copy of the written offer to provide the
Corresponding Source. This alternative is allowed only occasionally and noncommercially, and

only if you received the object code with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge),
and offer equivalent access to the Corresponding Source in the same way through the same place
at no further charge. You need not require recipients to copy the Corresponding Source along
with the object code. If the place to copy the object code is a network server, the Corresponding
Source may be on a different server (operated by you or a third party) that supports equivalent
copying facilities, provided you maintain clear directions next to the object code saying where

to find the Corresponding Source. Regardless of what server hosts the Corresponding Source,
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you remain obligated to ensure that it is available for as long as needed to satisfy these

requirements

e) Convey the object code using peer—to—peer transmission, provided you inform other peers where
the object code and Corresponding Source of the work are being offered to the general public

at no charge under subsection 6d

A separable portion of the object code, whose source code is excluded from the Corresponding

Source as a System Library, need not be included in conveying the object code work.

A “User Product” iseither (1) a “consumer product”, which means any tangible personal property
which is normally used for personal, family, or household purposes, or (2) anything designed
or sold for incorporation into a dwelling. In determining whether a product is a consumer product,
doubtful cases shall be resolved in favor of coverage. For a particular product received by
a particular user, “normally used” refers toa typical or common use of that class of product,
regardless of the status of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product. A product is a consumer product
regardless of whether the product has substantial commercial, industrial or non—consumer uses,

unless such uses represent the only significant mode of use of the product

“Installation Information” for a User Product means any methods, procedures, authorization
keys, or other information required to install and execute modified versions of a covered work
in that User Product from a modified version of its Corresponding Source. The information must
suffice to ensure that the continued functioning of the modified object code is in no case

prevented or interfered with solely because modification has been made

If you convey an object code work under this section in, or with, or specifically for use in,
a User Product, and the conveying occurs as part of a transaction in which the right of possession
and use of the User Product is transferred to the recipient in perpetuity or for a fixed term
(regardless of how the transaction is characterized), the Corresponding Source conveyed under

this section must be accompanied by the Installation Information. But this requirement does
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not apply if neither you nor any third party retains the ability to install modified object

code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue
to provide support service, warranty, or updates for a work that has been modified or installed
by the recipient, or for the User Product in which it has been modified or installed. Access
to a network may be denied when the modification itself materially and adversely affects the
operation of the network or violates the rules and protocols for communication across the

network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section must be in a format that is publicly documented (and with an implementation available
to the public in source code form), and must require no special password or key for unpacking,

reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making

exceptions from one or more of its conditions. Additional permissions that are applicable to
the entire Program shall be treated as though they were included in this License, to the extent
that they are valid under applicable law. If additional permissions apply only to part of the
Program, that part may be used separately under those permissions, but the entire Program remains

governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions
from that copy, or from any part of it. (Additional permissions may be written to require their
own removal in certain cases when you modify the work.) You may place additional permissions
on material, added by you to a covered work, for which you have or can give appropriate copyright

permission.
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Notwithstanding any other provision of this License, for material you add to a covered work,
you may (if authorized by the copyright holders of that material) supplement the terms of this

License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and

16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that

material or in the Appropriate Legal Notices displayed by works containing it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original version;

or

d) Limiting the use for publicity purposes of names of licensors or authors of the material;

or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or

service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys
the material (or modified versions of it) with contractual assumptions of liability to the
recipient, for any liability that these contractual assumptions directly impose on those

licensors and authors

All other non—permissive additional terms are considered “further restrictions” within the
meaning of section 10. If the Program as you received it, or any part of it, contains a notice
stating that it is governed by this License along with a term that is a further restriction,
you may remove that term. If a license document contains a further restriction but permits
relicensing or conveying under this License, you may add to a covered work material governed
by the terms of that license document, provided that the further restriction does not survive

such relicensing or conveying.
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If you add terms to a covered work in accord with this section, you must place, in the relevant
source files, a statement of the additional terms that apply to those files, or a notice

indicating where to find the applicable terms.

Additional terms, permissive or non—permissive, may be stated in the form of a separately written

license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License.
Any attempt otherwise to propagate or modify it is void, and will automatically terminate your
rights under this License (including any patent licenses granted under the third paragraph of

section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright holder
fails to notify you of the violation by some reasonable means prior to 60 days after the

cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the first time
you have received notice of violation of this License (for any work) from that copyright holder,

and you cure the violation prior to 30 days after your receipt of the notice

Termination of your rights under this section does not terminate the licenses of parties who
have received copies or rights from you under this License. If your rights have been terminated
and not permanently reinstated, you do not qualify to receive new licenses for the same material

under section 10
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9. Acceptance Not Required for Having Copies

You are not required to accept this License in order to receive or run a copy of the Program.
Ancillary propagation of a covered work occurring solely as a consequence of using peer—to—peer
transmission to receive a copy likewise does not require acceptance. However, nothing other
than this License grants you permission to propagate or modify any covered work. These actions
infringe copyright if you do not accept this License. Therefore, by modifying or propagating

a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the
original licensors, to run, modify and propagate that work, subject to this License. You are

not responsible for enforcing compliance by third parties with this License

An “entity transaction” 1is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations. If
propagation of a covered work results from an entity transaction, each party to that transaction
who receives a copy of the work also receives whatever licenses to the work the party s
predecessor in interest had or could give under the previous paragraph, plus a right to
possession of the Corresponding Source of the work from the predecessor in interest, if the

predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed
under this License. For example, you may not impose a license fee, royalty, or other charge
for exercise of rights granted under this License, and youmay not initiate litigation (including
a cross—claim or counterclaimin a lawsuit) alleging that any patent claimis infringed by making,

using, selling, offering for sale, or importing the Program or any portion of it.
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11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program
or a work on which the Program is based. The work thus licensed is called the contributor’s

“contributor version”

A contributor’s “essential patent claims” are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by some
manner, permitted by this License, of making, using, or selling its contributor version, but
do not include claims that would be infringed only as a consequence of further modification
of the contributor version. For purposes of this definition, “control” includes the right

to grant patent sublicenses in a manner consistent with the requirements of this License

Each contributor grants you a non—exclusive, worldwide, royalty—free patent license under the
contributor’ s essential patent claims, to make, use, sell, offer for sale, import and otherwise

run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment,
however denominated, not to enforce a patent (such as an express permission to practice a patent
or covenant not to sue for patent infringement). To “grant” such a patent license to a party

means to make such an agreement or commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source
of the work is not available for anyone to copy, free of charge and under the terms of this
License, through a publicly available network server or other readily accessible means, then
you must either (1) cause the Corresponding Source to be so available, or (2) arrange to deprive
yourself of the benefit of the patent license for this particular work, or (3) arrange, in a
manner consistent with the requirements of this License, to extend the patent license to

downstream recipients. “Knowingly relying” means you have actual knowledge that, but for the

patent license, your conveying the covered work in a country, or your recipient’ s use of the
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covered work in a country, would infringe one or more identifiable patents in that country that

you have reason to believe are valid

If, pursuant to or in connection with a single transaction or arrangement, you convey, or

propagate by procuring conveyance of, a covered work, and grant a patent license to some of
the parties receiving the covered work authorizing them to use, propagate, modify or convey
a specific copy of the covered work, then the patent license you grant is automatically extended

to all recipients of the covered work and works based on it

A patent license is “discriminatory” if it does not include within the scope of its coverage,
prohibits the exercise of, or is conditioned on the non—exercise of one or more of the rights
that are specifically granted under this License. You may not convey a covered work if you are
a party to an arrangement with a third party that is in the business of distributing software,
under which you make payment to the third party based on the extent of your activity of conveying
the work, and under which the third party grants, to any of the parties who would receive the
covered work from you, a discriminatory patent license (a) in connection with copies of the
covered work conveyed by you (or copies made from those copies), or (b) primarily for and in
connection with specific products or compilations that contain the covered work, unless you

entered into that arrangement, or that patent license was granted, prior to 28 March 2007

Nothing in this License shall be construed as excluding or limiting any implied license or other

defenses to infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict
the conditions of this License, they do not excuse you from the conditions of this License
If you cannot convey a covered work so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you may not convey it at

all. For example, if you agree to terms that obligate you to collect a royalty for further
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conveying from those to whom you convey the Program, the only way you could satisfy both those

terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License

Notwithstanding any other provision of this License, you have permission to link or combine
any covered work with a work licensed under version 3 of the GNU Affero General Public License
into a single combined work, and to convey the resulting work. The terms of this License will
continue to apply to the part which is the covered work, but the special requirements of the
GNU Affero General Public License, section 13, concerning interaction through a network will

apply to the combination as such.

14. Revised Versions of this License

The Free Software Foundation may publish revised and/or new versions of the GNU General Public
License from time to time. Such new versions will be similar in spirit to the present version,

but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain
numbered version of the GNU General Public License “or any later version” applies to it, you
have the option of following the terms and conditions either of that numbered version or of
any later version published by the Free Software Foundation. If the Program does not specify
a version number of the GNU General Public License, you may choose any version ever published

by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public
License can be used, that proxy s public statement of acceptance of a version permanently

authorizes you to choose that version for the Program.
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Later license versions may give you additional or different permissions. However, no additional
obligations are imposed on any author or copyright holder as a result of your choosing to follow

a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS
IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK
AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO
YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE
PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED

OF THE POSSIBILITY OF SUCH DAMAGES

17. Interpretation of Sections 15 and 16

If the disclaimer of warranty and limitation of liability provided above cannot be given local
legal effect according to their terms, reviewing courts shall apply local law that most closely
approximates an absolute waiver of all civil liability in connection with the Program, unless

a warranty or assumption of liability accompanies a copy of the Program in return for a fee

END OF TERMS AND CONDITIONS
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