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NAS

2. QNAP NAS PC
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: "Device not found( )"
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3. CD [28)
NAS
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2.2.1

NAS .
1. http://start.gnap.com "Start Now( )"
2. HDD NAS "Next( )" .
3. NAS Turbo NAS "Next( )"
4. .
5. "Get Qfinder(Qfinder )" QNAP Qfinder
19 J)
6. QNAP Qfinder "Next( )"
7. "l accept the terms of the License Agreement(
)" "Next( )"
8. "Next( )"
9. "Install( )"
10."Finis h( )" .
11. QNAP Qfinder
12. . IP
NAS . (QNAP Qfinder MAC IP
J"Yes( )" Turbo NAS
13."Quick Setup( )"
14. Turbo NAS "Detect Again(
15. "Next( )"
16. .
17."Finis h( )" NAS
18."Confirm the setup information( )" ID
19."Get Qfinder(Qfinder )" QNAP Qfinder
19- 23 Mac J)
20.QNAP Qfinder .
21.QNAP Qfinder NAS
22 .
23."Confirm the setup information( )" ID
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NAS .
1. NAS PC "start.gnap.com” "Cloud Installation(
)" . QR
2. ( QNAP NAS ) "Enter"
, myQNAPcloud ;
( myQNAP
).
myQNAPcloud fied) .
3. myQNAPcloud myQNAPcloud
. "l agree to myQNAPcloud Terms of Use and QNAP Privacy Policy(myQNAPcloud
QNAP )" "Next Step( )"
myQNAPcloud "Sign in myQNAPcloud account(myQNAPcloud
)" .
4. Turbo NAS "Register( )"
5. Turbo NAS
6. "Begin( )" Turbo NAS
7. "Starf( )"
8. "Proceed( )"
9. .
10."Connect and Login QTS( QTS )"
11. ID Turbo NAS
: "Device not found( )"
1. NAS :
2. NAS LAN ,
3.
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QNAP NAS - NAS
1: QNAP
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.PC
2: CD

CD-ROM QNAP Qfinder, myQNAPcloud Connect, NetBak Replicator, QGet

CD-ROM

o : NAS

e QNAP Qfinder : QNAP Finder (Windows ).

¢ myQNAPcloud Connect : myQNAPcloud Connect (Windows ).

e NetBak Replicator : NetBak Replicator (Windows OS QNAP NAS
Windows ).

e QGet : QGet (Windows ).

o : Turbo NAS

’
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2.4 NAS
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e NAS - Windows 231
e Mac Linux NAS [26)
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2.4.1 Windows

Windows NAS
1: QNAP Qfinder NAS .
1. QNAP Qfinder NAS "Tool( "> "Map Network Drive(
)ll i
2. NAS "Map Network Drive(
)Il i

3. NAS "OK( )" .

4. 2 0s "Finish( )"

5. File Explorer( )

Storage Plug & Connect NAS

1. QNAP Qfinder .

2. Connect Storage Plug & Connect

3. "Login with username and password( )"

4. NAS .

5. "Map the Network Drive( )"

2: My Network Places( ) Run( ) NAS
1. My Network Places( ) NAS . NAS
NAS . NAS
.\\ NAS_name \\ NAS_IP
2. default administrator name( ) password( ) (default
administrator name( ): admin; default password( ): admin).
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2.4.2 Mac Linux

Mac

NAS

1: QNAP Qfinder

1. QNAP Qfinder , NAS "Connecf( )" >"Open in File
Explorer( )"
2. ID
3.
4.
2:
1. "Go( )" >"Connectto Server( )"
2. NAS IP
3. ID
4
5
Linux
Linux

mount -t nfs <NAS IP>:/<Shared Folder Name> <Directory to Mount>
,NAS [P 192.168.0.1 /mnt/pub "
(public)" , .
mount -t nfs 192.168.0.1:/public /mnt/pub

id ,

"roof( )"
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2.5 NAS

NAS
1. http://NAS 1P:8080 QNAP Qfinder NAS
NAS NAS
NAS IP  169.254.100.100:8080 . NAS DHCP
QNAP Qfinder NAS [P . NAS QNAP Qfinder
. NAS IP , NAS
QNAP Qfinder
2. . "Secure login( )"(
NAS . NAS
.(default administrator name( ): admin; default
password( ): admin).
: NAS NAT NAS
, NAT 443 NAS LAN IP
3. NAS
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2.6 NAS

( ) NAS ( ) NAS QNAP NAS
Turbo NAS NAS
NAS
. NAS
. NAS "System Administration( )" >"Backup/
Restore Settings( / )" NAS
NAS
NAS
NAS NAS

TS-x10, HS-210, TS—x12,
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2.5- HDD

NAS NAS

. TS-110, TS-119, TS-210, HS-210, TS-219, TS-219P, TS-x20, TS-x21, TS-
410, TS-419P, TS-410U, TS-419U, TS-119P+, TS-219P+, TS-419P+, TS-112, TS-212,
TS-412, TS-419U+, TS-412U, TS-420U  TS-421U

o -TS-x79 TS-x70U/TS-x79 ,

,iTunes DLNA . Multimedia/
Qmultimedia, Download/Qdownload X
J NAS myQNAPcloud NAS
: NAS myQNAPcloud
NAS MyCloudNAS NAS
myQNAPcloud QNAP
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NAS

NAS

NAS
HDD NAS
HDD NAS

NAS
admin).

NAS

"Start Migrating(

HDD

(
(QIG)

)

1~ 2
2- RAID 1.
1~ 4-
2- RAID 1,
3~ 4- RAID 5,
4- RAID 6,
4- RAID 10.
1~ 5
2- RAID 1,
3~ 5- RAID 5,
4~ 5 RAID 6,
4- RAID 10.
1~ 6
2- RAID 1,
3~ 6- RAID 5,
4~ 6- RAID 6,
4- 6-
1~ 8-
2- RAID 1,
3~ 8- RAID 5,
4~ 8- RAID 6,
4- 6- ,

NAS HDD

. HDD
NAS
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e Windows AD
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3. QTS

QTS NAS Turbo NAS
NAS ) !

e QTS [3)

e QTS [3)
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3.1 QTS

QTS Turbo NAS

QTS GUI
Turbo NAS , ;
Turbo NAS App Center
QTS , ISCSI , ,

QTS

File Station

Turbo NAS -
QNAP Turbo NAS

. QNAP Turbo
NAS
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3.2 QTS

NAS NAS

1 Main Menu . . 1) QNAP
( ) (APPLICATIONS): NAS
QNAP .2) (SYSTEMS):
NAS . 3)
: QNAP
NAS
2 Show
Desktop(
)
3 Background (HDD SMART , ,
Task( )
)




External
Device(

)

Notification
and Alerf(

)

Admin
Control(

USB SATA NAS USB
. File Station
. External Device( )
, "External Device( )"
(File Station , File Station
). ( )
"Clear All( )" . ,
"Event Notifications ( )" System Logs(
) . System Logs( )
System Logs [107%( )
, NAS
/
e Options( ):
o Profile( ):
o Wallpaper( ):
o Change Password( ):

o Miscellaneous( ):
= Warn me when leaving QTS(QTS ):
QTS Desktop(QTS )

) : :
» Reopen windows when logging back into QTS(QTS

):

NAS ("windows opened
before your logouf( )" )
(No. 12)
= "QNAP Utility(QNAP )" :
"QNAP Mobile App(QNAP )", "QNAP Utility (QNAP
)" "Feedback( )" (No. 14 ~ 16)
. : (NO.13)
. NAS

NAS
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10

11

12

13

o : NAS . NAS

- ( )
2) QNAP Qfinder Qmanager Wake-on-LAN

(woL) . WOL , "Control
Panel( )" > "Power( )" > "Wake-on- LAN (WOL)"
s
@]
o : NAS
o : NAS
. : NAS : , HDD ()
QTS
Quick Start Guide( ), QTS Help(QTS ), Tutorials(

), QNAP Wiki(QNAP )  QNAP Forum(QNAP )
, Customer Service(

Feedback ( , / )
ul
NAS Desktop(NAS )
NAS
HDD , , , ;
NAS
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14  QNAP QNAP
Mobile App
(QNAP
)
15 QNAP NAS
16
17 myQNAPClo  myQNAPCloudfisd
ud

: QTS 4.x

is 1024x768
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4,

"Control Panel(

"> "System Settings( )"

Turbo NAS

@ Mothication
B Femware Update
% Backup | Restore
= Esternal Device
@ System Status
T System Logs
L privilege Settings
B Metwork Services

& Applications

Control Panel [-+ <]
B e e &Y
ms
am CreEnyhew System Settings
"
o s B X & ¢ =« 8
& Gengra ettngs b =1 L'. J
88 Storage Manager General Storage Metwork Secunty Power Katification Fmware
Lettings Manager Update
i, Network
a i L | L=
G Secuity \g, = :
Hardware E R
EL
- Backup / External System System Logs
7 Power Restare Dice Status

. I e
. _[en
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4.1

Control Panel( )" > "System Settings( ">"General Settings( "
NAS

System Administration Time Daylight Saving Time Codepage Password Strangth Logn Screen

Server name: My-NASD3 (P Address:172.17.32.148)
You can change the default port number (HTTF) for Web Administration
Systéam port: 8080

"1 Disable and hide the home/multimedia features such as Multimedia Station, Photo Station, Music Station, Surveilllance Station,
Download Station, iTunes server, and DLNA media server

~ Enable secure connection (S5L)
Port number: 443

Farca secure connaction (S5L) only
Note: After enabling the "Force secure connection (55L) only ' opticn, the Wab Administrabian can only be connected via https.

Apply

. : NAS . NAS 14 (a-z, A-Z), (0-9)
(-) : () ()
. 8080
. , File Station, Multimedia
Station Download Station.

. (SSL): https NAS

(SSL) " (SSL) "

, https

e Multimedia Station, Photo Station, Music Station, Surveillance Station,

Download Station, iTunes DLNA /

: Multimedia Station, Photo Station, Music
Station, Surveillance Station, Download Station, iTunes , Media Library ~ DLNA
/ SMB

x70U, x79 Pro, x79U.
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)ll
gov, time.windows.com NTP IP
NAS
: NTP ]
(DST)
daylight saving time(
. "Time( )"

DST

saving time table(
Data( )"

NAS

: NAS
PC OS(

"Apply( )"

100

"Apply( )"
Sharing Album[212(

, Windows 95/ 98/ ME)

0S

40

"Update now(

NTP ( )

time.nist.

"Adjust system clock automatically for

)Il A llApply( )ll
DST . DST
, "Enable customized daylight
. "Add Daylight Saving Time
- "Apply( )"
. FTP
"Preview( )"
NAS 100
. "Change Picture(
. "Preview( )"



4.2

Storage Manager( ) RAID ,
. iSCSI .
Control Pamel 209
= e @), (Sl (&) 2

B2 overview D

Encrypted Fide System OS5 Virtual Cisk

e
slomaumngement | RAID Hanagement | HOO SHART

':31 System Settings

[ General Settings

\_Create |
T Storage Manages
Curment Configuration: Physical Do
s, Network
G Secunity
Dozl odel Capacty Sxatus SMART Information
W Hardware
Drve 1 Seapabe STII60D 1845 CCa2 149.05 ¢8 Feady G
Wi - - -] -
@ Power Biive 2 M e
& Motdication Drive 3 Mantor 6VOB0RM0 YARS 76.31 GB Raady Good
B Femwars Update Dwvir 4 Seagote STIIZ0827AS 1.42 11179 08 Ready G
B Backup | Restore Drnive - = N Dk =

= Bxtemal Davics Hot that i you ane going to matall » hard doves (naw of uied) wheth has never baen installed cn the NAS before, the hard
W System Status drod will be formatted Bnd paMitoned Sutomatcaly nd ol the disk data will be deared.
¥

T System Logs Curment Config Logaal
A Privilege Sottings
B Metwork Services Dk / Volume Fii System Total Sixe Fraa Sie Stabus
G Applicxtions. RAID § Digk Vishume: Drrve 1 3 4 ExT4 1455068 273768 Ready

. SMART/[54
. [58)
o iscsifss

. [72
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4.2.1
NAS SATA ,

NAS
e Public:
e Qdownload/Download:
e Qmultimedia/ Multimedia:
e Qusb/Usb: USB
e Qweb/Web:

e Qrecordings/Recordings: Surveillance Station Pro
e NAS
e NAS NAS

o 2TB EXT4

RAID

e JBOD ( ): JBOD RAID

e RAID 0 : RAID 0O(
.RAID O

e RAID 1 :RAD1 2
. RAID 1

e RAID 1

e RAID 5 : RAID 5

e RADS5 3
s RADS5 (N-1) * (
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RAID 6 : RAID 6
RAID 6 2
5 2
, 4
) N
RAID 10 : RAID 10
. RAID 10
(
NAS
NAS
RAID 1, JBOD ( )

RAID 5, RAID 6, RAID 5 +
RAID 6 +
RAID 10

RAID 10 +

RAID

.RAID 6
.RADD 6 (N-2) * (
4
( 4 ). RAID 10
)* N/2 N
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4.2.2 RAID

RAID (RAID 1, 5, 6, 10) RAID (
, RAID 1, 5, 10), RAID 5, 6, 10 ,
(RAID 5, 6, 10) , Bitmap ., RAID
Wolume Management RALD Management HDD SMART SCS1 Virtual Disk
Actisn v
Expand Capanity Total Size Bitmap Status
4dd Hard Drive
227.76 GB Ready
Migrate
Confgure Spare Drive
Enable Bitmap R Ly Ready
RAID 10 RAID
: RAID , RAID , RAID 1- NAS
TS-210, TS-212
RAID
TS-509 Pro 250GB HDD HDD RAID5
. 1.5TB NAS
1TB
"Storage Manager( )" > "RAID Management(RAID )" ,
"Action( ">"Expand Capacity( )"
HDD "Change" ( ) .
1. Description( ) "Please remove this drive( )"
NAS NAS
2. Description( ) "Please insert the new drive( )"
HDD
3. HDD NAS
4. HDD
5. HDD "Expand Capacity( )" RAID
6. IIOKII( )

7. NAS
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: HDD "You can replace this drive" (

) . HDD , HDD
NAS /
. NAS
RAID "Ready" ( ) . NAS
( 1.8TB )
: Description( ) "You can replace this hard drive" (
) lIReadyll ( )
RAID
o RAID , RAID
e ARM NAS ( Intel NAS) , RAID
8TB
( RAID )
TS-509 Pro 250GB HDD
509 Pro . TS-509 Pro
RAID 5 . TS-509 Pro
1 RAID RAID
. NAS
RAID
o RAID 1, RAID 5, RAID 6 RAID 10
e RAIDD 1 RAID 5, RAID 6 RAID 10
e 3 RAID 5 RAID 6
J HDD RAID
e RAID ( 4 HDD
5 )
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1. "Storage Manager( ) >" " (Volume Management)

( 250GB).
2. 250GB HDD NAS 2,3 . NAS HDD
HDD "Unmounted( )" .
3. "Storage Manager( )" > "RAID Management(RAID )" , "Action(
> "Migrate( )"
4.
. "Migrate( )"
5. HDD . "OK( )"
6.
Description( ) .
7. NAS 11%-49% "Read only( )"
RAID RAID
8. ( RAID 5)
HDD NAS
RAID RAID
FTP . 250GB HDD
TS-509 Pro TS-509
3TB RAID 5 . HDD TS-
Pro RAID 5 3TB
: RAID
RAID 5 . 750GB, RAID 5 ( 250GB HDD
1TB HDD RAID5 250GB*4 J)
RAID 250GB HDD 1TB HDD RAID5
750GB 3TB
HDD RAID 5 RAID 6
1. RAD5 RAID 6 "Ready( )"
2. NAS . NAS HDD
RAID 5 RAID 6 . RAID
3. "RAID Management(RAID )" "ADD HARD DRIVE( )"
RAID 5 RAID 6
4. :
"ADD HARD DRIVE( )"
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5. HDD . RAID 5 RAID 6

. "OK( )" . NAS
RAID 10 . RAID 10
RAID 10
NAS
RAID
RAID 5, 6, 10
1. RAID 5, 6, 10 " "
2. NAS . NAS
. RAID
3. RAID "CONFIGURE SPARE DRIVE( )" .
4. "CONFIGURE SPARE
DRIVE( )" :
"CONFIGURE SPARE DRIVE( )"
5- . "OK( )ll
RAID 5, 6, 10

o RAID

o RAID

e RAID 5, RAID 6 RAID 10

RAID RAID
( )
RAID "Enable Bitmap( )"
, RAID "Action( )" > "Enable Bitmap(

RAID1,5,6 10
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(RAID )

RAID :NAS RAID 1, RAID 5, RAID 6
, "Recover(
"Not active( )" "Degraded mode( )"
RAID 0 JBOD
, "Not active( )" "Normal(
RAID
JBOD 1
RAID 0 1
RAID 1 1 2
RAID 5 2
RAID 6 3
RAID 10 -
e RAID 1, RAID 5 RAID 6 RAID
o RAID
RAID 5 QNAP RAID 5 RAID 6
N- 1 N- 1 N-1  N-2
N-1,
(
HDD
)
RAID
(RAID
) NAS
HDD
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)ll
NAS
)l’
QNAP RAID 6
N-1 N-2
N-2,
NAS

HDD



RAID N-2 N-2 HDD N-3 N-3 HDD
, HDD
/ /
/ /
N =
NAS RAID 1, 5, 6, 10
NAS RAID ,
RAID
"Action( )"
>"Set Global Spare(
RAID
"Action( )" >"Cancel Spare Drive(

NAS RAID
NAS

RAID 5 * 3

RAID 5 * 3

RAID 5 * 3

RAID 5 * 3

RAID 5 * 3

RAID 5 * 4

RAID 5 * 4

RAID 5 * 4

RAID 5 * 4

RAD 5 * 5
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RAID 5 * 4

RAID 5 * 5

RAID 5 * 6

RAID 5 * 7

RAIDD 5 * 8

RAD 5 * 5

RAID 5 * 6

RAID 5 * 7

RAD 5 * 8

RAID 5 * 6




RAID5* 5

RAID5* 5

RAID5* 6

RAID5* 6

RAID5* 7

RAIDG6 * 4

RAIDG6 * 4

RAIDG6 * 4

RAIDG6 * 4

RAIDG6 * 5

RAIDG6 * 5

RAIDG6 * 5

RAID6 * 6

RAID6 * 6

RAIDG6 * 7

RAID 10 * 4

RAID 10 * 4

RAID 10 * 6

RAID 1* 2

RAID 5* 3

RAID5* 4

RAID5* 5

RAID5* 6

RAID 5* 7

RAID5* 8

RAIDG * 4

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD

HDD
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RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAIDS5* 7

RAIDS5* 8

RAIDS5* 7

RAIDS5* 8

RAIDS5* 8

RAIDG6* 5

RAID6 * 6

RAIDG6* 7

RAIDG6* 8

RAID6 * 6

RAIDG6* 7

RAIDG6* 8

RAIDG6* 7

RAIDG6* 8

RAIDG6* 8

RAID 10 * 6

RAID 10 * 8

RAID 10 * 8

RAID 1* 2

RAIDS5* 3

RAIDS* 4

RAID5* 5

RAID5* 6

RADS5* 7

RAIDS5* 8

RAIDG * 4



RAID6* 5

RAID6 * 6

RAIDG6 * 7

RAIDG6 * 8

RAID 10 * 4

RAID 10 * 6

RAID 10 * 8
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RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAIDG6* 5

RAID6 * 6

RAIDG6* 7

RAIDG6 * 8

RAID 10 * 4

RAID 10 * 6

RAID 10 * 8

RAID 1* 2

RAID5* 3

RAIDS5* 4

RAID5* 5

RAID5* 6

RADS5* 7

RAID5* 8

RAID 6 * 4

RAID 6 * 5

RAID 6 * 6

RAID 6 * 7

RAID6 * 8

RAID 10 * 4

RAID 10 * 6



* 1

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID 1* 2

RAID5* 3

RAID5* 3

RAID5* 3

RAID5* 3
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RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID

RAID 10 * 8

RAIDS5* 3

RAIDS5* 4

RAIDS5* 5

RAID5* 6

RAIDS5* 7

RAIDS5* 8

RAIDG * 4

RAIDG6* 5

RAID6 * 6

RAIDG6* 7

RAIDG6* 8

RAID 10 * 4

RAID 10 * 6

RAID 10 * 8

RAIDG * 4

RAIDG6* 5

RAID6 * 6

RAIDG6* 7



RAID5* 3 5 RAID RAIDG6 * 8
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4.2.3 SMART

HDD , HDD S.M.A.R.T.( )
NAS .
Hard disk , )
information
(
)
SMART SMART
information
(SMART )
SMART
Summary( )




4.2.4
NAS

"admin” . 8-16 L (1@#$% N8 () *+=?)

TS-110, TS-112P, TS-212P, TS-119, TS-210, TS-219, TS-219P, TS- 410,
TS-419P, TS-410U, TS-419U, TS- 119P+, TS-219P+, TS-419P+, TS-112, TS-212, TS-412,
TS-419U+, TS-412U, TS-x20 , TS-x21 ARM

QNAP Turbo NAS

Turbo NAS 256 AES NAS
/
NAS
AES :
AES(Advanced Encryption Standard) .
AES- 128, AES- 192, AES- 256 [ ...] . AES
128 , 128 , 192 , 256 . AES

A : hitp://en.wikipedia.org/ wiki/
Advanced_Encryption_Standard)

AES QNAP NAS

. http://www.gnap.com/images/products/comparison/
Comparison_NAS.html

Turbo NAS .
e Turbo NAS . , JBOD RAID

¢ NAS
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http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
http://www.qnap.com/images/products/comparison/Comparison_NAS.html
http://www.qnap.com/images/products/comparison/Comparison_NAS.html

NAS

NAS
Management)
"Create( )"

N

o g bk ow

"Encryption(
"Create( )"

NAS

NAS

NAS

o NAS
NAS
o NAS

NAS .
. "Storage Manager(

y VES( )"

NAS
" (Volume Management)

1) "Save Encryption Key(

4) "Save Encryption Key(

, NAS
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)>" " (Volume

. "Storage Manager(

NAS



"Encrypted File System(

. : NAS
NAS

NAS
"Encrypted File System(

)"

, NAS
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Storage Manager( > >

. "Storage Manager( ) >

"Unlock this device(



4.2.5 iSCSI

iSCSI , ISCSI
Panel( )" > "System Settings(

ACL

LUN

">"General Settings(

."Control

)"

E | Search Q . e |

Control Panel

oQ0

L=-5

== Dvereiew
Vialuma Managament

RAID Managemant

HDD SHART

bl

Enarypted File System

alSCsLy | Vit Disk

£F System Settings = g "
& Genersl Settings M
izt
£, Nexwork Advanced ACL
5 Security LU Batkup
M Hardwara .
# Powar
& Notificatian
B Ferware Update
% Backup [ Restore
= External Davics
W System Status
T Systam Logs
A erivilege Settings
B Network Services

= Applications

o Enable iSCSI Larget semvice

iSCSI service port:

Enable iSNS

3260

Apply

. [59)
. [6M)
ACL[68)

e LUN [69)
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4.2.51

NAS
Interface)
iSCSI
NAS iSCSI .
1. iSCSI (Windows PC, Mac Linux).
2. NAS iISCSI iSCSI
3. iSCSI iISCSI (NAS) .
4 iSCSI ( ). NAS
(iscsil ) iSCSI
iSCSI
256 iSCSI 4 LUN NAS
LUN 156
NAS iSCSI
NAS
NAS iSCSI
1. "Portal Management( )" iISCSI
2. "Target Managemenf( )"
iSCSI
LUN ( ) . "OK( )"
3. iSCSI LUN , ISCSI
iISCSI LUN . "Next( )"
4. iSCSI LUN
5‘ "NeXt( )u
6. . "Data Digest( )"
( )" ( ) . iSCSI
7. CHAP . "Use CHAP authentication(CHAP
iSCSI
CHAP: iSCSI
( CHAP)"

iISCSI(Internet Small Computer System

59

100
LUN
NAS iISCSI
iSCSI /
/ "Header Digest
iSCSI
)ll
"Mutual CHAP



CHAP

CHAP

iSCSILUN

iSCSI LUN

w

LUN

NAS

iSCSI

LUN

° 0-9, a-z, A- ° 0-9, a-z, A-
z . z .
° - 256 ° :12-16
° 0-9, a-z, A- o 0-9, a- z, A-
Z, ()0 - A« Z, () C) - A
) : ) :
o :12-16 o :12-16
. NAS
RAID
LUN
LUN
LUN (NAS ) . LUN
llNeXt( )ll
, "Finish( )"
"Target Management( )"
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4.2.5.2

iSCSI

w N

N o g ks

3.3.0

iSCSI LUN
LUN

"Target Management( )"

"SCSI LUN only(iSCSILUN )"
. LUN
C'Next( )" .
LUN (
"Next( )"
LUN "Finish( )"
LUN iSCSI
LUN

NAS

"Quick Configuration Wizard(

"NeXt( )ll
LUN

iSCSI

NAS 3.2.0

iSCSI

LUN

iSCSI

iSCSI

iSCSI

iSCSI

iSCSI

LUN

LUN

Doi

S

LUN

, CHAP

£y

iSCSI




LUN

LUN
@ LUN . LUN LUN
. LUN "Un-
Mapped iSCSI LUN Lis( iSCSI LUN )"
LUN iSCSI "Un-Mapped iSCSI LUN List(
iSCSI LUN )"
@ iISCSI
LUN
3.3.0 NAS 3.2.0
NAS
LUN
1. iSCSI LUN ) .
2. "Unmap( )" LUN . LUN iSCSILUN
. "Map( )" LUN
3. LUN "Apply( )"
4. LUN
NAS iSCSI LUN , (Windows PC, Mac Linux) iSCSI
iISCSI LUN
iSCSILUN
NAS iSCSILUN
1. "iSCSI" > "Target Management( )" iISCSI iSCSI LUN
"Modify( )" .
2. LUN . LUN
3. "Apply( )"
o iSCSILUN iSCSI .
o LUN LUN 32TB ,
, LUN
iSCSI
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iSCSI  NAS

:iSCSI LUN "Instant Allocation( )"

iSCSI . .

LUN :NAS LUN . "System Status(
)" >"Resource Monitor( )" .NAS 4
4 LUN iSCSI
LUN : LUN /
. LUN
2 NAS 2 LUNs
VM
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iSCSI NAS iSCSI LUN (ON] iSCSI

Windows ISCSI
Microsoft iISCSI Software Initiator v2.07 Windows OS 2000, 2003, XP
iISCSI . Windows Vista
Windows Server 2008 Microsoft iSCSI

iSCSI :
"Control Panel( )" > "Administrative Tools( )" iISCSI
"Discovery( )" "Add Portal( )" .NAS IP iSCsSI
. iISCSI "Targets( )" .
"Connect( )" . "Advanced( )"
. "OK( )"
"Connected( )"
Windows
. "My Computer( )" > "Manage( )"
"Computer Management( )" "Disk Management( )"
. "OK( )"
PC . iSCSI

64


http://www.microsoft.com/downloads/details.aspx?familyid=12cb3c1a-15d6-4585-b385-befd1319f825&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=12cb3c1a-15d6-4585-b385-befd1319f825&displaylang=en

Mac OS Xtend SAN iSCSI iSCSI (QNAP NAS)
. iSCSI NAS iSCSI LUN
(O] iSCSI
Xtend SAN iSCSI Initiator

ATTO Mac OS X Xtend SAN iSCSI Initiator Mac iSCSI
. Mac OS X10.4.x - 10.6.x

http://www.attotech.com/products/product.php?sku=INIT-MAC0-001

Xtend SAN iSCSI

1. Xtend SAN iSCSI Initiator "Applications ( )"

2. "Discover Targets( )" "Discover by DNS/IP

(DNS/IP )" "Discover by iSNS(iSNS )" . IP

iSCSI .
3. , iISCSI ( : 3260), CHAP ( )
. "Finis h( )" .
4. NAS iSCSI . "Add(
)"
"Setup( )" iISCSI . "Status( )"
. "Login( )" . iISCSI
. "Initialize.. .(
)" . "Disk Utilities ( )"
iSCSI Mac
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http://www.attotech.com/products/product.php?sku=INIT-MAC0-001

Ubuntu Linux Open-iSCSI Initiator iISCSI (QNAP NAS)
. iSCsl NAS iSCSI
LUN (O] iSCSI

Linux Open-iSCSI Initiator
Linux Open-iSCSI Initiator Ubuntu 8.04 LTS( ) .
iISCSI . Ubuntu http://www.ubuntu.com
Open-iSCSI
: http://www.open-iscsi.org

LUN Linux Open-iSCSI

open-iscsi . Linux Open-iSCSI Initiator
#sudo apt-getinstall open-iscsi

Linux Open-iSCSI Initiator  iSCSI (QNAP NAS)
node.session.auth.username & node.session.auth.password CHAP
iscsid.conf

#vi /etc/iscsi/iscsid.conf

open-iscsi
# /etc/init.d/open-iscsi restart

( QNAP NAS), 3260 10.8.12.31 iISCSI
#iscsiadm —-m discovery -t sendtargets -p 10.8.12.31:3260

iSCSI
#iscsiadm -m node

* %

#iscsiadm -m node ——op delete ——targethame THE_TARGET_IQN
open-iscsi
# /etc/init.d/open-iscsi restart
[iface: , :iqn.2004- 04.com:NAS:iSCSI.ForUbuntu.B9281B,

10.8.12.31,3260] [ ]

dmesg
#dmesg | tail

. /dev/sdb
#fdisk /dev/sdb
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http://www.ubuntu.com
http://www.open-iscsi.org

# mkfs.ext3 /dev/sdbl
# mkdir /mnt/iscsi
# mount /dev/sdbl /mnt/iscsi/

I/O
#hdparm -tT /dev/sdbl

"iscsiadm"

#iscsiadm —-m discovery —-type sendtargets ——portal HOST_IP
#iscsiadm -m node --targethame THE_TARGET_IQN --login
#iscsiadm -m node --targethame THE_TARGET_IQN --logout

#iscsiadm -m node --op delete ——targethame THE_TARGET _IQN
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4.2.5.3 ACL

3.3.0 NAS 3.2.0
NAS
3.3.0 NAS 3.2.0
NAS . LUN NAS
iSCSI LUN iSCSI
"Advanced ACL( ACL)" "Add a Policy( )"
, IQN NAS LUN
o : LUN
o / : LUN
. : LUN
iSCSI LUN ,
. iISCSI . "Edit(
)Il
LUN NAS LUN
IQN ?
iISCSI "General( )" . IQN
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4.2.5.4 LUN
NAS
LUN

iSCSILUN

iSCSI LUN
LUN

)"

(Windows, Linux, ) iSCSILUN , NAS LUN ,
iSCSI

NAS iSCSI LUN . iSCSI
"Storage Manager( )" > "iSCSI" > "Target Management(

1. "Storage Manager( )" >"iSCSI" > "LUN Backup(LUN )"

"Create a
2. "Backup

4. LUN

5. LUN

new job" ( ) .
an iSCSI LUN(iSCSI LUN )" "Next( )"
LUN . LUN NAS LUN

.NAS Linux (NFS), Windows (CIFS/SMB)  NAS
LUN . "Test" ( )
"Next( )"
NAS .
. * N " (
NAS CPU LUN

iSCSI LUN )

¢ )
8. "Finish(

EHONONG

iSCSI LUN

( , , , ) "Next( )"

NAS . "Next

)"

iISCSILUN NAS , .
1. "Storage Manager( )" >"iSCSI" > "LUN Backup(LUN )" N

n

4. LUN

"Restore an iSCSI LUN(iISCSI LUN )" "Next( )" .
, IP / / . "Test" ( )

"Ne xt( )"
"Next( )"

69



5. "Next( )"
6. NAS "
7. "Finish( )"
5 :
o LUN : NAS iSCSILUN LUN LUN
o LUN : NAS LUN iSCSI LUN LUN
iSCSILUN
iSCSI LUN NAS iSCSILUN iSCSI
. iISCSI LUN "Storage Manager( )" > "iSCSI" >
"Target Management( )"
iSCSI LUN , .
1. 1. "Storage Manager( )" >"iSCSI">"LUN Backup(LUN )" "
2. "Create a LUN Snapshot(LUN )" "Next( )"
3. NAS iSCSI LUN iSCSI LUN "
4. LUN NAS . LUN iSCSI
. "Next( )" . LUN iSCSI
5.
6. NAS "
7. "Finish( )"
8. . .
9. "iISCSI" > "Target Management( )" LUN iSCsSI
. iISCSl initiator iSCSI LUN
. QNAP NAS iSCSI http:// www.

gnap.com/pro_application.asp?ap_id=135
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http://www.qnap.com/pro_application.asp?ap_id=135
http://www.qnap.com/pro_application.asp?ap_id=135

: LUN LUN Windows 7 Windows 2008 R2
NAS . LUN NAS

LUN / /
QNAP NAS NAS iSCSILUN ,
IT
1. "Storage Manager( )" >"iSCSI">"LUN Backup(LUN )"
NAS iSCSILUN
2. Putty SSH NAS
3. NAS
4. "lunbackup” .
5. lunbackup NAS iISCSI LUN ,
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4.2.6

QNAP NAS iSCSI
NAS . NAS 8
e NAS 16TB .
o ((iscsil ) NAS
NAS 2 .2
NAS , ISCSI
1. "Add Virtual Disk( )" .
2. IP ( : 3260). "Get Remote Disk(
)Il i i
. "Data Digesf( >/ "Header Digest( )" ( )
. iISCSI iSCSI
"Next( )" .
3. . LUN LUN
NAS LUN . NAS EXT3, EXT4, FAT32, NTFS, HFS+
. LUN "Unknown( )" "Format virtual disk
now( )" . EXT3, EXT4, FAT32,
NTFS, HFS+ . "Format virtual disk now( )"
, LUN
4. "Finish( )" .
5. NAS . "Privilege Sefttings( )" > "Share
Folders( )"
iSCSI
iSCSI
@ iSCSI
EXT3, EXT 4, FAT 32, NTFS, HFS+
@ iSCSI
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4.3

"Control Panel( ">"System Settings( )" > "Network( )" NAS
TCR/IP Wi-Fi IFvE Saryice Binding Proxy DDNS Sarvice
1P Address
Refresh Part Trunking |
Edit Link Interface DHCP 1P Address Subnet Mask Gataway MAC addrd
IEl @ Ethernetl fes 172:17.20.50 255.255.254.0 172.17.20.1 00:08:9B:
|& @ Ethernst2 Yes 0.0.0.0 0.0.0.0 0,0.0.0 00:08.58
£ >
DNS Server Default Gateway
® (Obrtain DNS server address automatically: @ Use the sattings from:  Ethemet 1 >

Use the following DNS server address:
Frimary DNS server:

Secandary DNS server:

Apply
—ARply Al
TCP/IP
(i) IP
NAS TCP/IP , DNS
"Edit( )" "Edit( )" ("Network Parameters(
)", "Advanced Options( )" "DHCP Server(DHCP )" )
LAN NAS ,
TCP/IP . NAS
IP . IP *. Finder
NAS IP , 1 IP LAN1 2 IP LAN2
. LAN (iii) .
* TS-110, TS-119, TS-210, TS-219, TS-219P, TS- 119P+, TS-219P+, TS-112, TS-212
LAN LAN
TCP/IP
. : NAS
NAS .
e DHCP IP : DHCP ,
NAS IP
. IP P P , ;
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* Jumbo Frame( ): TS-509 Pro, TS-809 Pro  TS-809U-RP
. "Jumbo Frames( ) 1,500
CPU . (MTU)
( )
NAS 1,500 .
MTU .NAS MTU
4,074, 7,418 9,000
MTU
Virtual LAN (VLAN)
.NAS VLAN NAS VLAN
NAS VLAN "Enable VLAN(VLAN )" VLANID (0 4,094
. VLAN ID VLAN
. VLAN ID NAS NAS
. NAS VLAN .NAS 2
LAN VLAN
NAS
:VLAN Intel NAS
http://www.gnap.com
DHCP
DHCP ( ) IP
NAS "Enable DHCP Server (DHCP )"
NAS DHCP
o IP DHCP
e DHCP LAN NAS LAN
IP Ethernet 1
o IP, IP, : NAS DHCP IP
. IP
IP . IP
e WINS ( ): WINS (Windows Internet Naming Service) Windows
(NetBIOS names) IP , Windows
WINS IP
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http://www.qnap.com

* DNS ( ): DNS
e TFTP ( ): NAS PXE . TFTP
(TFTP ) P
, TFTP IP
(ii) DNS
DNS( ) ( :google.com) IP (74.125.31.105)
. DNS NAS DNS IP
e 1 DNS :1 DNS IP
e 2 DNS :2 DNS IP
e ISP 1 2 DNS IP
NAS BT
URL 1 DNS IP ,
e DHCP IP , 1 2 DNS
"0.0.0.0"
(iii)
LAN ( LAN NAS
).
(iv)
2 LAN NAS
NAS
( )
( ) (
)
NAS 2 LAN NAS (i) (i)
NAS
1. "Port Trunking( )"
2. ( 142, 3+4, 5+6,
7+8). (
)
3. "Apply( )"
4, "here( )" .
5. "Control Panel( ">"System Settings( )" > "Network( ' >"TCP/
IP" .
6‘ llEdit( )ll |lEdit( )ll
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NAS

Balance-rr
(Round-Robin)

( -rr(
- )

Active Backup
( )

Balance XOR
( XOR)

Broadcast(

)

IEEE 802.3ad
(Dynamic Link
Aggregation)

( )

NAS

LAN NAS

Round- Robin( - )

. Balance-rr(
rr)
Active Backup( )
MAC ( )

. Active
Backup( )
Balance XOR( XOR)
MAC MAC

2
. xmit_hash_policy
. Balance XOR(

XOR)
Broadcasft( )
802.3ad
. Dynamic Link Aggregation(
)
LACP IEEE
802.3ad
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Balance-tib Balance-tlb ( -1b)

(Adaptive
Transmit Load (
Balancing)( )
-tib(
)
MAC . Balance-
tib( -1lb)
Balance-alb Balance-alb ( -alb) Balance-tlb( -
(Adaptive Load @ tlb) IPV4
Balancing)( ( ).
-alb(
)
ARP
Balance-alb( -alb)
Wi-Fi
NAS Wi-Fi NAS USB . NAS
.NAS Wi-Fi
o , USB )
o USB Wi- Fi
1: Wi- Fi .
"Wi- Fi Network Connection(Wi- Fi )" Wi- Fi
Wi- Fi
= Wi- Fi
Wi- Fi
Wi- Fi
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@ Wi- Fi
@ Wi- Fi
Wi- Fi
"Rescan( )" Wi- Fi . Wi- Fi
"Connect( )"
"NEXT( )" NAS
NAS Wi-Fi
NAS Wi- Fi
SSID
SSID
IP NAS  Wi-Fi DHCP IP
NAS Wi-Fi
Wi- Fi
Wi- Fi SSID
2: Wi- Fi .
SSID( ) Wi- Fi "CONNECT TO
A WIRELESS NETWORK(Wi- Fi )"
ad hoc
1. (SSID) security type( )
o No authentication (Open)( ( )):
o WEP( ): 4 WEP 1
o WPA- Personal (WPA- ): AES TKIP
o WPA2-Personal (WPA2- ):
2. :
3. NAS Wi-Fi "FINISH( )" .
4. IP , "Edit( )" . DHCP IP
IP
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Wi- Fi NAS

e WEP

)II
e WPA2
Windows 7
e ad-hoc

IPv6

NAS n n

IPVv6

e Remote replication

e FTP
* iSCSI(
* SSH (putty)

: "Ed.it( )"

e |IPv6

( :64), NAS

¢ |IPv6 DNS

| AP "Network( )" > "TCP/IP" "WLAN1"
NAS
5 13 ASCII 10 26 (0-9 A-F)
| AP "N-only (N-
"B/ G/ N mixed (B/G/N )"
Windows 7 NAS ad-hoc
WEP
IP
IPv6, RFC 2461 RADVD( ) IPv6
NAS . IPv6 NAS
)
"IPv6 " "Apply( )" . NAS
IPv6 . IPv6
IPv6 , NAS IPv6
IP IP ( :2001:bc95:1234:5678),
ISP
(radvd) :NAS IPv6 IPv6 IPv6
DNS DNS
ISP . IPv6
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NAS :
( ) , . NAS

. NAS
"Apply( )"
"Refresh( )"
o ( ) NAS
(]
NAS
DDNS
NAS , DDNS IP
NAS DDNS : http://www.dyndns.com, http://update.ods.org, http://

www.dhs.org, http://www.dyns.cx, http://www.3322.org, http://www.no-ip.com.

DDNS
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http://www.no-ip.com

4.4

"Control Panel( ">"System Settings( )" > "Security( ) NAS
_W_ Metwork Access Protection Certificate & Private Key
Allow all connactions
8 Deny connections from the list
I Allow connections from the list anly
Enter the 1P address or network from which the connections to this server will be allowed or rejectad.
Add
Genra 1P Address or Network Domain Time Left for IP Blocking
Apply
.Y
IP
, "Apply( )"
P , IP
&
(SSL)
b
SSL NAS
.NAS X.509
[ )
°
o &
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4.5

"Control Panel( )" > "System Settings( )" > "Hardware( )"
NAS
General Buzzer Smart Fan
< Enable configuration reset switch
¥ Enables hard disk standby mode: The status LED will turm off if there is ne accass within

Tima: 30 minutes |~
¥ Enables the light signal alert when the free storage size is less than the value
Size: 3072 MB

¥ Enable write cache (EXT4 delay allocation)

. Anply
N 3
( )
o (3 ) 3
o :admin.
o TCP/ IP : DHCP IP
o TCP/ IP
o TCP/ IP : ( LAN ), "
( )" :
o : 8080( )
o ( )
o LCD o ); LCD NAS
http://www.gnap.com
o VLAN
o : NAS
o (10 ): 10 3 10
. NAS "Administration( ">"Restore to Factory
Default( )"

, NAS
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SATA

SATA
1- 51,200 MB

LED

(EXT4 ): NAS EXT 4

: Download Station, MySQL

, Surveillance Station. NAS

: NAS
(PSU) , PSU NAS (1U
2U ). "System Settings( )" > "Hardware( )"
PSU
PSU NAS "System Logs(
. NAS PSU

. Download Station

, CPU

83
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4.6

, / /
EuP Mode Configuration Wake-on-LAN [WOL) Power Recavery Power Schedule
Enable
® Disable
Note: ‘When EuP is disabled, the power consumption of the server is shghtly hagher than 1W when the server 15 powered off
_Apply.
EuP
EuP ( ) ’ )
(EU)
EuP (w- )
e Wake on LAN:
e AC
. / /
EuP 1w . EuP
Wake on LAN, AC
http://www.qnap.com
Wake-on- LAN( )
(Wake on LAN) NAS
NAS ;

(Wake on LAN)

http://www.qnap.com
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AC NAS

1 X86 NAS . X86
,"Control Panel( ">"System Settings( ">"Power(
"Power Recovery( )" "Turn on the server automatically( )"
15

"Postpone the restart/ shutdown schedule when replication job is in process(
/ )Il

e NAS QNAP ,

85

NAS
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4.7

"Control Panel( )" > "System Settings( )" > "Notification( )" NAS
SMTP Server SMSC Sarver Alert Notificatson
Select an e-mail acoount; 1Custam 5t
SMTP server: smtp.gmail.cam
Port number: 465
E-=mail: dianwu@gnap.com
Usarnama: dianwu@gnap.com
Fassword:  sessssssesess
Secure connection: g5l S
Send a Test E-mail
Apply
Aeph Al
SMTP
NAS
SMTP
e SMTP : SMTP . :smtp.gmail.com.
. : SMTP . 25
°
o : SSL TLS NAS SMTP
. SMTP
SMSC
SMSC NAS SMS SMS
Clickatell . "Add SMS Provider(SMS )"
SMS
"Add SMS service provider(SMS )" SMS URL
URL SMS SMS

86




( / ) NAS
. : NAS

e SMS : NAS
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4.8

"Control Panel( )" > "System Settings( )" > "Firmware Update(
)" NAS
Live Update Firmware Update
Model: TS-559 Pro 11

Curmant firmware version: 4.2.0

Datea: 13-12-2013
Check for Update Status:Last checked 2013/12/15 11:03:11
| Automatically check if a newer version is available when logging nto the N&S web administration interface,

aApply

"Automatically check ifa newer version is available when logging into the NAS web
administration interface(NAS

)" NAS

. NAS
"Check for Update( )"

NAS
1. QNAP http://www.gnap.com
2. NAS IMG
3.
4. "Browse( )"
"Update System( )"

NAS
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QNAP Qfinder

QNAP Qfinder
1. NAS
2. NAS
3. NAS

NAS

"Update Firmware(

"Start( )"

NAS
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4.9 /

"Control Panel( )" > "System Settings( )" > "Backup/Restore( / )"
NAS , , NAS

Backup/Restore Settings = Restore to Factory Default

Back up System Settings

To backup all settings, mduding user accounts, server name and network configuration etc., dick [Backup] and select to open or
save the setting file.

Backup

Restore System Settings

To restare all sethngs, chick [Browse...] to select a praviously saved setting file and chick [Restore] to confirm

Browss...
Restore
/
"Backup( )"
"Browse( )"
"Restore( )"
[ ]
e NAS : NAS
: NAS 3
( ) </
b> 10 ;
( )
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4.10

"Control Panel(

)u > |ISyStem Settlngs(

)" > "External Storage( y
, USB UPS
External Storage USB Prinkes uPS
Storage Information Format Eiect -|| Encryption Management
\1’ USBDisk1
Total:1.92 GB (EXT4)
]
[] Used:51.20 MB
WFre=i18768
Raady G

[ ] @
e USB [o8)
¢ UPSio}
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4.10.1

NAS USB eSATA *
USB NAS eSATA
. USB
eSATA http://www.qnap.com
NAS USB
EXT3, EXT4, FAT32, NTFS HFS+ (Mac )
. "Format( )"
: QTS 4.1 USB . USB
EX3 EX4 "Storage Information( )"
. File Station USB
(File Station uUSB )- x69, x70 and x79
NAS
NAS . "Encryption( )"
: AES 128-, 192- 256- (8-16
. "Save encryption key( )" NAS
. NAS
i IIOK( )ll
llReady( )ll
2TB EXT4, NTFS HFS+
"Ejec( )"
. (Windows PC " "
Mac " n , QTS " n -)
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NAS , "Encryption Management( )"

!/, /
1. , "Encryption Management( )"
2. "Lock this device( )" "Next( )"
3. llNeXt( )ll
, "Control Panel( "> "Applications ( )" >"Backup Station" >

"External Drive( )"
1. , "Encryption Managemenft( )"
2. "Unlock the device( )" N " .
3. . "Save encryption key( )"

NAS . NAS
1. "Encryption Management(
)ll i

2. "Manage encryption key( )" ! "

3- n n
1- . NAS

o : NAS

e Q-RAID 1: NAS Q-RAID 1 . Q-

RAID 1 NAS RAID
Q- RAID 1
Q-RAID 1 NAS NAS

o Q-RAID 1

e Q-RAID1 2TB

e NAS
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4.10.2 USB
NAS Windows, Mac  Linux (Ubuntu)

3 USB
NAS USB NAS USB
uUSB "Printer Info( )"
o USB
e NAS
o IPP ( )
o USB http://www.qnap.com
uSB "Printer Info( )"
"Clear( )"
NAS
"Clean Up Spool Space( )"
"Settings ( )"
[ ]
e Bonjour Bonjour Mac
. Bonjour
lla_zll, "A_le, "0_ 9", dot (.), (,) (_)

1,000

94
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IP
printing( )"

)"

IPP Bonjour

95

: NAS

, "Allow printing(

"No limit(

)"

)"

. Samba

"Deny

- "Apply(



4.10.2.1 Windows 7

Windows 7
1. .
2. "Add a printer( )"
3. "Add a network, wireless or Bluetooth printer( . ,
)
4. Windows "The printer that | wantisn't
listed( )"
5. "Selecta shared printer by name( )"
NAS_IP
http://NAS_IP:631/printers/ServernamePR.
http://10.8.13.59:631/ printers/ NASPR3
6. . Windows
7.
8. . "Finish(
%
9.
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4.10.2.2 Windows XP

1
1. Windows Explorer \\ NAS IP
2.
3.
4. NAS
2
Windows XP

© ® N ORrE N~
B
@}

—
©

NAS IP\ NAS namepr ,

1.
12.

, NAS IP=192.168.1.1, NAS
\'\ 192.168.1.1\ myNASpr

97
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4.10.2.3 Mac OS 10.6

Mac OS X 10.6 NAS
1. NAS "External Device( ">"USB Printer(USB )" > "Settings(
NAS Bonjour printer support (Bonjour )
. Service Name( )
2. Mac "System Preferences( )" "Print & Fax(
3. +
4. USB Bonjour
i llAdd( )ll
5. . "Continue( )"
6.

98



4.10.2.4 Mac OS 10.5

Mac OS X 10.5

No ok wbd

NAS

"Network Services(

. NAS
Mac "Print & Fax(
+

NAS

NAS
"USB Printer(USB )"

"> "Microsoft Networking(Microsoft

NAS
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4.10.2.5 Mac OS 10.4

Mac OS X 10.4 NAS
1. "Go( )/ Utilities ( )"
2. "Printer Setup Utility( )"
3. Add( ) .
4. "alt" "More Printers( )"
5 , "Advanced( )™ "Windows Printer with SAMBA(SAMBA
, URI ( smb://NAS IP/printer name(
) ). "Device Configuration( )" >"USB Printer page(USB
)" ), "Generic( )" "Add( )"

U 5 "Advanced( )" , "alt”" "More Printers (

e NAS Mac OS
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4.10.2.6 Linux (Ubuntu 10.10)

Linux (Ubuntu 10.10) NAS
1. "System( )" "Administration( )" . "Printing(
)"
2. "Add( )" .
3. "Network Printer( )" "Internet Printing Protocol (ipp)(
(ipp))" . "Hos{( )" NAS IP . "Iprinters™”
. "Queue( )" "printers/"
4, "Verify( )"
5.
6.
7.
8. . "Apply( )"
9.
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4.10.3 UPS

UPS( )
- USB
USB
1. USB UPS NAS
2. "Enable UPS Support (UPS
3. AC NAS
NAS
NAS
4. "Apply All( )"
- SNMP
SNMP

1.

2. "Enable UPS Support (UPS
3. "Protocol( )"
APC UPS)"
4. SNMP UPS IP
5. AC NAS
NAS

NAS

6. "Apply All( )"
UPS

. UPS
USB NAS
1. NAS("UPS ") UPS
2. "Enable UPS Support (UPS
3. "Enable network UPS Supporf(

USB UPS
4. AC NAS
NAS

NAS
5. UPS
6. "Apply All( )"

NAS SNMP UPS

NAS
NAS UPS

. NAS

)II X
"APC UPS with SNMP management(SNMP

. NAS
UPS

NAS UPS

)ll .

UPS )" . NAS

. NAS
llIP n
NAS
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UPS UPS UPS . UPS

NAS :

1. NAS UPS

2. "Enable UPS Support (UPS )" .

3. "Protocol( )" "Network UPS slave( UPS )"
4, UPS IP

5. AC NAS

NAS . NAS
NAS
6. "Apply All( )"
UPS SNMP QNAP NAS , UPS
NAS IP
NAS UPS
"System Event Logs( )"
NAS "UPS Settings (UPS )"
, NAS
e NAS ,
e NAS ,
NAS UPS
, NAS
NAS NAS
NAS UPS , WOL(Wake on LAN)*
NAS (NAS UPS WOL WOL NAS

). NAS UPS , NAS "System Settings( >
"Power Recovery( )"
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* TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-419P, TS-410U, TS-419U,
TS-112, TS-212, TS-412, TS-412U . http://www.gnap.com
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4.11

"Control Panel( ">"System Settings( )" > "System Status( )"
NAS
System Status o® e
.7

sttﬂ Information Metwork Status System Service Hardware Information Resource Monitor
-Bumrnary i
Server name MAaSC941FF
Model name T5-121
Serial number Q1248419457
Total memary 1011.1 MB

Firmware version
System up time
Time zone

Filename encoding

4,00 Build 20130411
& day 23 Hour 23 Minute(s)
(GMT+08:00) Beijing, Chongging, Hong Kang, Urumgi

English

NAS

NAS
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NAS CPU , ,

CPU Usage(CPU ) NAS CPU
Memory Usage( ): NAS
Disk.Usage( ):

Bandwid-th Usage( ): NAS
Process( ): | NAS
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4.12

"Control Panel( "> "System Settings( )" >"System Logs( )"
NAS
eSEimmEranklonsey System Connactionlogs | OnbnaUsars | Sysiog Chant Managemant

All events  |w Clear Sawe et arch

Type  Date Time Users Soirce 1P Computes name Cantent

i 1 127.0.0.1 1t Coreie 1] The scanrend 15 stopps =

ﬂ 2013-05-07 17:06:55 Syitem 127.00.1 lecathost [Drree 1] Srart scanning bad blodks,

0 2013-05-06 08:04:00 System 127.0.0.1 lecamhast [USBOk] Device detected. The fle system i3 ntfs.

o 2013-05-06 02:46:29 System 127.00.1 locathost [USBDnsk2] Device remowed.

1] 2013-05-03 23:2%:50 System 127.0.0.1 locathast [Wideo Station] Video Stabion i enabled sweocesstully

1] 2013-05-03 1T:40u41 admen 61.62.220.74 [WPH Service] PPTP started successhully,

(1] 2013-04-30 22:52:30 System 127.00.1 lacathast LaN 1 link is Up

(1] 2013-04-30 22:4di18 Sysrem 127.0.0.1 lpcatnast [LsBDska] Device removed.

O 2013-04-30 22:43:43 System 127.0.0.1 lgcathost [L5BDNskd] Device detected, The fle system is nifs,

1] 2013-04-30 22:43:36 System 127.0.0.1 lpcathast [USBDisk3] Device remdved,

(1] 2013-04-30 22:43116 System 127.0.0.1 lecatast [W5BDisk3] Device detested. The fle system is nifs,

Page 1 /1 ol | Display item: 1-39, Total: 39 | Show 50 |~ Items
NAS , 10,000
"Clear( )"
NAS HTTP, FTP, Telnet, SSH, AFP, SAMBA  iSCSI . "Options(
: IP IP
"Clear( )"
. NAS Csv

. NAS

)"

"Options (

)"

NAS
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Syslog

Syslog IP
Syslog

0 - UNKNOWN
1 - SAMBA
2-FTP
3-HTTP

4 - NFS

5 - AFP

6 - TELNET

7 -SSH

8 - ISCSI

"Search(

)"

0 - UNKNOWN
1-DEL

2 - READ

3 -WRITE

4 - OPEN

5 - MKDIR

6 - NFSMOUNT_SUCC
7 - NFSMOUNT_FAIL
8 - RENAME

9 - LOGIN_FAIL

10 - LOGIN_SUCC
11 - LOGOUT

12 - NFSUMOUNT
13 - COPY

14 - MOVE

15 - ADD

108
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5.

"Control Panel(

"> "Privilege Systems(

NAS

B3 Owerview

L1 System Settings

§ users

&5 User Groups

&l Shared Felders

3 Guota

L Domain Sequnky
a3

£ Metwork Services

k& Applications

Controld Panel
| ] =k

e00

Privilege Settings

e O & & 9

lgers User Groups Shared Quata
Falders

L

o an
Securnity

109




5.1

NAS
e admin: " "
° n n
Ilguestll
° " " . FI—P
NAS NAS . NAS
http://www.gnap.com
NAS
1,024 TS-110, TS-210
2,048 TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410, TS-239
Pro I+, TS-259 Pro+
4,096 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+,
SS-439 Pro, SS-839 Pro, TS-439 Pro I+, TS-459U-RP/SP, TS-
459U-RP+/SP+, TS-459 Pro+, TS-459 Pro I, TS-559 Pro+, TS-
559 Pro Il, TS-659 Pro+, TS-659 Pro Il, TS-859 Pro+, TS-859U-
RP, TS-859U-RP+, TS-809 Pro, TS-809U-RP, TS-879 Pro, TS-
1079 Pro, TS-879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-
EC1279U-RP
b b ’ ’
32
AN N B I A
° 16 . 6
NAS .
1. "Control Panel( )" > "Privilege Settings( )" >"Users( )"
2. "Create( )"
3- "
NAS .
1. "Control Panel( "> "Privilege Settings( )" >"Users( )"
2. "Create( )" > "Create Multiple Users( )"

3. "Next( )"
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4, test . 0001
10 . NAS , test0001,
test0002, test0003...test0010

5. .
NAS

6. .

7. . "Finish( )"

8.

9.

/
NAS /

NAS .

1. "Control Panel( )" > "Privilege Settings( )" >"Users( )"
2. "Create( )" > "Import/ Export Users( / )"

3. "Exportuser and user group settings( )"
4. "NEXT( )" (*.bin)

NAS

NAS
NAS .

1. "Conftrol Panel( )" > "Privilege Settings( )" >"Users( )"
2. "Create( )" > "Import/ Export Users( / )"

3. "Importuser and user group settings( )"

"Overwrite duplicate users( )" NAS
. "Browse( )" (*.&xt, *.csv, *.bin)
"Next( )

4. "Finis h( )"

5.

.  ( )

J "Privilege Settings( "> "Quota( ™
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NAS TXT, CSV BIN

TXT

2. " : , , (MB),

4. UTF-8

, NAS

CSV (Excel)
1. Excel
2.

(MB)

o
o0 wm >»

. CSVv .
4. CsVv UTF-8

BIN (NAS )
QNAP NAS BIN

’ ) ’

"Privilege Settings( "> "Quota( )"

NAS
Microsoft Networking, FTP, AFP, File Station o
"Homes" "admin"

"Home Folders ( )" . "Enable home folder for all
users ( )" - "Apply(
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5.2

. NAS
o : NAS
[ ]
NAS NAS . NAS
http://www.gqnap.com
NAS
128 TS-110, TS-210
256 TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410, TS-
239 Pro I+, TS-259 Pro+
512 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+,

SS-439 Pro, SS-839 Pro, TS-439 Pro I+, TS-459U-RP/SP,
TS-459U-RP+/SP+, TS-459 Pro+, TS-459 Pro Il, TS-559 Pro+,
TS-559 Pro Il, TS-659 Pro+, TS-659 Pro Il, TS-859 Pro+, TS-
859U-RP, TS-859U-RP+, TS-809 Pro, TS-809U-RP, TS-879
Pro, TS-1079 Pro, TS-879U-RP, TS-EC879U-RP, TS-1279U-
RP, TS-EC1279U-RP

256

u/\[]:;|:,+*?<>\|
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5.3

"Control Panel(
NAS

)" > "Privilege Settings(

)" >"Shared Folders(

)"

Shared Folder

Create -]

Folder Nams

Download

Multimedis

Public

Recordings

LISBOwek 1

Ush

Vi

VIV

'R

VIII

Page 1.2 M

Advanced Permissions

Restore Default Shared Folders

Size Folders
5.04 GB 19
73.11 GB 180
27.95 GB 1737
620.13 MB 8
8 KB 1
6.11 GB 51
16 KB 3
4 KB o
B KB 1
4 KB o

Folder Aggragation

Files

G665

15993

7700

24

Hidden Wolume

(L [+]

Mo

Mo

Mo

[ [+]

2 No

L [+]

RAID 3 Disk Valume:
RATID 5 Disk Valume:
FAID 5 Disk Volume:
RAID 5 Disk Volume:
USB Dusk 1

RAID 5 Disk Velume:
RAID 3 Disk Valume;
RAID 5 Disk Valume:
RAID 5 Disk volume:

BAID 5 Digk Voluma:

Display item: 1-

Drive 13 4
Dive 134
Drive 134

Dnive 134

Dnve 134
Dirva 1 3 4
Drve 134
Drive 13 4

Drrvar 1 3 4

10, Total: 13 [Show (10 > Items

Action
FER
)
22
22
ZER
BB
EHER]
Z@R
()i
FEER

NAS

NAS

256

512

1.
2.

"Create(
|lNeXt( )ll

. NAS

http://www.qnap.com

NAS

NAS

TS-110, TS-210, TS-112, TS-119, TS-119P+, TS-212, TS-
219P+, TS-x20, TS-x21, TS-410, TS-239 Pro I+, TS-259

Pro+

TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-
419U+, SS-439 Pro, SS-839 Pro, TS-439 Pro I+, TS-459U-
RP/SP, TS-459U-RP+/SP+, TS-459 Pro+, TS-459 Pro Il
TS-559 Pro+, TS-559 Pro Il, TS-659 Pro+, TS-659 Pro |l,
TS-859 Pro+, TS-859U-RP, TS-859U-RP+, TS-809 Pro,
TS-809U-RP, TS-x70, TS-879 Pro, TS-1079 Pro, TS-
879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-EC1279U-

RP

">"Shared Folder(
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o : : "IN[] ] =, 2>

o : Microsoft Networking
\'\ NAS_IP\ share_name

o (oplocks):
(oplock) Windows
. Oplocks
, oplocks

O n

o : NAS
4.
5. , /
6. "NeXt( )ll

7. "Finish( )"

"Remove( )" N

ISO )"
NAS
. , oplock
’ ’ H FI-P
NAS . ,"Privilege Settings(
">"Shared Folders( )" "Folder Permissions( )"
. "Add( )"
. llAdd( )ll
. "Remove( )" . Ctrl

. "Apply( )"
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NAS

"Privilege Settings( )" > "Shared Folders( )" > "Advanced Permissions(

1.
)" . "Enable Advanced Folder Permissions( )"
"Apply( )" :
2. "Privilege Settings( ">"Shared Folders( )" >"Shared Folders( )"
, Dept , "Folder Permissions (
)ll
(Dept) "+ Add(
)ll , / ,
3‘ “Add( )ll
4.
o GuestAccess Right( ): , ,
o Owner( ):
5. , "Folder Property( )"
Shared Folder
Select permission type: | Users and groups permission ¥
Edit the user and group permissions for access from Windows, Mac, FTP, and File Station.
Shares
=] Dept | parmissions Preview  Read On Read/Wril Deny Acces Special Permission'
1 _JDownload
& I Multimedia A admin Read... =
# Public 7 ; ’
2 Recordings A Ted S = .
& TedHome 2 testol Read/w... [l &
= JUSBDIskl
= (1 USEDisk2 A testz Read Fi
B JUsb
= _Jweb
= _Jhomes GLest access right: Deny access i Add Remaove
Bi_Jtest } ) z-|0]
@ Jtestal Owner:  admin A - Only the owner can delete the contents
H_Jtest0z2 [ only admin can creats files and folders
#(test03 Apply changes to files and subfolders
. —‘EffEE: ~ [ 2pply and replace all existing permissions of this folder, files, and subfalders
Apply Close
6. "Set( )"
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Only the owner can delete the contents( ):
, Dept ,

, , . "Apply changes to files and
subfolders( )" "Apply and replace all existing
permissions of this folder, files, and subfolders( , ,

)Il

Only admin can create files and folders( ):

. ||Dept( )|l
’ HR’ b - /
Admin01, Admin02, HR1, HR2

Apply changes to files and subfolders( ):

"Only the owner can delete the contents( )" "Only admin can
create files and folders( )"

Apply and replace all existing permissions of this folder, files, and subfolders( ,

: ):

. "Only the owner can delete the contents( ) "Only
admin can create files and folders( )"
Special Permission( ): .
"Read only( )" "Read/Write
( / )ll
Microsoft "admin( )"
"Read/Write( / )"
Windows .
"admin( )" . "admin( )" NAS
, llApply( )ll "YES( )ll
230
"deny access( )" /
"read only access( )"
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o / )

/ "Only admin can create files and folders(
)" ( )
° " Il>ll Il>ll >ll " " n
ID (500 )
, ID n " ID
Microsoft
NAS Samba (Windows) . Microsoft
NAS IP
1. "Folder Permissions( )" .
2. "Microsoft Networking hostaccess(
)II i
3. IP . IP
o IP : 192.168.12.12 or 192.168.* .*
o : dnsname.domain.local *.domain.local
4' IIAdd( )II IP IlApply( )II
. ;P
o (*): 0( ) *) . *.domain.
local . a.domain.local, cde.domain.local

test.domain.local

o (?): (?) . , test?.domain.local
: testl.domain.local, test2.domain.local testa.domain.local
() :
, *.example.com "one.example.com" ‘"one.two.example.com"
ISO
ISO NAS ISO
. NAS 256 ISO

TS- 110, TS- 119, TS- 120, TS- 121, TS-210, TS-219, TS- 219P, TS- 220, TS-221, TS-410, , TS-
119P+, TS-219P+, TS- 112, TS-212 256 A
6 ). ISO 256
(256 6 ).

ISO NAS
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1. NAS . "Share Folders( "> "Create( )"
. "Create an ISO Share(ISO )"

2. NAS I0S "

3. NAS

4. NAS .

"Deny Access( )" "Read only( )" N "

5, "Next( )"

"Finish( )" .

7. "Acton( )" SMB, AFP,
NFS, WebDAV

o

NAS File Station ISO . File Station

e ARM  NAS , 1ISO
( ). 1SO

e Mac OSX WebDAV #

Microsoft NAS NAS NAS
10

1. .
2. "Create A Portal Folder( )"
3.

4. "Action( )" "Link Configuration( )"

5. NAS

* Folder Aggregation( )
AD .
o , NAS AD

"Advanced Folder Permissions ( )" "Windows ACL"
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FTP, AFP, File 3 ( , / , NAS Ul

Station, Samba )
Windows ACL Samba 13 (NTFS ) Windows
FTP, AFP, File Windows
Station, Samba (http://
www.qgnap.com/
index.php?

lang=en&sn=4686)

"Advanced Folder Permissions ( )" NAS Ul

."Advanced Folder Permissions
( )" , "Shared Folders( )" "Folder
Permissions( )"
"Shared Folders( )" > "Folder Permission( )

Windows ACL
"Windows ACL" Windows
Windows . Windows ACL NTFS
. http://www.ntfs.com/#ntfs _permiss

e "Advanced Folder Permissions ( )" Windows ACL
Windows NAS
. FTP, AFP File Station NAS
e Windows ACL NAS Ul
. AFP, File Station, FTP ( , / , )
Windows ACL
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5.4

. "Generate (
"Download (
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5.5

NAS , Microsoft Active Directory (Windows Server 2003/ 2008/ 2012)
Lightweight Directory Access Protocol (LDAP) . NAS
Active Directory LDAP , AD LDAP NAS
NAS
o : NAS .
e Active Directory ( ): NAS Active Directory .
NAS .NAS AD , NAS AD
/ NAS
o Samba (Microsoft )
o AFP
o FTP
O
e LDAP : NAS LDAP . LDAP NAS
. NAS LDAP , NAS LDAP Samba(Microsoft
) NAS . NAS LDAP
/ NAS :
o AFP
o FTP
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5.5.1 NAS Windows Server 2003/2008/2012 Active Directory

Active Directory Windows ; ,

Microsoft . , ,
. NAS AD (Active Directory)
. NAS AD NAS
. AD NAS
Windows Server 2008 R2 NAS V3.2.0
NAS AD
NAS Active Directory( )

QNAP NAS Windows :
1. NAS . "System Settings( ">"General Sefttings(

)" > "Time( )" . NAS , AD
. 5 .
2. "System Settings( "> "Network( )" >"TCP/IP" .1 DNS IP
DNS IP
DNS IP . DNS
3. "Privilege Settings( )" > "Domain Security( )" . "Active
Directory authentication (domain member) (Active Directory ( )"
, AD
. gnap-test.com AD
o AD AD
e WINS : WINS WINS
, NAS WINS IP ( WINS
).
Quick Configuration Wizard( ) NAS Active

Directory(AD)

NAS AD .

1. "Privilege Settings( )" > "Domain Security( )" . "Active

Directory authentication (domain member) (Active Directory ( )"

"Quick Configuration Wizard ( )"
3. (DNS) . NetBIOS
. DNS IP 1P Active Directory
DNS " " .

4, . NAS

"Join( )"
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5. , NAS . "Finish( )"

6. "Privilege Settings( )" >"Users( )" "User Groups ( )"
NAS

Windows 2003

AD AD "System Properties( )"

. 2003 , "Full computer name
( )" "node1.qnap-test.com" AD
"node1" "node1.qnap-test.com" . gnap-test.com.

Windows Server 2008

AD AD "Control Panel( )" > "System( )"
AD
e NAS Active Directory , AD
"NASname\ username (NAS \ )" . AD
AD .
e TS-109/209/409/509 NAS AD Windows 2008
NAS 2.1.2
Windows 7
Active Directory Windows 7 PC NAS AD
v3.2.0 , PC PC NAS
1. "Control Panel( )" > "Administrative Tools( )"
2. "Local Security Policy( )" i
3. "Local Policies( )" > "Security Options( )" . "Network security:
LAN Manager authentication level( : LAN Manager )" .
4. "Local Security Setting( )" "Send LM & NTLMv2 use
NTLMv2 session security if negotiated(LM ~ NTLMv2 - NTLMv2
)" J"OK( )"
NAS Active Directory "Privilege Settings( > >
"Users( )" "User Groups( )" . "Domain
Users ( )" "Domain Groups ( )"

Active Directory NAS
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5.5.2 NAS LDAP Directory
LDAP Lightweight Directory Access Protocol

. LDAP , LDAP

NAS .
Linux , LDAP Samba . QNAP
NAS LDAP LDAP
/
e LDAP
o LDAP
e LDAP
QNAP NAS LD AP
QNAP NAS LDAP
1. NAS .
2. "Privilege Settings( ">"Domain Security( )" .
"No domain security( )" . NAS NAS
3. "LDAP authentication(LDAP )"
o LDAP : LDAP IP
o LDAP :NAS LDAP
» |dap:// = LDAP ( : 389).
» |dap:// (Idap + SSL) =SSL ( : 686). LDAP
= Ldap:// (Idap + TLS) =TLS ( : 389). LDAP
o BASE DN: LDAP . : dc=mydomain,dc=local
o DN: LDAP : cn=admin, dc=mydomain,dc=local
(@]
o DN: (OU). : ou=people,dc=mydomain,
dc=local
o DN: (OU). ou=group,dc=mydomain,dc=local
4. "Apply ( )" . , NAS LDAP
5. LDAP .
o LDAP Microsoft (Network Services > Win/
Mac/NFS > Microsoft Networking), Microsoft (Samba) NAS
= : NAS Microsoft NAS
= LDAP : LDAP Microsoft NAS
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o NAS LDAP Microsoft , Microsoft

= Standalone : NAS Microsoft NAS

= LDAP : LDAP Microsoft NAS
6. NAS LDAP
o "Privilege Settings( )" >"Users ( )" , "Domain
Users ( )" . LDAP
o "Privilege Settings( )" >"User Groups( )" ,
"Domain Groups( )" . LDAP .
o "Privilege Settings( )" >"Shared Folders( > > LDAP
, "Access Permissions( )"
: LDAP NAS File Station, FTP,  AFP NAS
LD AP
Microsoft (Samba) LDAP
1. LDAP LDAP Samba
2. Samba LDAP
A.
Samba LDAP
e LDAP Account Manager (LAM), D http://
www.ldap-account-manager.org/
e smbldap-tools( )

e webmin-ldap-useradmin - Webmin LDAP

B. Samba schema:

samba schema LDAP LDAP FAQ
samba.schema Samba examples/LDAP
. LDAP Linux open-ldap ( Linux ):

samba schema
zcat/usr/share/doc/samba-doc/examples/LDAP/samba.schema.gz >/etc/Idap/

schema/samba.schema

/etc/Idap/slapd.conf (openldap )
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include /etc/ldap/schema/samba.schema
include /etc/ldap/schema/cosine.schema
include /etc/ldap/schema/inetorgperson.schema
include /etc/ldap/schema/nis.schema

LDAP
1. Linux OpenLDAP
o DN: dc=gnap,dc=com
o DN: cn=admin,dc=gnap,dc=com
o DN: ou=people,dc=gnap,dc=com
o DN: ou=group,dc=gnap,dc=com
2. Mac Open Directory
o DN: dc=macserver,dc=gnap,dc=com
o DN: uid=root,cn=users,dc=macserver,dc=qnap,dc=com
o DN: cn=users,dc=macserver,dc=qnap,dc=com
o DN: cn=groups,dc=macserver,dc=gnap,dc=com
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6.

"Control Panel( "> "Network Services (

NAS

Control Panel

= o) e 2

B i
Dwerview "
Gl ; Meltwork Services

£ System Settings 2
L erivilege Settings \{i"_ﬂ E ! é.
R — Wi MaLNES FIP Tednet / S5H SHMP
£ Win/MaehEs
[ Mad
B Télnet [ 55H
s ShME
& Sarvice Discovery
§ Hetwork Recycle Bin
B Gevre

& Applications

Matwdirk
Recycle Bin

(e

Qayne

00

e Win/Mac/NFS[i28
o FTP[13}

* Telnet/SSHI3A
* SNMP [13R)

. i3
. [13A
Qsynchsé
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6.1 Win/Mac/NFS

"Control Panel( "> "Network Services( )" > "Win/Mac/NFS"

- - A p
43 P — A = L°] @ .
oy — =
Win/Mac/FSs FTP Telnat f S5H SHMP Servica Metwork Qsync (Beta)
Discovery Recycle Bin o

Mimnl’lﬂnmnﬂdn! Appla Hetwarking MFS Service

[¥] Enable file service for Microsoft networking
Server description (Optional); MAS Server
Workgroup: WORKGROUP
@ standalone server
A0 domain member (To enable Domain Security, please dick here.)

LDeR domain authentication (To enable Domain Security, please dick here.)
Curreént Samba ID; -

Advancad Options

Apply

Microso ft

Microsoft Windows Network NAS Microsoft
. NAS "Privilege Settings( )" >"Users( )"
NAS .
. ( ): Microsoft Network NAS
. : NAS . 15

s/ <> 1%,

AD
Microsoft Active Directory (AD) . "Privilege
Settings( )" > "Domain Security( )" Active Directory
NAS Active Directory
LDAP
Lightweight Directory Access Protocol (LDAP) .
LDAP "Privilege Settings( )" > "Domain Security(
)" . NAS LDAP
Microsoft NAS
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WINS : WINS , 1P . NAS

WINS IP . WINS
, WINS IP
o : Windows PC
, "Domain Master( )
NAS
e NTLMv2 : NMLMv2 NT LAN Manager 2 ,
Microsoft Networking NTLMv2
NTLM(NT LAN Manager) NTLMv2
o 1 P DNS WINS
. NAS WINS WINS
, DNS WINS
WINS "Try WINS then DNS(WINS DNS )"
. DNS )
. : FTP, AFP File Manager + \
: Active Directory
o Windows : \
o FTP: +
o File Station: +
o AFP: +
(domain\ username) AFP, FTP
File Manager NAS .
e Automatically register in DNS(DNS ): NAS Active
Directory , NAS DNS .
DNS NAS DNS . NAS IP NAS DNS
IP
e Enable trusted domains( ):

Active Directory "Privilege Settings( )" >"Share
Folders( )" NAS | Active
Directory . NAS J)

Apple
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Mac NAS Apple Filing Protocol . AppleTalk

NAS

(*) -

. Mac OS X 10.7 Lion NAS "DHX2 Authentication Support(DHX2

)" "Apply( )" .
Mac . "Go( )" >"Connectto Server( )"
, "Command+k" . "afp://

YOUR_NAS_IP_OR_HOSTNAME" "Server Address( )"
e afp://10.8.12.111
* afp://NAS-559
* smb://192.168.1.159

: Mac OS X Apple Filing Protocol Microsoft Networking . Apple

Filing Protocol NAS "afp://" . Microsoft
Networking NAS "smb://"
NFS
Linux NAS NFS . NAS
NFS "Privilege Sefttings( )" > "Share Folders( )"
. "Action( )" Access Permission( ) .
NFS . "No limit(

)" "Read only( )" NFS IP
e No limit( ): ,
e Read only( ):
e Deny access( ):
NFS NAS
Linux

mount -t nfs <NAS IP>:/<Shared Folder Name> <Directory to Mount>

,NAS IP 192.168.0.1 /mnt/ pub "public( )"

mount -t nfs 192.168.0.1:/public /mnt/pub

"roof( )"
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6.2 FTP

"Control Panel( "> "Network Services( )" > "FTP" FTP

& KB =B L & §H @

Win/Mac/NFS FTP Telnet f S5H SHMP Service Network Qeyne (Beta)
Discovery Recyde Bin

iufIBservice,| fdvanced

General

[l Enable FTP Service
Protocol type: [ FTP (Standard)

O FTP with SSLSTLS (Explicit)

Port number: 21
Unicode support: ® ¥as O Mo
Enable anonymous: O Yes & No

Mote: If your FTP dient does not support Unicode, please select "Mo" for Unicode Support and select a supported filename encoding
from [Filename Encoding] under [General Settings]-=[Language] so that the folders and files on FTP can be properly shown

=feplitodl
FTP
FTP , FTP
.NAS FTP . IE
ftp:// NAS IP . FTP
o : FTP SSL/TLS FTP
FTP
o : / .
FTP ,
FTP "General Settings( ) >
"Codepage( )" (O] . FTP
, NAS
o NAS FTP
. : NAS FTP "Enable FTP
transfer limitation(FTP )"
i FTP : (55536- 56559) 1023
o FTP IP : FTP FTP
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WAN
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6.3 Telnet/SSH

("admin"

SSH
). SSH

(

: Putty)

4 Bk B

Win/Mac/NFS FTP Talnet / S5H

Allow Telnet connection
Paort numbner: 13131

Allow S5H connection
Port number: 22

& Enable SFTP

R x| -

L ¢ 8§ @

SHMP Sarvice Qsync (Beta)
Discovery

Hetwork
Recyde Bin

After enabling this option, you can access this server via Telnet or 55H connection.
Maote: Only the sccount admin can login remotely.

SFTP(SSH File Transfer Protocol
"Allow SSH connection(SSH

Secure File Transfer Protocol

)ll
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6.4 SNMP

SNMP (Simple Network Management Protocol) NAS SNMP
PC SNMP (SNMP )
. NAS , NAS (SNMP ) SNMP

. = a 2
3 ¢ —~ s
& E 2 'K e @
WinMac/MFS FTP Telnet / 55H ShiMp Service HWetwaork Qsync (Beta)

Discovery Recyds Bin »
ShMP

after gnabling this service, the NAS will be able to report information via SNMP to the managing systems.
¥l Enable SNMP service

Port number: 161
SHMP trap Level: [ information [0 warning O Error
SMNMP version: SHMP W1/v2 et
Community: pubdic
SHMP MIB

To install the MIE to your managing systems, click [Dowenload].

Download
e - -l .
SNMP SNMP
SNMP IP . 3
SNMP MIB( MIB SNMP NAS ASCII
) . SNMP
MIB (NAS)
. MIB
(SNMP V1/V2) SNMP
NAS
SNMP SNMP
SNMP V3 NAS SNMP 3
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6.5

"Control Panel( "> "Network Services( )" > "Service Discovery( )"
UPnP Bonjour
3 ] L = =
& E B L ¢ ©
WinfMac/NFS FTP Telnet f SSH SHMP Service MNetwork Qsync (Beta)
Discovery Recycle Bin

After enabling this service, your MAS can be discovered by any operating systems that support UPnP.

[l Enable UPRP Discovery Service

Apply

UPnP

UPnP , UPnP

. UPnP UPNP

NAS

Bonjour

Bonjour , Mac IP
NAS ( FTP)

Bonjour
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6.6

NAS . QTS
@Recycle . (1- 180)

Samba, AFP  QNAP File Station

Network Recycle Bin
After enabling the Network Recycle Bin, each deleted file or folder will be moved to the network recycle bin of the shared folder
it belongs to, a folder named "@Recycle”

<] Enable Netwaork Racycle Bin

[+

Fila retention time : 180 | day{s)

¥ Exclude these file extensions: {(case insensitive, separated by comma ')

tmp temp, wtmp blk dat,qgold,gtmp

Emply Netwaork Recycle Bin

Clicking [Empty All Network Recycle Bin] will delete the files in all network recyele bins.

Empty &l Network Recyde Bin

e R
. "Empty All Network Recycle Bin(
)
. @Recycle
"RECOVER( )"
. @Recycle
"Del (from recycle)"
. "Empty Recycle Bin(
)
, "Control Panel(
)" > "Privilege Settings( " > "Shared Folders( )" ,
"Action( )" "Property( )" "Restrict the access of Recycle Bin to
administrators only for now( )"
: "@Recycle" "
" . usB/
eSATA

137




6.7 Qsync

Qsync

QNAP Turbo NAS
Qsync

Turbo NAS

Event Logs
Team Folder
Shared File Links

EDeEDIPRFEH

Wersion Control

wn Conigaster
4 Faverlles

Tl Qrfibe APP = Beos Oy files.

Ta staen sychioening files, el One vsines 64
i SOMEURE.

@ synchronizing over internet
R oud

Setup myQAPCoud for gmchionizng files over
mtamat.

Manage Qsync files from browser

2 Share
B mecyele Bis

Manage Qavne Ale o restiee deeed file fram
[T

Qsync
1. NAS
2. Qsync

1. NAS
Qsync
NAS "
NAS

2. Qsync
Qsync

Qsync

. Qsync

, Qfile )
NAS(Qsync ) (

LS nsn "s " n

n n ( NAS
>r ) QNAP
n > n n > " ll-

(Windows )

Qfile (i0S Android )
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3. NAS

NAS Qsync
LAN NAS " IP
192.168.1.100) .
NAS ( ) myQNAPCloud
andy@myQNAPcloud.com).
NAS IP
IP ( : 8080)
Qsync
Windows Qsync Qsync
Qsync
Qsync (Qsync
) PC
.Qsync Qsync
NAS Qsync
1. PC Qsync .
2. (Qfile), Qsync
3. NAS File Station Qsync
o Qsync " " Qsync
Explore
e Qsync LAN 50G
e Qsync SAMBA, FTP AFP
Qsync
o Qfile
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1P :10.8.1.20

, Qsync
Windows

. File Station

Qsync

NAS

File


mailto:andy@myQNAPcloud.com

Qsync

Windows

NAS

@

1. Qsync
2.
3. SSL

Qsync

)
(NAS

myQNAPclo

NAS
myQNAPcloud

, File Station

, Qfile

NAS

Qsync

NAS
NAS

ud
NAS

NAS

> NAS

LAN

Qsync
Qsync " "
Qsync
"myQNAPCloud" NAS
> myQNAPcloud )-
) myQNAPCloud
( :andy@mnyQNAPcloud.com).
LAN
LAN
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Qsync Qsync Qsync

1. NAS Qsync Qfile

APP Store Qfile
2. Qfile
3. " "
5. NAS
6. .
7. " "(/Qsync/ ) " "
8. .
9. "WiFi " Wifi 3G
10. Qsync Qsync

Qfile

05:19
2013/5/14
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Exit

Open Qsync folder

Wiew files by the web browser
Sharing & File Update Center
Recently changed files

My-MASD3 - 244 MB used, 145 GB free

Pause syncing
Sync with MAS now

All files are up to date

Preferences...

QO

NAs
. Qsync : Qsync
: File Station(
/
NAS : Qsync
i
ii.
i. :
ii. : Qsync
i :
ii. NAS
i.
1).
2). NAS
3). NAS
4). NAS
ii. : Qsync
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NAS
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Qsync

(NAS)

Qsync

. NAS



2).
3).
iii. : Qsync
d.
i. : . NAS SMTP
(NAS ) SMTP
e. :
i : USB
USB DCIM
File Station . File Station Qsync
"Previous Versions( )" "More
Action( )" > "Previous Versions( )"
"Show Right Panel( ">"Version( )"
Qsync . Qsync
"Previous Versions( )"
"Restore( )"
e "Download( )"
e "Delete All( )"
e "Refresh( )"
Qsync "More
Action( ">"Show Deleted Files( )"
Qsync "Previous Versions( )"
"More Action( ">"Previous Versions( )"
"Show Right Panel( )" > "Version( )"
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"Restore( )"

e "Download( )"
e "Delete All( )"
e "Refresh( )"
: "Delete All( )" "Refresh(
)II
"Hide Deleted Files(
)" "More Action( ">"Hide Deleted Files(
)ll
, NAS Qsync
"Version Control( )"
"Enable version control( )"
. "Enable version for my Qsync folder(Qsync
)II
Qsync
"Assign specific subfolder under the Qsync folder(Qsync )"
"Add( 5 .

llDelete( )ll llAppIy( )ll

"Apply All( )"

"Disk Used for Version Control( )"
"Check( )"
. "Apply( )" "Apply All( )"
Qsync
NAS Qsync
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b. Qfile

Qsync
. PC
c. File Station Qsync

Station

File Station

Qsync

"Qfile- Android"
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7.

"Control Panel(

">"Applications(

)"

NAS

'\(_. - =

Control Panel

o8

& System Settings C
A Pprivilege Settings

H Network Services

My station Manager

& Backup Station

W Tunés Server
 DLNA Madia Server
&3 Multimedia Managem
(& Transcode Managem
® Wab Server

4 LDAP Server

i VPN Serace

@ MySQL Server

[F1 Syslog Server

W Antivinus

¥ RADIVS Server

& TFTR Server

Applications

a

Sxabion
Manager

”

VPN Servce

Backugp
Station

-

MySQL Sarver

e

iTunes Sercer DLMA Media
Server
n )
oy #
=1 . ]
e -
Syslog Server Ankivirus

@

Web Serves

._ : @

Mulmedia Tranacode
Management Management

"

TFTP Server

ey

RADIUS
Sarver

&

T.-
LDEP Server

g

m

e Tunes
e DLNA

. [153)
e LDAP

e VPN

e MySQL

e Syslog

160

[163)
[163)
[168)
° 169
e RADIUS fi73)
e« TFTP 7

99 5
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7.1

QNAP
Photo Station Migic Station Multimedia Station Fila Station Download Station Surveillance Station
¥ Enable Photo Station
After enabling khis service, you may dick one of the following Iinks to enter Photo Station.
Regular login (http:/1172.17,.32.176:8080/photo/)
2acure login (Mtps:/i172,17.32,176:443/photof)
Apply
.-ME
"Enable Photo Station( )"
. "Show the photos of
Sharing Management on the login screen( )"
Ro?
: NAS QTS 4.0 2
"Enable Music Station( )"
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"Enable Multimedia Station( )"
, "Rescan Media Library( )"
"Enable File Station( )"
[193
"Enable Download Station( )"
23
Surveillance Station
"Enable Surveillance Station (Surveillance Station )"
Surveillance Station QNAP
(http://license.gqnap.com)
o NAS . NAS
QNAP License Store (http://license.qnap.com/)
o NAS IP ,
. QNAP ( > >
"Surveillance Station Pro ™).

Windows

Mac

QNAP

IE 10, Chrome Firefox

QNAP Surveillance Client for Mac(Mac QNAP
. QNAP Surveillance Client for Mac(Mac
) http://www.qnap.com/download

"License Management( )"
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http://www.qnap.com/download

7.2 iTunes

NAS Qmultimedia/ Multimedia mp3 iTunes
. LAN iTunes NAS ,

iTunes , iTunes(www.apple.com/itunes/)
NAS Qmultimedia/Multimedia

A4 g m & 2 6 & ¥

Station Backup iTunes Server  DLNA Media Media Library Weab Server LDwP Server VPN Service
Manager Station Server

After enabling iTunes server, all the Tunes cients on the same subnet can play the music files in "Multimedia” folder on the
sarver,

[¥] Enable iTunes Server

[#] after enabling this service, click the following link ko enter iTunes Wieb Server configuration page,

Usermame: admin

Password: =« ---
%
: iTunes 1 X70U, x79
Pro  x79U. iTunes [39) "System Administration(
)ll
iTunes , iTunes
http://NAS-IP:3689/index.html. PC NAS LAN PC iTunes

. "SHARED( )" NAS
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7.3 DLNA

QNAP Turbo NAS DLNA : QNAP
Twonky DLNA
¥ Enable DLMNA Media Server (Beta)
Service Name: MNASDIEET3
Select default user account: | admin *|
MNote:
DLNA Madia Server requires Media Library to be enabled. Pleaase configure the sattings in “Applications”™ > "Multmeadia

Management”

settings.

¥ Enable TwonkyMadia DLNA Server

[¥] after enabling this service, dlick the following link to enter DLNA Media Server configuration page

01—

Thie displayed contents of DLNA server will be based on the system administrator account permissions and media library

Multimedia
Shared Folder[114(

QNAP DLNA Media Server QNAP , Twonky Media DLNA Server
. DLNA QNAP DLNA Media Server NAS
, QNAP DLNA Media Server
Media Library
Management( )
)
DLNA Twonky DLNA NAS

(http://NAS 1P:9000/)
http:// NAS 1P:9000/
)" >"Basic Setup( )"
Multimedia
. "Basic Setup(

(TwonkyMedia
Qmultimedia

)ll
mp3, NAS

)" > "Sharing(

TwonkyMedia DLNA
. "TwonkyMedia Sefttings
. NAS

">"Content Locations(

, "Rescan content directories( )"

"Restart server( )"
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7.4

Evanninw Media Library Media Foldar

You can manage the settings of the Madia Library here. The Media Library can scan multimedia files, such as photos, music and
videos, from designatad media folders and index them. Thumbnails of those multimedia files will be generated automatically to
enhance your user experience as you browse through multimedia files in their correspanding applications.

Supported Services

Photo Station Music Station
Video Station @ DLMA Madia Server

[ )
O
(@]
o : "Scan now( )"
. : - UTF
( , NAS )-
, "Deactivate Media Library( )"
Photo Station, Video Station, Music
, DLNA Media Server
, "Activate Media Library( )"
"Deactivate Media Library( )"
Media Library( )" ).
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e Xx70U, x79 Pro  x79U iTunes Server

.iTunes , [39)
. Photo Station
DLNA Media Server
. : 400
Multimedia( )" "/Home( )" NAS
NAS
). , "Add( )"
, lIAdd( )ll i
"Apply( )"

"Delete( )" "Apply( )" ‘
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7.5

(240p, 360p, 480p, 720p and

1080p) . NAS File Station, Photo Station, Video Station
H.264 (MP4 )
M Folder Monitanng
Transcode function provides video conversion for you to play videos smoothly from different devices. You can convert a wideo
through File Station, Photo Station, or Video Station.
Fil2 name Resalution Status Action | Finish Time «
fmovie/TEST/The Hobbit.mp4 240p, 360p, 720p Succeadad 2013/10/30 14:25 °
fmovie/TEST/The Dark Knight Rises.mp4  240p, 360p, 720p Succeeded 2013/10/30 14:37
Smevie/TEST Sucker Punch.mp4 240p, 360p, 720p Succeaded 2013/10/30 14:46
fmavie/TEST/Star Trek Inta Darkness, 2 240p, 360p, T20p Succeeded 2013/10/30 14:53
fmovie/TEST/hddwd_demao_1080p.mkov 240p, 360p, 720p Succeeded 2013/10/30 15:00
fmovig/TEST/big_buck_bunny_1080p_h 240p, 360p, 720p Succesdead 2013/10/30 16:12
fmovie/TEST/GI loe 2 Retaliation Trader 240p, 360p, 720p Succeeded 2013710430 16:28
/Download/1/)ohn Carter. mp4 240p, 360p, 720p Succeeded 2013/10/30 18:10
/Download/1ack the Giant Killer.mp4 240p, 360p, 720p Succeeded 2013/10/30 18:21
/Download/1/Inception.mp4 240p, 360p, 720p Succeeded 2013/10/30 18:33
fDownload/1/Tron Man 3.mp4 240p, 360p, 720p Succeadead 2013/10/30 18:53
fmavie/Jack the Giant Killer.mpd 240p, 360p, 480p, Succeeded 2013/11/18 16:23 «
LRIl | Remove All Incomplete Tasks || Remove All Complete Tasks || Refresh

e Stop Transcoding( ):

* Remove All Incomplete Tasks( ):

e Remove All Complete Tasks( ):

¢ Refresh( ):

@ @ Priority(
)

@ Remove( )
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: File Station, Photo Station Video Station

. "Add( )"
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7.6

"Control Panel( )" > "Applications(

)" > "Web Server(

Web Server Virtual Host
e ———————————

Web Server

after enabling this function, you can upload the webpage files to
¥ Enable Web Server 3
Port number: 80

register_globals: ) On ® Off

v Enable secure connection (S5L)

Port number: BO81

[ Enable webDav

bitp://372.17.32.176:80/

Web™ network share to publish your website.

After enabling this serace, dick the following link to enter to Web Sarver,

bitps:/f172.17.32.176:8081/
Apply
=Arpiy Al
NAS . NAS
Joomla!, PHP  MySQL
1. 80
2.

a. register_globals : register_globals

php register_globals

b. : "Restore(

)ll
c. php.ini : "php.ini Maintenance(php.ini
3. (SSL): SSL
4., HTML NAS (Qweb/ Web)
index.php
5. http:// NAS IP/

http://NAS 1P:8080

php.ini
. index.html, index.htm

NAS
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O Music Station, Photo Station, Happy Get, QAirplay

e PHP mail() "System Sefttings( )" > "Notification( ) >

"SMTP Server(SMTP )" SMTP
WebDAYV

WebDAV(Web-based Distributed Authoring and Versioning) HTTP(S)

NAS PC
"Privilege Settings( )" > "Shared Folders(
)ll
WebDAV NAS AD LDAP

NAS PC , WebDAV
1. "Privilege Sefttings( ">"Shared Folders( > > . "Action( )"

"Access Permissions( )" .
2. "WebDAV access(WebDAV )"

- "Apply( )"

3. WebDAV NAS

Windows XP
1. " " " ...ll
2. "Sign up for online storage or connectto a network server(

)"

3. "Choose another network location( )" .

4. NAS URL . URL "#" . "Next(
)" . : http://NAS_IP_or_HOST_NAME/ SHARE_FOLDER_NAME/ #

5. WebDAV

6.

7. .

8. WebDAV : "

Windows Vista
Windows Vista , "Software Update for Web Folders (KB907306)"

. 32 Windows OS .http://www.microsoft.com/
downloads/details .as px?Familyld=17¢c36612-632e -4c04-9382-987622ed1d64&dis playlang=en
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How

© o N o O

. "Connectto a Web site that you can use to store your documents and pictures(

)"
"Choose a custom network location( )"
NAS URL . : htip://NAS_IP_or_HOST_NAME/
SHARE_FOIL DER_NAME

WebDAV

HTTP/WebDAV

Mac OS X

w

Mac OS X WebDAV NAS
: Mac OS X Snow Leopard (10.6.1)

. "Finder( )" >"Connect to Server( )" URL

: http://NAS_IP_or_HOST_NAME/ SHARE_FOLDER_NAME
WebDAV
HTTP/ WebDAV

Mac OS X 10.6 10.4

Ubuntu

1.
2.

3.

Ubuntu WebDAV NAS
: Ubuntu 9.10
"Places( )" >"Connectto Server...( )Y

NAS "WebDAV (HTTP)" "Secure WebDAV (HTTPS)"

. WebDAV
. "Connect( )"
WebDAV ,

MySQlL

phpMyAdmin NAS MySQL

URL

: MySQL "root" . "admin" . phpMyAdmin

SQLite

SQLiteManager

SQLiteManager- *.tar.gz?

SQLiteManager-*.tar.gz .
SQLiteManager-* \\NAS IP\Web\ or \\NASIP\Qweb
http://NAS IP/ SQLiteManager-*/
o 7 ™" SQLiteManager
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7.6.1

(32 ) NAS

WAN/ LAN IP

sitel.mysite.com WAN IP: /Qweb/site1_mysite = Joomla!
111.222.333.444

site2.mysite.com LAN IP: 10.8.12.45

/Qweb/site2_mysite = WordPress

www.mysite2.com (NAS) /Qweb/ phpBB3
: 80 (NAS) www_mysite2
o : "Applications( )" > "Web Server( )"
e DNS : NAS WAN IP DNS
o " 80 , 80 NAS LAN IP (10.8.12.45)
e SSL : SSL SSL
, "System Settings( )" > "Security( "> "Certificate &
Private Key( )"
1. "Enable Virtual Host( )" "Apply( )"
2. "Create Virtual Hos{( )" .
3. (Web Qweb ) .
4, (HTTP HTTPS) . HTTPS , "Enable
Secure Connection (SSL)( (SSL))"
5.
6. "Apply( )"
7. NAS
8.

(site1_mysite, site2_mysite, and www_mysite2)
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Organize « Burn Mew folder

4 g Downloads
4 | Web Sites
M Joomla
. phpBB3
8 WordPress

Copying 4,978 items (1

from Joomla (C:\Users..\Joomla) to sitel_mysite (P:\sitel_mysite)

About 3 Minutes and 30 Seconds remaining

@;‘ More details

http://NAS_host name
https://NAS_host name . URL

http://site1.mysite.com
http:// site2.mysite.com

http://www.mysite2.com

Joomla!, phpBB3  WordPress
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7.7 LDAP

NAS LDAP NAS
LDAP Server Lsars GrOUpS Backup/ Restore
¥ Enable LDAP Server
Full domasn name: my-demain.com
Password:
Verify password:
Rt DN: cn=admin,dc=my-domain,dc=com
Users base DN: ou=paople, de=my-domain,dc=com
Group base DN: ou=group,dc=my-domain,dc=com
Initialize LDAF database: Initialize {Delete all users and groups from the LDAP server)
Enable this NAS to be the client of the LDAP senvice: [
Appl
T .
LD AP
LDAP
1. LDAP :NAS "admin" . "Applications( )" > "LDAP
Server(LDAP )" LDAP . LDAP LDAP
, "Apply( )" :
2. LDAP "Users( )" , "Create a User( )"
"Create Multiple Users( )" "Batch Import Users(
)" LDAP . LDAP
, NAS . LDAP NAS
3. LDAP NAS LDAP NAS , NAS LDAP
. "Privilege Sefttings( )" > "Domain Security( )" . "LDAP
authentication(LDAP )" "LDAP server of local NAS( NAS LDAP )"
"Apply( )" NAS LDAP
. , "Privilege Settings( >
"Users( )" "User Groups( )" "Domain Users(
)" "Domain Groups( )"
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4. LDAP 2 NAS
LDAP LDAP NAS
LDAP , NAS
Security( )"
"LDAP server of a remote NAS( NAS LDAP
NAS DNS IP , LDAP
- "Apply( )"
LD AP /
NAS LDAP
, NAS
exp "Import( )"
o LDAP ,
o , LDAP

"Privilege Settings(

. "LDAP authentication(LDAP

)"

, "Back up Database(

161

. LDAP
. "Apply(

NAS

NAS

NAS

NAS

)" > "Domain

LDAP
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7.8 VPN

NAS NAS
(VPN)

VPN Server Seltings VPN Clignt Management Cannaction List

General Settings

Select a network mterfc:i(e to connect to the desired network which the MAS belongs to. You can forward the VPN ports on the

rauter by Auto Router Configuration, and alsa replace the WaN IP by myQMNAPcloud name for connaction.
Metwork interface: Ethernat 1 A
myQMAPcloud name: The mygiAPcloud service is disabled, please enable myQhAPcloud Service first.

PPTP Seftings

The PPTP server allows users to access the LAN remotely. Use the default setbings or speafy the settings manually. To
understand more, please chack: (hitp:/fwww, gnap.com/go/ootn. hkml)

] Enable PPTP VPN server
VPN dient IP poal:
Advanced Settings ¥

OpenVPN Settings

An OpenVPN client software is required on the remote PC, Use the default VPN settings or configure the settings manually. To
understand more, please check: (http:/fopenvpn.net/)

[0 enable OpenVPN server
VPN dient 1P pool: : 1 N -

PRl L.
NAS VPN
1.
2. PPTP OpenVPN
3.
4. myQNAPcloud
5. VPN
6. VPN
VPN
1. Sadmin” NAS "Applications (
)" >"VPN Service(VPN ">"VPN Server Settings (VPN )"
. "General Seftings( )" , NAS
2. PPTP OpenVPN :NAS VPN PPTP OpenVPN
o PPTP: (PPTP) VPN
. Windows, Mac, Linux, Android iPhone .
o OpenVPN: OpenVPN SSL VPN
. OpenVPN ,PC  OpenVPN
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"Download Configuration File( )" NAS VPN

, / OpenVPN
3. :NAS  UPnP(
) . "myQNAPcloud" > "Auto Router
Configuration( )" UPnP
PPTP OpenVPN .
4. myQNAPcloud ‘WAN IP myQNAPcloud NAS
. myQNAPcloud myQNAPcloud https ://www.
mygnapcloud.com .
5. VPN :"VPN Service(VPN ">"VPN Client Management(VPN
)" "Add VPN Users (VPN )" . NAS
. VPN (PPTP, OpenVPN )
. "Add( )" .
o VPN : VPN VPN
NAS
o NAS IP PPTP VPN 10.0.0.1
e OpenVPN , myQNAPcloud
OpenVPN .
o PPTP , PPTP
. PPTP TCP-1723 . UPNnP
VPN
Windows 7 PPTP
1. "Control Panel( )" > "Network and Sharing Center( )"
. "Setup a new connection or network( )"
2. "Connectto a workplace( )" "Next( )"
3. "Use my Internet connection( ) (VPN)"
4. MyQNAPcloud NAS WAN IP
"Next( )" .
5. VPN NAS . "Connect( )"
Mac OS X 10.7 PPTP
1. "Apple menu(Apple ">"System Preferences( )" "Network(
)" .
2. "Add( ) ()" "VPN"
3. NAS VPN )
4. "Server Address( )" myQNAPcloud NAS WAN IP
"Account Name( )" , NAS
5. "Authentication Settings( )" ,
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6. "OK( )" , "Connect( )"
iOS 5 PPTP
1. "Settings( )" >"General( "> "Network( )" "VPN"
2. "Add VPN Configuration(VPN )"
3. "PPTP" , , ,
4. "Settings( )" > "General( "> "Network( )" > "VPN" "VPN"
Windows OpenVPN
1. http://openvpn.net OpenVPN
2. Windows OpenVPN C:\ Program Files\
OpenVPN
3. OpenVPN GUI
4. NAS OpenVPN ("Application Servers(
)" > "VPN Service(VPN )" >"VPN Server Settings (VPN )" >"OpenVPN
Settings (OpenVPN )").
5. openvpn.ovpn "OPENVPN_SERVER_IP" OpenVPN IP .
6. "ca.crt" '"openvpn.ovpn" OpenVPN (CA\
Program Files\OpenVPN\config).
: OpenVPN Windows 7 , OpenVPN
Linux OpenVPN
1. http://openvpn.net/index.php/open-source/downloads.html OpenVPN

w

o o A

Mac

Linux

OpenVPN

. NAS OpenVPN

)" > "VPN Service(VPN
Settings (OpenVPN )").
openvpn.ovpn

"ca.crt"
OpenVPN

"openvpn.ovpn"

OpenVPN

("Application Servers(

)" >"VPN Server Settings (VPN

"OPENVPN_SERVER_IP" OpenVPN
OpenVPN

1. http://code.google.com/p/tunnelblick/ OpenVPN

w

o o

. NAS OpenVPN

)" >"VPN Service(VPN
Settings (OpenVPN ").
openvpn.ovpn

P
"ca.crt"
OpenVPN

"openvpn.ovpn"

IP

)" > "OpenVPN

("Application Servers(

)" > "VPN Server Settings (VPN

)" >"OpenVPN

OPENVPN_SERVER _IP(alfred.mygnapnas.com) OpenVPN

OpenVPN
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7.9 MySQL

MySQL

MySOL Server

You can enable MySQL server as the website database.
¥ Enable MySOL Server
Enable this opbon to allow remote connection of MySQL server.
[ Enable TCP{IP natworking
Port number: 3306

Mote: You can mstall the phpMyadmin package to manage your MyS0L server. To install the phpMyadmin, please click here

Database Maintenance

You can reset the database password or re-initialize the database.

Resat Root Password Re-Initiahze Databasa

tpply
e TCP/IP : NAS MySQL

MySQL NAS

, MySQL .
3306 . NAS Qweb/ Web phpMyAdmin
. http://NAS IP/ phpMyAdmin/ phpMyAdmin
MySQL

o : MySQL "admin"

o : MySQL
o TS-x39/509/ 809 CD

(http://www.qgnap.

com).
e phpMyAdmin . MySQL Server

http:// NAS IP/
. phpMyAdmin
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7.10 Syslog

NAS Syslog , Syslog Syslog
S
Sarver 5&% Filter Settings Syslog Viewer
Server Settings

[#] Enable Syslog Server
¥ Enable TCP
TCP port: 514

~ Enable uoP
UDFP port: 514

Log Settings

Maximum log size (MB): 50

Log file: Download ¥ | [ |messages

Email Motification
If the severity of a recaived log message is higher the selected seventy level, the system will send an alert email

automatically.
Enable the email notification

Mote: The SMTP sarver must be configurad first for alert mail delivery. Click this to configure the SMTP server

Apply w
. : NAS Syslog syslog
Syslog . NAS (Tep UDP)
syslog . 514
. "Apply( )" . NAS syslog ,
syslog NAS IP syslog server IP syslog
. : Syslog (1-100 MB), (NAS ),

. , MyLogFile_yyyy _mm_dd,
MyLogFile_2011_12_31 .
MyLogFile_yyyy- mm-dd, MyLogFile_2011- 12- 31
MyLogFile_yyyy mm_dd.[ |

, MyLogFile_2011_12_31.1, MyLogFile_2011_12_31.2, . "Apply( )"

’
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i : NAS syslog

( 2 , "System Settings( "> "Notification( "> "Alert Notification
( " . "System
Settings( "> "Notification( ">"SMTP Server(SMTP )" SMTP
"Applications( ">"Syslog Server (Syslog
">"Server Sefttings ( )"
"Apply( )" :
0 : .
0-4 syslog
1 .
1-4 syslog
2 .
2-4 syslog
3 .
3-4 syslog
4 .
4 syslog
syslog .
syslog NAS syslog
1. "Add a New Filter( )" .
2. "Add ( )" . ,
"Manual Edit( )" "Apply ()"
3. . NAS syslog

aooi

Syslog
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NAS syslog syslog .
. "Syslog Server (Syslog > >
"Server Settings ( )" >"Log Settings ( )"
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7.1

Cherview Scan Jobs Reports Quarantsne
Antivirus
¥ Enable antivirus Legacy 2
Virus definitions: 2013/11/25 18:47
Last virus scan: 2013/12/09 00:00:01

Last infacted filz found:

Status

Update

Check and update avtomatically. Frequency in days:

Online update Update now

Manual update [ =.cvd J: Browse...

Impart

Update file available at: Tt P I L

_AEply,
i : NAS ,
"Enable antivirus( )" "Apply( )"
. : "Check and update automatically( )"
"Update Now( )"
http://www.clamav.net
. NAS
o : NAS "Application Servers(
)" > "Antivirus ( )" > "Quarantine( )"
: : "Enable antivirus( )"
App Centerl24h QTS
NAS 64
1. "Application Servers( )" > "Antivirus ( )" >"Scan Jobs(
)" . "Add a Scan Job( )"

"Add( )"
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3. : , "Delete (X)"

"Next( )" . "Next(
)Il i i n n
4.
. "Exclude files or folders( )" ,
o /Public/testfile.txt
o /Download
o *.log
o *.exe *.com
o *.ixt; "Next( )" .
5- "NeXt( )ll
o (1-4096 MB)
o , "Scan compressed files( )"
. (1-4096 MB) .
o MS Office Mac Office , RTF, PDF, HTML , "Deep scan for
document files ( )" .
6. "Finish( "
o : "Reports( )"
(@]
"Reports( )" "Quarantine(
)ll /
(@]
o , "System
Seftings( )"> "Notification( )" >"SMTP Server(SMTP )" SMTP
"Finish( )"
7.
@ WordPad
NAS

170



@ . WordPad
o (1-999)
e "Archive logs after expiration( )"
- "Apply All( )"
NAS

() | |
)
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7.12 RADIUS

NAS , , RADIUS (Remote
Authentication Dial In User Service)

Server Setlings RADIUS Chents RADIUS Lisars

] Enable RADIUS Server
Mote: RADIUS server only supports PAP, EAP-TLS/PAP, and EAP-TTLS/PAP authentication schames for system user accounts
ppnly Al
1. "RADIUS Server (RADIUS )" > "Server Settings ( )" NAS RADIUS
- "Apply( )" -
2. "RADIUS Server (RADIUS )" > "RADIUS Clients (RADIUS )" NAS Wi-
Fi VPN RADIUS . RADIUS 10
."Create a New Client( )"
3. "Apply( )"
4. .
5. "RADIUS Server(RADIUS )" > "RADIUS Users(RADIUS )" RADIUS
. RADIUS
. NAS RADIUS NAS

. Users 118 ) " "
6. . (a-z A-2) (0-9)

. 8-32 (a-z, A-Z, 0-9 ) . "Apply( )" .
7. NAS . NAS NAS

RADIUS
"Apply( )"
: RADIUS NAS PAP, EAP-TLS/PAP, EAP-TTLS/PAP
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7.13 TFTP

NAS
TFTP (Trivial File Transfer Protocol) .TFTP FTP
. TFTP FTP
. TFTP FTP

¥ Enazble TFTP Server
UDP port: &0
You need to specify 3 root directory for the TFTP server.,
Root diractory: (Public w
¥ Enable TFTP logging

The log file{s) will be saved in the selected folder. If the size of a log file exceeds 1MB, the file will be archived
automatically,

Save log files in: JPublic 2E
Access night: Read anly A

Allow TFTP access from:
& Anywhers

Cartain IP range only

%!.:

"Enable TFTP Server(TFTP )"
UDP 69
NAS TFTP .
TFTP : TFTP (opentftpd.log)
. Windows Microsoft Excel, WordPad Mac

AN~

TextEdit

o

6. IP TFTP "Anywhere(
)" TFTP

7. "Apply( )"

NAS PXE , NAS IP , DHCP
, "Control Panel" > "Network" > TFTP IP , LAN
> "DHCP server(DHCP " "Edit( )" . DHCP
Server(DHCP )
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8. QNAP

QNAP
. [17%
e myQNAPcloud [188)

* File Station[192)

* Video Stationfiod)

* Photo Station[o}

* Music Station[21A

* Download Station[223

* HD Station[223

* Surveillance Station[238)
* App Centerbsh
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8.1

NAS , , Backup Station

Backup Station 209

D &

B Backup Server

Backup files to NAS or Rsyn<

RTRR Sqrver
Tna Maching g:smmi functon, you can backuo the data on the kocal server bo remote NAS, and also allow backup from remobe server to the
sarver,
il Remote Replication Port number: 73
MAS Do HAS Maamum downlcad rate (KB/s)k 0
Ry ™ Enable backup from a remote server to the local hest
— # aBow remote REYNC S4rver to badk up data to Nas
Ugdrnama: e
A Clowud Backup
Password: aneme
Amazon 53
BeshantDrive Apply
Symborm

£ External Backup
Extamnal Drive

UEE One Towch Copy

EIRE
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8.1.1

Rsync
Rsync NAS Rsync NAS
. Rsync 873
.0 .
e Enable backup from a remote server to the local host(
): (NAS) (NAS)

e Allow remote Rsync server to back up data to the NAS( Rsync

NAS ): Rsync (NAS)

Rsync

NAS

RTRR
NAS "Enable Real-time Remote
Replication Server( )"
. 8899 .
.0 . NAS
. RTRR NAS
NAS P . 10
"Allow all connections( )"
1P "Allow connections from the list only(

)ll llAdd( )ll
IP IP IP . "Read Only(

)" "Read/Write( / )" . "Read/Write( / )"

NAS . "Finish ( )"
"APPLY( )" NAS

Time Machine
0Ss X NAS Mac

NAS

3. NAS
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4.
0( )
5. "Apply( )"
Mac
1. Mac "Select Backup Disk( )"
2. NAS TMBackup "Use for Backup(
3. QNAP NAS
o : TimeMachine
o : NAS .
4- IION( )Il
, 120
Mac
, http://www.apple.com
. ( ): Time Machine
o : Time Machine (Time Machine
e Size( ): Time Machine
e Date Modified( ): Time Machine

e Delete( ):

Time Machine

177
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)"

"Connect(

Mac OS

)"
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8.1.2
NAS NAS Rsync
Rsync NAS NAS Rsync .
NAS "Main Menu( ">"Backup Station( ">"Rsync Server(Rsync
)" NAS Rsync
1. "Create a Replication Job( )"
2. NAS Rsync " "
3. 1P , ;
873 . /
i llTest( )Il llApply( )II
4,
5.
IlAdd( )Il
6. "Backup frequency( )"
7. "Options( )"
"Apply( )"
o : . "Allow SSH
connection" in "Network Services( SSH )" >"Telnet/ SSH(
/SSH)" SSH
o Activate file compression( ):
WAN
o Perform incremental replication( ):
NAS . '
o Delete extra files on remote destination( ):
( )
o Handle sparse files efficiently( ):
8. "Apply( )"
NAS
: 5
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@ Rsync ( ).
"Options( )"
e Timeout (second)( ()
e Number of refries( ): NAS
e Retry intervals (second)( ( )N:
, 600 , 3 , 60
.NAS 60
NAS 60
RTRR
(RTRR)
( NAS NAS, NAS FTP ,
)' I
NAS , NAS RTRR ("Main Menu(
Station( )" > "RTRR Server(RTRR D) FTP
Menu( )" > "Control Panel( )" > "Network Services (
NAS
Intel NAS v3.5.0 64*
v3.5.0 32*
ARM ( Intel ) NAS v3.5.0 RTRR
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, 600

NAS

">"Backup
("Main
)ll > llFI—Pll) .



v3.5.0 8*

5
NAS http://www.gnap.com
Intel NAS TS-x39 , TS-x59 , TS-x69 , TS-509,
TS-809, TS-809 Pro, TS-809U-RP, SS-439 Pro, SS-839
Pro, TS-x59 Pro+, TS-879 Pro, TS-1079 Pro, TS-879U-
RP, TS- EC879U- RP, TS-1279U-RP, TS- EC1279U- RP
ARM ( Intel ) NAS TS-x10, TS-x12, TS-x19
. "Create a Replication Job( )"
2. "NEXT( )u
3- "NeXt( )u
O b
" (NAS FTP )
. (NAS FTP )
O b
4. IP . (FTP RTRR
NAS ; NAS ).
o FTP : SSL/TLS( ) FTP
. FTP ,
/ n "
o RTRR NAS : RTRR IP
. RTRR
8899 . RTRR L "
6. 5 . "Add( )"
7. ,
o Replicate Now( ):
o Periodically( ): . 5
o Hourly( ): . 1 ,
1:01, 2:01, 3:01...
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10.

o Daily( ):

Weekly( ):

o
o Monthly( ):
o 1 : 1
QTS 4.1 , RTRR FTP
()

7 " L ll1 "
RTRR Rsync Bandwidth Control(
NAS QNAP NAS

)Il i
o Delete extra files( ):
o Detectsparse files( ):
o Checkfile contents( ):

o Compress files during transmissions(
. CPU
o Ignore symbolic links( ):

o Extended attributes( ):
o Timeout and retry settings(

o File size( ):

o Include file types( ):
o Exclude file types( ):
o File date/time( / ):

3.6

"Configure policy and filter(

181
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2 02:02

_FTP

FTP

"NEXT(



11. "Next( )"
12."Finish( )"

; download logs( ).
"Options ( )"
"Event Logs( )" "Download Detailed Logs( )"
. SMTP NAS ("System Settings( "> "Notification(
)")
"Policy( )" , "Filter( )" RTRR
"Action( )" "View( )"
. "Download Logs( )"
. Microsoft Excel
. "Options ( ">"Event Logs( )" "Download Detailed
Logs( )"
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8.1.3

Amazon S3

Amazon S3 (Simple Storage Service) AWS(Amazon Web Services)

. Amazon S3 , NAS Amazon S3
Amazon S3 NAS . http://aws.amazon.com
AWS . , Amazon S3
Amazon S3 ( )
Mozilla Firefox "S3Fox"
Amazon S3 NAS Amazon S3
1- " "
2. .
3. "Upload( )" "Download( )"
Amazon S3 ."Test( )"
4. NAS
5.
6. "Finish( )"
ElephantDrive
ElephantDrive "Enable ElephantDrive Service(ElephantDrive
. ElephantDrive .
"Create( )" . "OK( )" . "OK(
)" . "APPLY( )" . NAS
ElephantDrive . NAS ElephantDrive
ElephantDrive (http://www.elephantdrive.com/gnap)

ElephantDrive .
https ://www.elephantdrive.com/gnap).

Symform
Symform , "Backup Station > Cloud Backup(
Symform" . "Get Started Now( )" Symform
. NAS , , . "Configure(
"Sign- In( )" NAS Symform
Symform
, Symform

, . "Cloud Dashboard( )"

Symform Symform
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Symform :
o TCP : 59234

o TCP : Symform
o TCP
e Symform
NAS
o Symform

, NAS Symform
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8.1.4

NAS NAS USB/eSATA

: NAS "External Device(
)" > "External Storage( )"

1. NAS USB eSATA ( )

2. "Create a new job( )" .
IINEXT( )Il

@

a. * .NAS  EXT3, EXT4, FAT, NTFS,
HFS+

. "Map this backup job to the volume ID only( ID )"
. NAS USB/eSATA

(on

NAS

a
prd
o
x

=

—

5. ' _"ADD( )" . 5

o Replicate Now( ):
o Periodically( ):
5 .
o Hourly( ): , 01 01
, 1:01, 2:01, 3:01...
o Daily( ): . , 2 2 02:02

o Weekly( ):
o Monthly( ):
o : NAS
7. , "Configure policy and filter( )"
"Next( )" " "
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o Delete extra files( ):

o Detectsparse files( ):

O
o Check file contents( ): 2
o Ignore symbolic links( ):
8.
o File size( ):
o File date/time( / ):
o Include file types( ):
o Exclude file types( ):
9 63
10 "NeXt( )ll
11."Finish( )"
12.
(= /
, "Edit( )" "Settings ( > >
"Schedule Type( )" "Disabled( )" "OK( )"
1. , "Options( )" .
2. "Event Logs( )" "Download Detailed Logs( )"
. SMTP "System Settings( "> "Notification( )"
3. "Policy( )" "Filter( )"
1. , "Options( )" > "Event Logs( )" "Download
Detailed Logs( )"
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2. "Action( )" "View / Download( / )"

3. "Job Logs( )" "Download Logs( )" .
Microsoft Excel . "Options(
)" > "Event Logs( )" "Download Detailed Logs( )"
USB
USB NAS uUSB

TS-809U- RP, TS-879U-RP, TS-EC879U-RP, TS-1279U-RP, TS- EC1279U- RP

USB "Copy( )"
NAS
"USB One Touch Copy(USB )"
UsSB
IIUSB n

o : USB NAS
[ ]

O

(YYYYMMDD) .
YYYYMMDD- 1, YYYYMMDD- 2...

o Copy( ):

o Synchronize( ):
e Handle sparse files efficiently( ):
o : "Add ( )" . 9
o : "Options ( )" , SMS, (IM)
o USB : USB LED NAS USB

8-10

[ ]

O

o : UsSB
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YYYYMMDD- 1, 2 YYYYMMDD-2...

YYYYMMDD
UsSB
NAS USB USB NAS
1. NAS . Qusb/ Usb
2. NAS .
3. "Backup Station > USB One Touch Copy(USB )"
4. uUSB NAS USB
5. . NAS
, NAS

usSB ,
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8.2 myQNAPcloud

myQNAPcloud , NAS IP ,
UPnP . myQNAPcloud NAS
UPnP
NAS
myNAPChoud =288
o r3)
'
" Remote Access Services
O myanapcioud
i Cloud Services
Siom Remote Access Services
ElephamiDvive Awbo Router Configuration VPN DONS Cloud Portal
Amazen §3 3 ! I 5 P o
Open VPN
Enabla the fundhon o allow ONAP Window ublity Create your personal doud to
3coass t0 your NAS from tha mygAPcloud connact allows you publish vanous application
Inbemet wia an UPNP router. Bo establsh VPN connedtions for services at the myQiaPdoud
Eaiune dAts iransfer aver the portal.
LY
ChoisdLink w
- ®
The CloudLink festure slows you
i acceds the fled anthe MAS
and mendor the status by mobds
appE when you ara at homa or
aon the go.
MyCloudNAS NAS UPnP

myQNAPcloud

myQNAPcloud myQNAPcloud
1. "Get Started( )"
2. "Start( )"
3. "Ne xt( )" myQNAPcloud
( "Sign in myQNAPcloud account(myQNAPcloud
)" myQNAPcloud J)
4. QNAP NAS "Next( )"
5. .
6. "Finish( )"
7. .
"Confirm Registration( )"

myQNAPcloud

189




myQNAPcloud "Manage myQNAPcloud Account(myQNAPcloud )"

http://www.myqnapcloud.com ."Enter device name(
)" ID "My Devices( )"
, DDNS ,LAN  WAN IP . "My Account( )"

myQNAPcloud NAS
myQNAPcloud NAS NAS "Go(
»n" NAS
NAS DDNS/
"Remote Access Services( )" > "Auto Router Configuration (
)" UPnP / UPnP
NAS
2 NAS
UPnP "Rescan( )"
"Diagnostics( )" . UPnP NAS
, " "UPnP Router Compatibility Feedback..(UPnP
)" (http://www.qnap.com/go/
compatibility_router.html) . NAS
"Apply to Router( )" . NAS UPnP
NAS
e 3 NAS UPnP NAS
UPNP
o : hitp://www.gnap.com/go/notes.html
o : hitp://www.gnap.com/faq
e UPnP : hitp://www.gnap.com/UPnP_Router_Compatibility_List

DDNS/Cloud Portal

, , File Station NAS

http://www.myqgnapcloud.com
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http://www.qnap.com/go/compatibility_router.html
http://www.qnap.com/go/notes.html
http://www.qnap.com/faq
http://www.qnap.com/Compatible_Router_List
http://www.myqnapcloud.com

NAS

. "Remote Access Service( )" My DDNS NAS
WAN IP NAS myQNAPcloud . myQNAPcloud
NAS UPnP
J QNAP NAS myQNAPcloud : myQNAPcloud
NAS .
. myQNAPcloud NAS 120
1. "Remote Access Services( )" > "DDNS/ Cloud Portal( > >
"Cloud Portal( )" NAS . "Publish( )"
NAS myQNAPcloud . "Private( )" NAS
. myQNAPcloud
myQNAPcloud . NAS
myQNAPcloud (http://www.myQNAPcloud.com)
2. myQNAPcloud 1 6-16 (a-z, A-Z, 0-9 )
NAS myQNAPCloud NAS
3. "Add Users( )" myQNAPcloud NAS
9 NAS .
4. . myQNAPcloud (VPN) /
myQNAPcloud . "Apply( )" . "Apply( )"
5. myQNAPcloud . "Send
Invitation( )" .
6. . "Send( )"
, "System Settings( )" > "Notification( )" > "SMTP

Server(SMTP )"

CloudLink( )
CloudLink  UPnP

QNAP NAS QNAP
"Enable CloudLink (Beta) service("CloudLink( ) )"
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8.3 File Station

File Station . File Station NAS
NAS
File Station CR+X-]

1= NEms a) [EM=l=) Ocesterober [Dcopy T upoad «lshae  \ More Action ¥ xsie 2B

o er 2| gy Multimeds Properies |

r 123 k 3 ; - b

b £ 33333 | | | Sabactad Ibams: 1

= - =& 2

b [ hemes 1 L 1 L J It Tyme: roinar

b [T] HW user manual 2013-11-21 PHOTO: BRecycle 2013-11-12 Sire: . fcanla'nte size

b 5] movie ! 1 o !

. Filg Path: febuitimedia
i ﬁ .%I Modified Date:  2013/11/21 14:56:26

» 1 Public L L_____ L L 1 T, Admin

» ] QTsaa 2013-11-14 L Samples Group: administratars

¥ (1 Recordngs - .

F 1 b =

on o - ==

B Computer :

e ,“'"‘ i NAS_4png  S3NrlPla.  7I7TTRIRT.

=5 Share W S—— L — o R

w| W 4 [Pagel  3f1] F M| Display item: 1-16, Total: 16 | Show 75 |~ Itams
Mama: 3013-11-12 Modified Date; 2013/11/21 14:56:26
Type: Folder Size: -
File Station
File Station File Station File Station
( http://NAS_Name_or_IP/cgi- bin/filemanager.html ).

File Station

t 2t o rer om

(" search a-) == © creaefolder Share 9 More Action ¥
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10

o NAS
)II, llhome(

e Qsync: Qsync

)"

)", "Multimedia(

PC

"Set file/folder level permission(

File Station

, NAS(

/ /
/ , /
/
(
"Favorites ( )"
).
(
; NAS ).
PC /
/
. NAS , "Download(

)", "Public( )", "USB"  "Web( )"

Java JRE

"Calculate Size(

)

"Create(
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NAS

"Favorites (

(Zip)

Ctrl + C: /
Ctrl +V: /
Ctrl + X: /
Ctrl + A /
F2: /

F5:
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/
[ )
[ )
[ )
PC
VLC
( VLC ).
NAS
/
/
(Zip)
ISO iso
iso
.iso iso

"Unmount( )"
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* [ES8 , JAVA File Station NAS

2GB . , JAVA IE 9, Firefox
3.6, Safari5 Chrome .
e Chrome File Station
e ARM NAS , ISO
( ). ISO
e Mac OSX WebDAV #
File Station , File Station ( , )
. Media Viewer(NAS )

10

11
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NAS

x69
/
File Station NAS ,
3 (
2)
[ ]
)u . ( , ,
"Search( )"
[ ]
. ( El il
IIOK( )II
: NAS
/
File Station NAS

"Properties( )"
"Privilege Settings(

"Apply changes to folder(s), subfolder(s) and file(s)(

)ll
( )ll
"Privilege Settings(

"Add( )"

)" >"Shared Folder(
"Advanced Folder Permissions(

)" >"Shared Folder(
"Enable Advanced Folder Permissions(

x70
, ) ( , AVI, MP3.)
1)
"Advanced Search(
’ / )
"Smart File Filter( )"
’ / )
, "Location( )" "L
)" >"Advanced Permissions( )"
)ll
( )
."OK
)" >"Advanced Permissions( )"

)"

"Set( )"
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. "Privilege Settings( )" >"Shared Folders(

)ll
o 1
o .
. "Only the owner can delete the contents( )"
[ ]
"Only the owner can delete the contents( )"
File Station NAS
1. / "Share( )"
2. "Settings( )"
O
o NAS IP
o "Allow file upload to this folder( )"
(
).
o SSI( ) (
).
o "Include the password in the email if the link is sent via email(
)ll
3- "Send( )ll
llSend( )Il
WAN IP .
4. "Publish( )"
o , "System Administration( )" > "Notification(
">"Configure SMTP Server(SMTP )"
o 1000
o . IE 9, Firefox 3.6,
Safari 5, Chrome.
. ( )
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8.4 Video Station

Video Station(2.0) Turbo NAS ( )

. Video Station ,

, , TV
wideo Station 200
0 O = =1 AN = |
[El shared videos Seloctad: 3 , Total: 5 M » - i p
ﬂ Privale Collection Y

& gsync
B video Collection
& Special

8 smart Collection

O Recenthy
Imported Videos

Videos Taken

E Trash Can

Flaase drag & drop the videos

you want ta share here.

Sender: joshualn§gnap.com

To:

Subject

QAP shared a wdeo collection wi
Megsage

Helo! [ have sharad a video Lo
collgction on my MAS to vou.

172.17.32.176 »
| Send Cancel
Video Station
App Center , Video Station (QTS 4.1
) Video Station
1. NAS . NAS
1) PC Mac
NAS [24
i 2) "Shared Videos( )" "Private
Collection( )" , "Imporf( )"( )
PC
Turbo NAS ("Shared
Videos( )" , "/ multimedia( )"
; "Private Collection( )" ""home( )"
). "Video Collection( )" 3)
NAS
o 2GB
o 2GB
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2. Video Station Video Station Video
Station ( http://NAS_Name_or_IP/video/ )-

e Video Station NAS .

e Video Station : MP4(H.264)(mt2s, avi,
mpg, wmy, ts, asf, mtd, mov, m2v, mpeg, 3gp, mkv, mts, tod, mod, trp, mlv, m4v,
divx, flv, rmvb, rm MP4 )

Video Station

Selected: 3 , Total: 5 ¥

2 (
/ /
/ ),
3
4
5
6
° : ,
Home Videos( ), Movies(
), TV Shows(TV ), Music Videos(
)
. Video Station
( )
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. : "Always ask me to enter my password
when accessing Private Collection and Qsync

( Qsync
)ll
7
8
9
10
11
12
: Turbo NAS ("
home( )" "Qsync" )
: "'Thome( )"
Qsync: Qsync
NAS
Video Station .
: . Home Videos( ),
Movies( ), TV Shows(TV )  Music Videos( )
Video Station
( )
( )
e ""home( )" NAS
“/home( )"
J Multimedia Management( )
Privilege Settings( ) "User( )"
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o Video Station
Multimedia Management

- -

1
2
3
, ).
4 b
IISend( )ll
. , "Control
Panel( " > "System Settings( ">
"Notifications( "> "SMTP Server(SMTP )"
5
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. "Select Videos( )"
, "Select Link Format"( )" ,
, LAN IP WAN [P
(myQNPcloud.com myQNAPcloud
myQNAPcloud Service )
HTML ( URL , HTML , vB
Forum Alt Forum ) . "Create
( )ll
. URL
, "Video Property( )" ,
Video Station
1. . "Create New Collection(
)Il
2. "Video Collection( )"
, ( , "Collection
Settings( )" "Share with the public( )"
)
, "Smart Collection( )" "+ . ,
(Home Videos( ), Movies( ), TV Shows(TV )  Music Videos( )
( ) : : :
( , "Collection Settings( )" "Share with the
public( )" )-
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, "Email(

"Sharing(
Videos(
)Il

Station

Play(

VLC

)

NAS

)" , "Publish(
"Sharing Links( )"

o
)" "Email(

"Sharing History(

VLC

SD, 720P HD

90

204

)", "Social Sharing(

)"

1080P Full HD.

NAS
)a
)
"Select
)Il’ llLink(
Video
(VLC

. 240P, 360P, 480P



o "Movies ( )"

, "Multi- select( )"
, Ctrl ,

Video Station Media Libraryfisfy

Video Station

o x86 NAS , "Irecording(

~

" II/ web( )Il
ARM NAS
"/ multimedia( ) "/homes( )"
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. , ""home( )"

NAS (NAS
"home( )" "Private Collection( )"
Video Station
, "Control Panel( )" > "Multimedia Management( > >
Library( )"
Management( )

: Photo Station, Music Station, Video Station DLNA Media Server
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8.5 Photo Station

Photo Station(4.0) Turbo NAS (

Photo Station ,

, NAS

=
&
s

2

Shared Photos
Private Collection
Qsymc

Abbam

=+ 1013-10-28 10;

“+ 2013:10-29 10: 5

85

i

=+ 1013-10-29 10157

“ 2013-11-05 10

4 2013-11-08 10

19

0%

~+ 2013-11-08 11:05

+ 2013-11-08 11

“+ 2013-11-08 19:0

=+ J013-11-11 17

~* 3013-11-11 17

4 7013-11-12 10:

A N1

06

01

L]

37

01

172.17.32.176:8080 &

Send Cancel

Photo Station

NAS Photo Station
. App Center , Photo Station
(QTS 4.1 )
1. NAS . NAS
. 1) PC Mac Qfinder
Connecting to NAS [24
"Shared Photos( )" "Private Collection( )"
"Import( )" PC
Turbo NAS
("Shared Photos( )" ,
"Multimedia( )" "Private Collection(
"/home( )" ). "Album( )"

3)
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Photo Station

bmp (Intel NAS ), ipg, jpeg, gif, png, tif tiff
MP4 (H.264). (avi, m2ts, mpg, mp4, wmy, ts, tp, asf, m2t,
mov, mod, m2v, mpeg, 3gp, mkv, mts, tod, trp, mlv, m4v, rmp4,
divx, flv, rmvb rm) MP4

. 2GB

. 2GB

2. Photo Station Photo Station Photo

Station (http://NAS_Name_or_IP/photo/
).
: Photo Station NAS

Photo Station

’ 1

( Search
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10

11

12

13

14

15

"Bind with Facebook(

Photo Station

)"

Photo Station (http://NAS_Name_or_IP/photo/)

: "Always ask me to enter my password when

accessing Private Collection and Qsync(

Qsync

; GPS

209

GPS

GPS

)

Geotagging



d : Turbo NAS
("/home( )" "Qsync" )

. : "/home( )"

e Qsync: Qsync

NAS
Photo Station

Photo Station

. ( )
]
- )
e "/home( )" NAS
"'home( )" .
. Multimedia Management( )
Privilege Settings( ) "User( )"
o Photo Station
Multimedia
Management( )

? o o

¥
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Photo Station

)"

EXIF / EXIF
/ ’
( il
).
"Send( )"
, "Control Panel( )" > "System Settings
( )" > "Notifications( )" > "SMTP Server( )"
. "Select
Link Format"( )" , DDNS , LAN IP WAN
IP (myQNPcloud.com myQNAPcloud
myQNAPcloud
Service HTML
( URL , HTML , vB Forum Alt Forum
) . "Create Link( )" ,
. URL
, EXIF Date( )
"Create New Album( )"
"Album( )"
( "Album Settings(
"Share with the public( )" ).
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, "Smart Album( )" "+ ,
ki ( b b )
: : (
)" "Share with the public( )"
NAS ( NAS
/
( QTS
) (
)
e Photo Station NAS
( "Control Panel( " > "General Settings(
"Login Screen( )" )-
, , "Email(
, "Publish( )"
Links( )" ;
"Sharing( )"
Photos( )" "Email( )", "Social Sharing( )",
)Il
, "Album( )"
"Settings( )"
Station

Photo Station (http://NAS_Name or IP/photo/)
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)"

"Sharing

’

"Select
"Link(

’

Photo



90 / (

VLC (VLC
).

("Album Settings( )" )
(URL, HTML, vB Forum , Alt Forum

. 240P, 360P, 480P SD,
720P HD  1080P Full HD( )

(PixIr Editor) ( ).

GPS ( ).

, "Multi- select( )"
, Ctrl ,

el @ o 0 €= =
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3 90 / (

llxll

, "Slideshow )"

1 Music Station ("Playlist
( ” )-
Music Station
2
3
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5
6
7
8
9
, EXIF "Large Map( )"
. "Set
Coordinates( )" .
"Photo Map( )" . GPS
GPS GPS
Photo Station Media Libraryftsh(
)
Photo Station
/ b
e x86 NAS , "/recording( ' "/web( )"
ARM NAS
"/ multimedia( )" "/homes( )"
o , "'home( )"
NAS (NAS
"'home( )" "Private Collection( )"
).
o , "Control Panel( )" > "Privilege Settings > >
"Shared Folders( )"
, "Control Panel( )" > "Multimedia Management( )y >
"Media Library( )"
Multimedia Management( )
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: Photo Station, Music Station, Video Station DLNA Media Server
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8.6 Music Station

Music Station 4.0

. Turbo NAS
Music Station
B R : BTN o ==
| J] songs
Artist
Album
Genre
Mowr Playing Heli Seattie SETITArHY 1 MBS Umbrella Beach
Gl City el City wl O
& Private Collection
& Quyn
El playlist
v L Halls Saattls =
A Samples Playhist o
Astiat owl City
Hr My Favorites
Al
Tl Meet You There bk Liva from Los A,
A Album Ar Owl Gity
Year 011
i i Genre Electronic Pop *
ﬁ My Favorite Radio
Disc -
elf ¥
¥ & Itends] Save

There s no musac 0 Now Fleyang™.

Music Station

NAS Music Station
. App Center , Music Station
(QTS 4.1 ) . Music Station
1. NAS . NAS
1) PC Mac Qfinder
Connecting to NAS [24 ; 2)
"Songs( )" "Private Collection( )" ( )
( ) PC
Turbo NAS
("Songs( )" , "Multimedia(
)" "Private Collection( )" "Ihome( )"
). "Recently Added( )"
. 3)

NAS
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®* Music Station NAS
e Music Station
Multimedia Management( )
Multimedia Management[ts%( )
2. Music Station Music Station
Station (http://NAS_Name_or_IP/musicstation/
).

Music Station

5 , NAS ,

Thare is no music in “Naw Flaying™.

@
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3
4 /
5
6
7
8
’ ’ . Songs( )
PC
Multimedia .
: "Now Playing( )"
: "/home"
Qsync: Qsync
, 200
600
|lP|ay|ist( )ll ll+ll
"Now Playing(
)Il
1
"Rating( )"
URL Tuneln Radio
1,024
URL MP3
Tuneln: Tuneln
o "Playlist( )" Y Y S
e "Recently Added( )"
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® Music Station . MP3, OGG, WAV, AIFF, AU, FLAC, M4A
APE.

5 G
1
2
3 "Songs( )"
( )
)
4
IlSend( )Il
"Control Panel( " > "System Settings( » >
"Notification( "> "SMTP Server( )"
5
6
"Link Code( )" ,
, LAN IP WAN IP (myQNPcloud.
com myQNAPcloud
. myQNAPcloud
). "Save( )"

Music Station

Music Station
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, "Playlist( )"

"OK( )" : "Now Playing(
)n , , , ’ ,
( , "Playlist Settings
( )" "Share with the public( )" ).
NAS ( NAS
/
), (
) :
, "Email( )" ,
, "Link Code( )"
’ "Sharing( )" "Songs( )"
"Email( )", "Social Sharing(
)ll, llLink( )ll . ,

) "Playlist( )"
. / /
L] , lllnfo( )u
° b

Ctrl
"My Favorites( )"

Music Station ( )
Music Station . /
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O , "Ihome(
NAS (NAS
"home( )" "Private Collection( )"
o , "Control Panel( )" > "Privilege Settings(
"Shared Folders( )"
, "Control Panel( )" > "Multimedia Management(
Library( )"
Management( )

)" > "Media
Multimedia

: Photo Station, Music Station, Video Station DLNA Media Server
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8.7 Download Station

Download Station

BT, PT, Magnet Link, HTTP/HTTPS, FTP/FTPS

RSS . BT
BT NAS
Downboad Station 200 |
3 seamont Q- ) * T Fiter ~ |24 () 2
B Tasks Name Se Tima Cate Seads Pears Ska
B Ao HEAL TH-DIETS.NET- Mutrition Enfermstion and Resou 1.7 MB 1 1 BIDwg ]
O Oownloading (0) The Men's Heakh Diet 27 Davs to Soulgted Abs, Man 555 MB 4 4 ETDiag
I Pasad 0) (Eboak Heakth Dt Fness) Bodybuldng - Tasty Fat 1.25 MB 2 a BICwa
v Completed (0} Perfect Hedkh Diet - Regam Heakh and Lose Wesght 4.97 MB 3 3 BTOia
Haalth Collection [christian_torments] 61.88 GA 3 E
¥ active (0)
Health Collectapn &1.58 GB 3 3 ETCma
R v ] Haalth Coliection 618568 2 2 ETDiag
Health, Food & Cockbosks 4.24 0B 3 3 BIDwa
B rss Heaith Book Cobection - wiww DietingHub_com L1168 10 10 BIDiaa
Health & Faness Book Colectmon L1 GB 13 13 BTCag
Haalth & Fness Book Colarton L1l GB 2 2 EIRa
Health & Freness 348 KB 1 1 BT0wma
Health & Ftness - A Begniner s CoBecbon (Reviged) 543.68 1 1 ETCeag
hiealth toments 1.36 M8 1 1 BIGiaa
Health Books 350.5 MB 1 1 BTCwg
Dist 5.5 MB 1 1 BIDigg
Health, Mutribon & Ftness ebook colledson - wal 1 15,569 MB 4 4 BTCwag A
2olFoO
:Download Station
’
: PT PT
(libtorrent) PT , App
Center
Download Station
NAS Download Station
. App Center , Download Station
(QTS 4.1

Download Station

).

Download Station

Download Station
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{ BT Search Q- 1

s

!

I
0
[ <)

- T Filter

BT . BT
> "BT" > "BT Search( "Settings( )"
2 URL PC BT
3 BT
4 BT
5 BT BT
6 3 b
7 BT
8
BT
9
10 BT RSS Download
Station
° BT ( £ E) El
, ). , , BT
( )
e BT : BT BT BT
( ) URL
e RSS: RSS

Download Station
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"Settings(

)"

"Full speed(
. "Limited( )"

"System Administration(

HTTP

(Intel

Download Station

"

: NAS

HTTP

: HTTP
NAS

) ARM NAS

FTP
. FTP
J : FTP
(Intel NAS
) ARM NAS
BT
.
o BT
o UPnP
o DHT
DHT(

. BT

)" > "Notification(

HTTP FTP
10 ).

HTTP FTP
10 ).

: UPnP

) DHT

: BT
30 (Intel

(KB/s): BT

(KB/s): BT

(KB/s):
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. SMTP

30 (Intel

30 (Intel

6881- 6889

NAS

UDP

(Intel NAS
) ARM NAS 10



e BT : BT Download Station BT

64 HTTP FTP . "Add
Account( )" . P, ,
HTTP, FTP
"Enabled( )" . "Apply( )" "Cancel( )"
"Edit Account(
)" . "Delete Account( )"
RSS
: RSS NAS RSS
Download Station
1. PC Download Station BT/PT "+
BT/PT URL (HTTP/FTP/Magnet )
2. BT BT )
3. "RSS" RSS . Download Station
RSS
* |ntel NAS 60 (BT/PT 30, HTTP+FTP
30).
e ARM NAS 20 (BT/PT 10, HTTP+FTP
10).
o PC Download Station BT/PT Chrome Firefox
HTTP, FTP, Magnet
HTTP, FTP, Magnet , "Start( )" .
URL ( ). . HTTP/FTP
Magnet . "Use credentials(
)" ( > )
. "OK( )" . NAS
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30

BT
"Edit Downloads( )" BT

/
Download Station "Settings( )' > "HTTP", "FTP" "BT" >
"Bandwidth Limit( )"

"Settings( )" > "Global( )" > "Download Schedule(
. "Full speed( )", "Turn off
( )" "Limited( )"

"Settings( )" > "Global( )"> "Notification( )" "Email( )"

RSS
Download Station RSS
1. "RSS" "+ RSS
2. URL )
3. RSS ,
, "Download( )"
4. NAS

RSS RSS . RSS
RSS , ,

RSS
RSS BT

. , RSS , "Add( )"

. RSS
A )" ).

TV 1 1-26 1x1- 26
1 1 1x1

227



* RSS . NAS RSS

* "Apply( )" "Cancel( )"

o "Delete( )"
BT
"Settings( )' > "BT" > "Bandwidth Limit( )">"Seeding Preferences(
)Il
"Share Ratio( )" "Share Time( )"
BT
BT "Settings( ) > "BT" > "Bandwidth Limit(
">"Seeding Preferences( )" .
"Share Ratio( )" "Share Time( )" BT
BT BT
1.
2. NAS IP DNS DNS
3. 3-5
4. NAS NAT . BT
a. BT NAT . NAS LAN IP
b. NAS UPnP NAT . NAT
UPnP , NAT
NAS UPnP NAT . BT
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8.8 HD Station

HD Station

Chrome

HDMI TV

NAS

Control Panel

200

2% Overview

'$} Lystem Settings
L Privilege Settings
i Network Services
£ applications

4 sration Manager

& Backup Station
W iTunes Server

& DLNA Media Server

@ wab Server

& LDAP Server

H VPN Serace

@ MySOL Sesver

(®} Syslog Server

& Anbivirus

F RADIUS Sarver
W TFTP Server

i Domain Cortroller
(3 NTP Service

£3 Multimadia Management

@ Transcode Management

The HD Station pravedes a portal for users to mstall vanous TV applications such as XBMC and Chrome on the NAS attached te

the TV via the HOMI port and enjoy the muitimedia contents.
Version: 1.0.7

Digable L Upgrade | Rgmaiva

CodexPack CodexPack can speed up the transcoding procass for your Turbo
] NAS. Currently, CodexPack is available only for TS-x70 Pro senes.,

QTranscode No Description Avadable
Wab Papge:

YBMC{Far TS-x70 only) i£ an award-winning lree and open 4o0noe
{GFL) software madia player and entertainment bub for d.ip"tal
madha.Enjoy the comfort of vour iving reom and play mavies,

HAS is now also a home enbertamment hub and a media player!

with the help of Chrome(For T5-x70 only), the QMNAP NAS bangs
andless web content bo wour HBTV. Just sit back, relax and surf the
[nEermet o ¥ ol Couch

TE-x70 anly) on your TV.

Aan appbcation to lat you enter the local NAS{For TS-x70 only)
admenistration web page to wew the NAS funcsons and settngs.

Install Manually

Browse..,

Install

phates, and mus: dirstly an your TV. Pewersd by XEMC, the QAP

= Disabla
» Remive

= Enable
= Remowe

» Disable
= Remowe

= Inatall
= Download

Simply browse and dick to enjoy milions of videos with YouTube(For = Install

= Download

= Inskall
= Download

: HD Station

HD Station

1. HD Station

x69L, x69 Pro, x70  x70 Pro Turbo NAS

. HDMI NAS

o : HD Station 4 .

= QNAP
= MCE
= USB

= Qremote: HD Station

: Chrome
NAS

QNAP

Qremote
USB .
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HDMI TV




. HD Station

o "Applications( )" > "HD Station" "Get Started Now( )"
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10. GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright© 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing itis not allowed.

Preamble

The GNU General Public License is a free, copyleftlicense for software and other kinds of
works.

The licenses for most software and other practical works are designed to take away your
freedom to share and change the works. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change all versions of a program--to make
sure itremains free software for all its users. We, the Free Software Foundation, use the GNU
General Public License for most of our software; it applies also to any other work released
this way by its authors. You can apply itto your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure thatyou have the freedom to distribute copies of free
software (and charge for them if you wish), that you receive source code or can getitifyou
wantit, thatyou can change the software or use pieces ofitin new free programs, and that
you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you
to surrender the rights. Therefore, you have certain responsibilites if you distribute copies of
the software, or if you modify it: responsibilites to respect the freedom of others.

For example, ifyou distribute copies of such a program, whether gratis or for a fee, you must
pass on to the recipients the same freedoms thatyou received. You must make sure that
they, too, receive or can getthe source code. And you must show them these terms so they
know their rights.

Developers thatuse the GNU GPL protect your rights with two steps: (1) assert copyright on
the software, and (2) offer you this License giving you legal permission to copy, distribute
and/or modify it.

For the developers' and authors' protection, the GPL clearly explains thatthere is no warranty
for this free software. For both users®' and authors' sake, the GPL requires that modified
versions be marked as changed, so that their problems will not be attributed erroneously to
authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the
software inside them, although the manufacturer can do so. This is fundamentally
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incompatible with the aim of protecting users' freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to use, which
is precisely where itis mostunacceptable. Therefore, we have designed this version of the
GPL to prohibitthe practice for those products. If such problems arise substantially in other
domains, we stand ready to extend this provision to those domains in future versions of the
GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow
patents to restrict development and use of software on general-purpose computers, butin
those that do, we wish to avoid the special danger that patents applied to a free program
could make it effectively proprietary. To prevent this, the GPL assures that patents cannot be
used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.
'This License' refers to version 3 ofthe GNU General Public License.

'Copyright' also means copyright-like laws that apply to other kinds of works, such as
semiconductor masks.

'The Program' refers to any copyrightable work licensed under this License. Each licensee
is addressed as 'you'. 'Licensees' and ‘recipients’ may be individuals or organizations.

To 'modify’ a work means to copy from or adapt all or part of the work in a fashion requiring
copyright permission, other than the making of an exact copy. The resulting work is called a
'modified version' of the earlier work or a work 'based on' the earlier work.

A 'covered work' means either the unmodified Program or a work based on the Program.

To 'propagate’ a work means to do anything with it that, without permission, would make you
directly or secondarily liable for infringement under applicable copyright law, except
executing iton a computer or modifying a private copy. Propagation includes copying,
distribution (with or without modification), making available to the public, and in some
countries other actvities as well.

To 'convey' a work means any kind of propagation that enables other parties to make or
receive copies. Mere interaction with a user through a computer network, with no transfer ofa
copy, is not conveying.

An interactive user interface displays 'Appropriate Legal Notices' to the extent thatitincludes
a convenientand prominently visible feature that (1) displays an appropriate copyright notice,
and (2) tells the user thatthere is no warranty for the work (except to the extent that
warranties are provided), thatlicensees may convey the work under this License, and how to
view a copy of this License. Ifthe interface presents a list of user commands or options, such
as a menu, a prominentitem in the list meets this criterion.
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1. Source Code.
The 'source code’ for a work means the preferred form of the work for making modifications to
it. 'Object code' means any non-source form of a work.

'Standard Interface' means an interface that either is an official standard defined by a
recognized standards body, or, in the case ofinterfaces specified for a particular
programming language, one thatis widely used among developers working in that language.

The 'System Libraries’ of an executable work include anything, other than the work as a
whole, that:
a) is included in the normal form of packaging a Major Component, but which is not part
of that Major Component, and
b) serves only to enable use of the work with that Major Component, or to implement a
Standard Interface for which an implementation is available to the public in source
code form. A ‘Major Component', in this context, means a major essential component
(kernel, window system, and so on) of the specific operating system (if any) on which
the executable work runs, or a compiler used to produce the work, or an object code
interpreter used to run it.

The 'Corresponding Source’ for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and to modify
the work, including scripts to control those activities. However, it does notinclude the work's
System Libraries, or general-purpose tools or generally available free programs which are
used unmodified in performing those activities but which are not part of the work. For example,
Corresponding Source includes interface definition files associated with source files for the
work, and the source code for shared libraries and dynamically linked subprograms that the
work is specifically designed to require, such as by intimate data communication or control
flow between those subprograms and other parts of the work.

The Corresponding Source need notinclude anything thatusers can regenerate
automatically from other parts ofthe Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program,
and are irrevocable provided the stated conditions are met. This License explicitly afirms
your unlimited permission to run the unmodified Program. The output from running a covered
work is covered by this License only if the output, given its content, constitutes a covered
work. This License acknowledges your rights of fair use or other equivalent, as provided by
copyright law.

You may make, run and propagate covered works that you do not convey, without conditions
so long as your license otherwise remains in force. You may convey covered works to others
for the sole purpose of having them make modifications exclusively for you, or provide you
with facilities for running those works, provided that you comply with the terms of this License
in conveying all material for which you do not control copyright. Those thus making or running
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the covered works for you mustdo so exclusively on your behalf, under your direction and
control, on terms that prohibit them from making any copies of your copyrighted material
outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated
below. Sublicensing is not allowed; section 10 makes itunnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any
applicable law fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20
December 1996, or similar laws prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of
technological measures to the extent such circumvention is effected by exercising rights
under this License with respectto the covered work, and you disclaim any intention to limit
operation or modification of the work as a means of enforcing, against the work's users, your
or third parties' legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any
medium, provided thatyou conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any non-
permissive terms added in accord with section 7 apply to the code; keep intact all notices of
the absence ofany warranty; and give all recipients a copy of this License along with the
Program.

You may charge any price or no price for each copy thatyou convey, and you may offer
support or warranty protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the
Program, in the form of source code under the terms of section 4, provided thatyou also meet
all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating thatitis released under this License
and any conditions added under section 7. This requirement modifies the requirement
in section 4 to 'keep intact all notices".

c) You mustlicense the entire work, as a whole, under this License to anyone who
comes into possession ofa copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license the
work in any other way, butitdoes notinvalidate such permission ifyou have
separately received it.

d) Ifthe work has interactive user interfaces, each mustdisplay Appropriate Legal
Notices; however, ifthe Program has interactive interfaces that do not display
Appropriate Legal Notices, your work need not make them do so.
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A compilation of a covered work with other separate and independent works, which are not by
their nature extensions ofthe covered work, and which are not combined with it such as to
form a larger program, in or on a volume of a storage or distribution medium, is called an
'aggregate’ if the compilation and its resulting copyright are not used to limit the access or
legal rights ofthe compilation's users beyond what the individual works permit. Inclusion of a
covered work in an aggregate does not cause this License to apply to the other parts of the
aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5,
provided that you also convey the machine-readable Corresponding Source under the terms
ofthis License, in one ofthese ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three years and
valid for as long as you offer spare parts or customer support for that product model,
to give anyone who possesses the object code either (1) a copy ofthe Corresponding
Source for all the software in the productthatis covered by this License, on a durable
physical medium customarily used for software interchange, for a price no more than
your reasonable cost of physically performing this conveying of source, or (2) access
to copy the Corresponding Source from a network server at no charge.

c) Convey individual copies of the object code with a copy of the written offer to provide
the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalentaccess to the Corresponding Source in the same way
through the same place at no further charge. You need notrequire recipients to copy
the Corresponding Source along with the object code. Ifthe place to copy the object
code is a network server, the Corresponding Source may be on a different server
(operated by you or a third party) that supports equivalent copying facilities, provided
you maintain clear directions nextto the object code saying where to find the
Corresponding Source. Regardless of what server hosts the Corresponding Source,
you remain obligated to ensure thatitis available for as long as needed to satisfy
these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source ofthe work are being offered
to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the object
code work.

A 'User Product is either (1) a ‘consumer product’, which means any tangible personal
property which is normally used for personal, family, or household purposes, or (2) anything
designed or sold for incorporation into a dwelling. In determining whether a productis a
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consumer product, doubtful cases shall be resolved in favor of coverage. For a particular
productreceived by a particular user, 'normally used’ refers to a typical or common use of
that class of product, regardless of the status of the particular user or ofthe way in which the
particular user actually uses, or expects or is expected to use, the product. A productis a
consumer productregardless of whether the product has substantial commercial, industrial
or non-consumer uses, unless such uses representthe only significant mode of use ofthe
product.

'Installation Information’ for a User Product means any methods, procedures, authorization
keys, or other information required to install and execute modified versions ofa covered work
in that User Product from a modified version of its Corresponding Source. The information
must suffice to ensure thatthe continued functioning of the modified object code is in no case
prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a
User Product, and the conveying occurs as part ofa transaction in which the right of
possession and use ofthe User Productis transferred to the recipientin perpetuity or for a
fixed term (regardless of how the transaction is characterized), the Corresponding Source
conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install
modified object code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does notinclude a requirementto continue
to provide support service, warranty, or updates for a work that has been modified or installed
by the recipient, or for the User Productin which it has been modified or installed. Access to
a network may be denied when the modification itself materially and adversely affects the
operation of the network or violates the rules and protocols for communication across the
network.

Corresponding Source conveyed, and Installation Information provided, in accord with this
section mustbe in a format thatis publicly documented (and with an implementation available
to the public in source code form), and mustrequire no special password or key for
unpacking, reading or copying.

7. Additional Terms.

'Additional permissions' are terms that supplement the terms of this License by making
exceptions from one or more of its conditions. Additional permissions that are applicable to
the entire Program shall be treated as though they were included in this License, to the extent
thatthey are valid under applicable law. If additional permissions apply only to part of the
Program, that part may be used separately under those permissions, butthe entire Program
remains governed by this License without regard to the additional permissions.

When you convey a copy ofa covered work, you may at your option remove any additional
permissions from that copy, or from any part of it. (Additional permissions may be written to
require their own removal in certain cases when you modify the work.) You may place
additional permissions on material, added by you to a covered work, for which you have or
can give appropriate copyright permission.
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Notwithstanding any other provision of this License, for material you add to a covered work,
you may (if authorized by the copyright holders of that material) supplement the terms of this
License with terms:
a) Disclaiming warranty or limiting liability diferently from the terms of sections 15 and 16
ofthis License; or
b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or
c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the original
version; or
d) Limiting the use for publicity purposes of names oflicensors or authors of the material;
or
e) Declining to grantrights under trademark law for use of some trade names,
trademarks, or service marks; or
f) Requiring indemnification oflicensors and authors of that material by anyone who
conveys the material (or modified versions ofit) with contractual assumptions of liability
to the recipient, for any liability that these contractual assumptions directly impose on
those licensors and authors.

All other non-permissive additional terms are considered 'further restrictions' within the
meaning of section 10. Ifthe Program as you received it, or any part ofit, contains a notice
stating thatitis governed by this License along with a term thatis a further restriction, you
may remove thatterm. If a license document contains a further restriction but permits
relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does not
survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant
source files, a statement of the additional terms that apply to those files, or a notice indicating
where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately
written license, or stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work exceptas expressly provided under this
License. Any attempt otherwise to propagate or modify itis void, and will automatically
terminate your rights under this License (including any patentlicenses granted under the
third paragraph of section 11).

However, ifyou cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and untl the copyright holder explicitly
and finally terminates your license, and (b) permanently, ifthe copyright holder fails to notify
you of the violation by some reasonable means prior to 60 days after the cessaton.

Moreover, your license from a particular copyright holder is reinstated permanently if the
copyright holder notifies you of the violation by some reasonable means, this is the firsttime
you have received notice of violation of this License (for any work) from that copyright holder,
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and you cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who
have received copies or rights from you under this License. Ifyour rights have been
terminated and not permanently reinstated, you do not qualify to receive new licenses for the
same material under section 10.

9. Acceptance Not Required for Having Copies.

You are notrequired to accept this License in order to receive or run a copy ofthe Program.
Ancillary propagation of a covered work occurring solely as a consequence ofusing peer-
to—peer transmission to receive a copy likewise does notrequire acceptance. However,
nothing other than this License grants you permission to propagate or modify any covered
work. These actions infringe copyrightif you do not acceptthis License. Therefore, by
modifying or propagating a covered work, you indicate your acceptance of this License to do
so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the
original licensors, to run, modify and propagate that work, subject to this License. You are not
responsible for enforcing compliance by third parties with this License.

An 'entity ransaction’ is a transaction transferring control of an organization, or substantially
all assets of one, or subdividing an organization, or merging organizations. If propagation ofa
covered work results from an entity transaction, each party to that ransaction who receives a
copy ofthe work also receives whatever licenses to the work the party's predecessor in
interest had or could give under the previous paragraph, plus a rightto possession of the
Corresponding Source of the work from the predecessor in interest, ifthe predecessor has it
or can getitwith reasonable efforts.

You may notimpose any further restrictions on the exercise of the rights granted or affirmed
under this License. For example, you may notimpose a license fee, royalty, or other charge
for exercise ofrights granted under this License, and you may not initiate litigation (including
a cross—claim or counterclaim in a lawsuit) alleging that any patent claim is infringed by
making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.

A ‘contributor’ is a copyright holder who authorizes use under this License of the Program or
a work on which the Program is based. The work thus licensed is called the contributor's
‘contributor version'.

A contributor's 'essental patent claims' are all patent claims owned or controlled by the
contributor, whether already acquired or hereafter acquired, that would be infringed by some
manner, permitted by this License, of making, using, or selling its contributor version, butdo
notinclude claims that would be infringed only as a consequence of further modification of
the contributor version. For purposes of this definition, ‘control' includes the rightto grant
patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patentlicense under
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the contributor’'s essential patent claims, to make, use, sell, offer for sale, import and
otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a 'patentlicense’ is any express agreement or
commitment, however denominated, notto enforce a patent (such as an express permission
to practice a patent or covenant notto sue for patentinfringement). To 'grant’' such a patent
license to a party means to make such an agreement or commitment notto enforce a patent
againstthe party.

Ifyou convey a covered work, knowingly relying on a patentlicense, and the Corresponding
Source ofthe work is not available for anyone to copy, free of charge and under the terms of
this License, through a publicly available network server or other readily accessible means,
then you must either (1) cause the Corresponding Source to be so available, or (2) arrange
to deprive yourself of the benefit of the patentlicense for this particular work, or (3) arrange, in
a manner consistent with the requirements of this License, to extend the patentlicense to
downstream recipients. 'Knowingly relying’ means you have actual knowledge that, but for the
patentlicense, your conveying the covered work in a country, or your recipient's use ofthe
covered work in a country, would infringe one or more identifiable patents in that country that
you have reason to believe are valid.

If, pursuantto or in connection with a single ransaction or arrangement, you convey, or
propagate by procuring conveyance of, a covered work, and granta patentlicense to some
of the parties receiving the covered work authorizing them to use, propagate, modify or
convey a specific copy of the covered work, then the patentlicense you grantis automatcally
extended to all recipients ofthe covered work and works based on it.

A patentlicense is 'discriminatory’ if it does notinclude within the scope ofits coverage,
prohibits the exercise of, or is conditioned on the non-exercise of one or more ofthe rights
that are specifically granted under this License. You may not convey a covered work if you
are a party to an arrangement with a third party thatis in the business of distributing software,
under which you make paymentto the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would
receive the covered work from you, a discriminatory patentlicense (a) in connection with
copies ofthe covered work conveyed by you (or copies made from those copies), or (b)
primarily for and in connection with specific products or compilations that contain the covered
work, unless you entered into that arrangement, or that patentlicense was granted, prior to 28
March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or
other defenses to infringement that may otherwise be available to you under applicable patent
law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do notexcuse you from the conditions of this
License. Ifyou cannot convey a covered work so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence
you may not convey itatall. For example, ifyou agree to terms that obligate you to collecta
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royalty for further conveying from those to whom you convey the Program, the only way you
could satisfy both those terms and this License would be to refrain entirely from conveying
the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine
any covered work with a work licensed under version 3 of the GNU Affero General Public
License into a single combined work, and to convey the resulting work. The terms of this
License will continue to apply to the part which is the covered work, but the special
requirements of the GNU Affero General Public License, section 13, concerning interaction
through a network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions ofthe GNU General
Public License from time to time. Such new versions will be similar in spiritto the present
version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies thata certain
numbered version of the GNU General Public License 'or any later version' applies to it, you
have the option of following the terms and conditions either of that numbered version or ofany
later version published by the Free Software Foundation. If the Program does not specify a
version number of the GNU General Public License, you may choose any version ever
published by the Free Software Foundation.

If the Program specifies thata proxy can decide which future versions ofthe GNU General
Public License can be used, that proxy's public statement of acceptance of a version
permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of your
choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM 'AS IS WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE
QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR
CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR
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DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR
A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local
legal effect according to their terms, reviewing courts shall apply local law that most closely
approximates an absolute waiver of all civil liability in connection with the Program, unless a
warranty or assumption of liability accompanies a copy ofthe Program in return for a fee.

END OF TERMS AND CONDITIONS
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