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CHA|EE

X RuRoGter QHora301W

@ Dashboard Dashboard

@ i View the router's network status and other related information.
&P clients
@ Network

i QHora-301W is healthy.
() Wireless/Virtual Access System up time: 5 day(s) 02:08:01 @ q - %
Point

CPU temperature: Normal

overview ] Device Connection Status

The firmware is up-to-date. Internet QHora-301W Clients

@ NAT/ Firewall

& ven

WAN Overview 3 VAP Group 1 VAP Group 2 VAP Group 3 Guest Wireless Network 4} ~
29, Parental Controls

Port 1 SSID: QHora-301W_74AE ©
@ System WAN interface: Password: Ak

. 1P address:
@ Firmware

Upload - 75.66 Kbps
Download - 4.04 Mbps

Traffic:

HS Ex ENEE-T A8 S
174 e  THENZHREAL B E) -

« CPUZE

-CE-T
27 X A e EEERE :

. FX) A

- HZE SEHO|UE +

—

374 WAN 72 « WAN QIE{H 0] A
r) o

. P EA 2 2850l HESA >
T WANZS GL|C}.
. E2jg
47 BM7HAE BN A X|H(VAP) | VAP AE/AAE Z2M HESY ©
3 2 2510 VAP 1
EEEAAE RM HESRA
* SSID £ g3ttt
° %I'§ El
@ =
4 %57} Bo|ZE B3
B g gz
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6. A| 28 7

O MMd2 2tRH && RES N oot Chg ZEOf Tiet HMAE S HCH

« AAMIA X|H(AP)

X QuRoGter QHora301W

(9) pashboard System / Operation Mode

@ QUWAN Configure the router to act as a wireless router or an access point in the network

% Clients
@ Network

() wireless/Virtual
Access Point @ — —_— %]

[0 NAT/ Firewall

© Wireless router mode (default)

QHora-301W connects to the internet directly. NAT and DHCP server is enabled by default.

Access point (AP) mode

@J QVPN The router connects to a wireless router through an Ethernet cable to extend the wireless signal coverage of the
existing network. NAT, DHCP server, parental control, and port switching functions are disabled.

29, Parental Controls
@System @7*7%]
- Operation Mode
- Event Logs
- System Settings
- Access Control

- USB Settings

1. AlA" > ZE BE2 0|S3LC}

2. Ct32 2tRH &5 ZE SO0|A dEfgtL(Ct:

2473 MEX S

FM 2R 2E 712 2ty &5 REQLICH ZXIt HEYJI0M BN 2tREHMH &
SgLCH
X
T
c: BI2EHE 72X O 2 NAT U DHCP MH 7|58 At
gt ct.
MM A X|H(AP) BE X7 HEAIOAM BMHA X HNE 2SSLCH

~

T
@ EP$E17P°"A1|*XI’“°E7£.%§4 DHCP AMH,
NAT, QuUWAN %! WAN 7|s0| H|ZHd3}E L},

>

IS 25 70l Thet XtMIS 82 HM = X -(AP) ZE +
g2 HEoHAIL.
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T
@ QuRouter?t U E {3, 74 HYOf, A| 2" 2780t Z0] KM X|H 2780 B YET HA

0

gLICE.

% QuRoster qHora301w

@ newwork Network

= Configure IP-related settings in access point mode.
() wireless 2 il =

@ System

@ e Enable Spanning Tree Protocol (STP)
IP allocation: DHCP
Current IP address: 172.17.22.150
Subnet mask: 255.255.254.0 (/23)
Default gateway: 172.17.22.1
DNS server: 10.8.2.11,172.16.2.11

% QuRoGter qHora301w

@ newwork Wireless

" Configure wireless functions and related applications.
() wireless s ! Al

@ System

Wireless Settings
- Operation Mode

SSID: Band Security:
- Event Logs

" QHora-301W_74AE 2.4 GHz /5 GHz WPA2-PSK
- System Settings

- Access Control

- USB Settings

{8 Firmware

O|HIE 27

O] 3} H0f= QuRouteret B2 El O|HIES| 7| 20| EA|FLICH, LM QL Of
EEHEgeL AY A AL 28 7Y, 2o 28 78 SO0l ZE LI

Smart connect @

Action

®@©
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22 QuRodter qHora301W

(©) pashboard System / Event Logs

é'g QUWAN Manage and monitor real-time system events such as event severity, event log date and time, source IPs, event log data export, etc.
°

& Clients

@ e Event Logs All severity levels ¢ || Search

() Wireless/Virtual Access Severity Date & Source IP
Point Level Time Address Category Contents

{9 NAT/ Firewall
2020-09-16 NAPcloud
] 127.00.1 myQNAPclou

&) aven 08:35:09 Link

2020-09-16
Q8 parental Controls 08:35:00 127.0.0.1 System [QHora-301W] Completed system reboot.

[QHora-301W] myQNAPcloud Link service for myQNAPcloud website is ready.

{3 System
2020-09-16

08:34:55 127.0.01 System [QHora-301W] LAN port "2" connected.

- Operation Mode
2020-09-16 Firmware

- Event Logs 08:33:39 127.0.0.1 Update [QHora-301W] Updated the firmware from version 1.0.1.0001 to version 1.0.2.0001.

- System Settings 2020-09-16 Fi
127.0.0.1 rmware [QHora-301W] The latest firmware version is available for download. Firmware version: 1.0.2.0001
04:00:00 Update
- Access Control
- USB Settings fgzgiaﬁ 5 127001 E;Z];'ere [QHora-301W] Failed to update firmware. Error code: Firmware is latest.

D Fi 2020-09-15
&y s 64328 172.22.98.102  system [QHora-301W] Deleted static route. Destination: 2.2.2.2/24, Nexthop WAN port: PORT1, Metric; 1.

Page 1 Display Item 1-20, Total 141 Show 20
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X QuRodter QHora301W

(©) pashboard System / System Settings

You can configure various router-related system functions in System Settings.
@s QUWAN g ¥ y: g

& clients Device Name Settings Restart / Reset / Backup / Restore Audio Alert

@ Network 3 Restart QHora-301W
All the router processes will be shut down and reboot is initiated. Click Restart or turn off and on the power switch on the router to restart the router.
() wireless/virtual

Access Point ' N S )
( Restart or
CEPEE "\ |

[ NAT/ Firewall

(5) QN B Reset QHora-301W

The router is set to factory default settings and existing settings will be removed. The router reboots after reset is complete. Click Reset or press the
98 Parental Controls reset button on the router to reset the router.

System z
@ e Jru @

- Operation Mode

- Event Logs Backup
Create a backup file on a regular basis to store the latest version of the QHora-301W backup file on a location on your computer.

- System Settings

%
(_ Backup )

- Access Control Restore

Select a backup file of QHora-301W to restore the router,

- USB Settings
Upload a file or drop it here... Browse Restore
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AR X} O Er° EE Z0|M 5~ 32K12 ZEHSt= AL AL 0|28 K| et CH
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X QuRodter QHora301W
QP@ QuWAN
& Clients
@ Network

USB Settings

You can access the FTP server and share files using the USB interface,

() wireless/virtual
Access Point

B oo [N Y0

|

[ NAT/Firewall

@ QPN

ro\.o\ Parental Controls

USB Device Name Status

UsB1 [
@ System A
UsB2 [ ]

- Operation Mode
@© FTPServer ®

Current concurrent connections: 2

File name encoding: utf-8 @

External link: ftp://172.17.22.57:21

Internal link: ftp://10.0.5.1:21
ftp://10.0.6.1:21
ftp://10.1.3.1:21

- Event Logs

- System Settings
- Access Control
- USB Settings

@ Firmware

USB Device Capacity USB Device Usage

N/A N/A

USB Device Name

admin @

M1

FTPUser1

FTPUser2

File System @

N/A

FTP A M A 7/
1. M2AH > ysB ™oz 0|5gtLCt,

2. FTP MHE 2/ d3tetLC},

FTP &% QOI '—fEr”'—I Ct.

4. FTP MH 283 T g&LCh
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2 RuRoGter QHora-301W

(9) pashboard Network / Routing

@ﬁ QUWAN View the routing table and configure static route settings.
O

% Clients Routing Table Static Route

@ Network

- Port Definition

Routing Table
Description Subnet Mask Gateway Metric
default 0.0.0.0
10.0.5.0 255.255.255.0 Access port
10.0.6.0 255.255.255.0 VLAN ID 4094 (Guest Wireless Network)

- Routing
10.1.3.0 255.255.255.0 VLAN ID 10

() wireless/virtual
Access Point

255.255.254.0 WAN port 1

255.255.255.0 VLAN ID
g NAT/ Firewall
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(©) pashboard
@ QUWAN
& clients
@ Network

() Wireless/Virtual Access

Wireless/Virtual Access Point

Configure and monitor VAP settings, guest wireless network, and WPs.

Wireless Guest Wireless Network WPS

¥ VAP Group 1
Point

SSID: Band Security:

[ NAT/ Firewall

@ QPN

ro\g Parental Controls

@ System

@ Firmware

QHora-301W_74AE 2.4GHz/5GHz WPA2-PSK

VAP Group 2

SSID: Band Security:

QHora-301W_74AE_2 2.4GHz/5GHz WPA2-PSK

VAP Group 3

SSID: Security:

VAP 4d 14

-—

FHIHS BNA X > FH2 2 O[S E L C

. 7Yt = VAP AES AL

Schedule

Disable

Schedule

Disable

Schedule

QHora-301W AtE A EA

Advanced Band Settings

Smart connect @
Action

@O

Smart connect @

Action

e

Smart connect (I

Action

4. @
2 22/gtLCt.
VAP 1+ &0| LIEFELICE,
5. VAP & 2dS gttt
A ALEXL &
VLAN ID CECHR 220 VLAN IDE MEfSHL|C,

~
T

@ MEE VLANS 74512{H VLAN =7+
OS2 0| 5%tLCt,
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Wi-Fi 23 4 (WPS)
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X QuRoster QHora301W

@ Dashboard
@ QUWAN
% Clients

Wireless/Virtual Access Point
Configure and monitor VAP settings, guest wireless network, and WPS.
WPS

Wireless Guest Wireless Network

E RHHESRR 28 MLt

FHHE/IE

@ Network

() Wireless/Virtual Access
Point

[0 NAT/ Firewall

@ Enable WPS
'WPS SSID: QHora-301W_74AE - primary1

Asimple and secure way to establish a wireless network, and share security keys with the wireless guests.

Enable WPS

Step 1: Press the physical WPS button on the
QHora-301W router or click "WPS".

@ QUPN
22 Parental Controls

@ System : o “ O

@ Firmware

Wi-Fi 22 4% (WPS) T4

1. 471 HM| 2 X[H > WPSE 0| SEfLLC.

Step 2: Enable WPS on the user device.

o wes

Result: WPS is enabled on the user device.
.

A

WPS SSID CECH2 HH0|A SSIDSE MEdStL|CY,

WPS WPSE 225t 2t EHO|A WPSE &-dztetL|
C}.
2t EOl ZH IE0 e MY WPSHES £ 2
™ EL|Ct,
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@ Dashboard Client List

@ﬁ QUWAN Access the client list associated with the router's network. You can also manage and monitor online and offline clients.

%] Clients Clients Blocked List

@ Network
Blocked List

() Wireless/Virtual Access
Point Description MAC Address Action

[ NAT/ Firewall S PC1 38:d5:47:3a:c4:42 2@
(5) QN 4 Android_1 761c6:3b:c2:ef:7f @

r°\.°\ Parental Controls

@ System

@ Firmware
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QuWAN HH
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1. QuRouterE 9L|C}.
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1. QuRouter& EL|Ct.
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22 QuRodter qHora301W

(©) pashboard VPN / Logs
B quwan

% o Logs

@ Network
Date Client Name Source IP VPN IP Device Name Protocol Contents

() Wireless/Virtual Access
Point

2020/08/28 15:42 admin 1722298112 198.18.2.2 Section Two's iPhone QBelt Logged out

2020/08/28 15:38 admin 172.22.98.112 198.18.2.2 Section Two's iPhone QBelt Logged in
{9 NAT/ Firewall

(3) ven

- VPN Settings

2020/08/28 14:32 admin 1722298112 198.18.22 Section Two's iPhone QBelt Logged out
2020/08/28 14:21 admin 1722298112 198.18.22 Section Two's iPhone QBelt Logged in
2020/08/28 14:21 admin 1722298112 198.18.22 Section Two's iPhone QBelt Logged out
- Client List 2020/08/28 14:20 admin 1722298112 198.18.2.2 Section Two's iPhone QBelt Logged in
-Logs 2020/08/28 14:20 admin 1722298112 198.18.22 Section Two's iPhone QBelt Logged out
P 2020/08/28 14:18 admin 172.22.98.112 198.18.22 Section Two's iPhone QBelt Logged in

2020/08/28 14:18 admin 172.22.98.112 198.18.2.2 Section Two's iPhone QBelt Logged out
System

2020/08/28 14:17 admin 17222.98.112 198.18.22 Section Two's iPhone QBelt Logged in
Firmware

2020/08/28 14:17 admin 17222.98.112 198.18.22 Section Two's iPhone QBelt Logged out

2020/08/28 14:15 admin 1722298112 198.18.22 Section Two's iPhone QBelt Logged in

2020/08/28 14:14. admin 172.22.98.112 198.18.2.2 Section Two's iPhone QBelt Logged out

2020/08/28 14:13 admin 172.22.98.112 198.18.2.2 Section Two's iPhone QBelt Logged in
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22 QuRodter qHora301W

(©) pashboard NAT/ Firewall / Firewall Rule

Configure and manage firewall rules.
@B quwan & &

& clients

@ Network Firewall Rule Table Enable firewall @

((T)) ‘Wireless/Virtual Access Priority Rule Protocol Source Destination Allow / Deny

Point
Rule 4 None Any Any Deny

{9 NAT/ Firewall
Rule 3 None LAN Access Port Any Allow

- Firewall Rule
Rule 2 None Any Any Allow
- NAT

&) aven

Q% Parental Controls

{3 System

& Firmware

Rule 1 TCP+UDP Port 111 Allow

2. FIIE gL
& 27} AHO| LIEFLL|CH,
3. Weke 38 4¥S T
22 NER BE
HH oIS st 114 0|22 AP
=
T
@ QF AL
« Z0|:1-32 X}
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» FTP(File Transfer Protocol)

» PPTP(Point-to-Point Tunneling Protocol)

» SIP(Session Initiation Protocol)
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(9) Dashboard NAT/ Firewall / NAT

Configure network forwarding rules.

QuWAN

Clients ALG Port Forwarding

Network ALG (Application Layer Gateway)

Wireless/Virtual Access Application Layer Gateway (ALG) manages application protocols and
Point communicate with known service ports used by server applications.

NAT/ Firewall [ @ FTP ALG

File Transfer Protocol (FTP) is used to transfer computer files bet
- Firewall Rule

- NAT O PPTP ALG

QUPN Point-to-Point Tunneling Protocol (PPTP) is used to implement vir

Parental Controls () SIP ALG

System Session Initiation Protocol (SIP) is a communications protocol use

Firmware
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(©) pashboard
@ QUWAN
& clients
@ Network

Network / Port Definition

WAN port configuration: | WAN 1GbE port 1

QHora-301W AtE A EA

You can configure WAN and LAN port settings, and implement different WAN port configurations based on user requirements.

Usage scenario

1x1GbE WAN port

B oo [I[] i)

- Port Definition H

Port Type Device Link Speed

1GbE 1 Gbps

- Routing 1GbE 1 Gbps

(1) Wireless/Virtual 1GbE
it

Access Point
1GbE
[0 NAT/ Firewall

@) QPN

88 Parental Controls

{0) svstem

10GbE

10GbE

HEE ME 7 F7}
1. NAT/HSIH > NAT > ZE MEEZ 0|58t C}
2. & FIIE S|
A F7 HO| LtEtEL|Ct

« The speed of WAN port is 1GbE

« The physical network ports for intranet use are 2x10GbE ports and 3x1GbE ports.

« The 2x10GbE ports for intranet scenarios can be used with 10GbE devices for high speed data
transmission. For example, used with 10GbE NAS, 10GbE switch, 10GbE server/laptops.

Protocol

i wan

LAN

MEX ES

Cf

dlo

2N
H =

. TCP
- UDP

WAN MH| A &

TFAo] WAN A& 82

INESREIE

SAE P FA LAN IP

ZAE
TL=

INESREIE

LAN MH[A ZE

ol 2EUl=

LAN AH|A L E ME I} HA|E L CH

CEEEET St ool € Ip FAE AFELC.
=
L
O | 0 acz usizeorm 2z p 520140
QN 27} S| ELICH
ay Ao Y2 YL

EE MY Y 74
1. NAT/2SIHH > NAT > ZE MEZ 0|5 8L C}
2. &S =olgtLct
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(@) pashboard Parental Controls

@g QUWAN Aparental control role manages settings that controls website filtering, safe searching, filter lists, and web browsing schedules.
9

ﬁ Clients

@ Network

() Wireless/virtual Access @ Rolel A @  Add Device @ Remove Role
Point
Device List
[E NAT/ Firewall

& ven

QR Parental Controls

@ System

@ Firmware @ Role2 A @ Add Device W  Remove Role

Device Name IP Address MAC Address
iPhone 192.168.100.104 fc2a:9¢:7b:d8:23 @)

iPhone 192.168.100.102 34:08:bc:15:4a:75 m)

Device List
Device Name IP Address MAC Address

iPhone 192.168.100.102 34:08:bc:15:4a:75
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