QSS

QSS A8 2 A

=AM H7H: 1
2020



Qss A 23N

24}
1. 72
Q1SS e ZH ettt ettt ettt 3
A | B M ettt ettt ettt ettt ettt ettt e et ettt er et 3
HEFR XS AP0, AR KO QMIADBET] .ottt ettt ettt et e e e 3
Qfinder ProS AF28F0 AQ KOl QMIABET| ..ottt ettt en e 4
A G 7] ettt ettt ettt ettt ettt ettt ettt ettt ettt et et et et e 4
2. QSS &M
B R B A B oottt ettt ettt ettt ettt ettt 6
T ettt ettt et ettt et et ettt e et e et ettt et et et et eeeees 6
3. HESa 7
B ] ettt ettt e et e et ettt n et 8
B = | SRR 9
B B oottt ettt 9
T A T T ettt ettt ettt ettt 9
VAN ettt ettt et ettt e e ettt o2 et et et et e et et e et et et et et e u et et ea et ee et et e e et et ea et et et et et et et et et et et e et e et eaeas 10
VAN ZE 7 oottt ettt et et ettt ettt ettt ettt ettt 10
L AN T ettt ettt ettt ettt 11
VAN A R e et ettt ettt et e e et et et et et e et et ettt ettt e et 11
BT T LB (LAG) T A oottt 1
D AT BB I E B(RSTP)..e ittt ettt et e et ee et 12
R TP B B ettt ettt ettt 13
R R M 2 R A T ettt ettt ettt ettt ettt ettt ettt ettt 13
R ST P H A Bt ettt ettt et et e ettt ettt ettt e e 14
LLDP .ottt t ettt e et et e et e e et et et et et et et et et et et et ee et et ee et et ee ettt e e et e e e et enaen 14
LD P B A B ettt ettt 14
LLDP I B ettt ettt ettt ettt ettt 14
LLDP R Zd 7] 7] e e ettt ettt ettt et ettt ettt 15
IMIAC ZEZY B oottt et et ettt o1ttt et ettt et e ettt ettt et ettt ettt et et 15
LGP A T ettt ettt et ettt ettt ettt ettt et ettt en e 17
LGP A B ettt ettt ettt ettt ettt 17
LGP A T A oottt 17
IGIMP A T B B A Bt ettt ettt ettt ettt ettt 18
LG P A T B ettt ettt ettt ettt 18
LD [ [0y === X o I TSRO 18
TP ZEZS 7 HE ACL ettt et ettt et et et et e ettt et et et ettt ettt et et et e et ee et 19
MAGC ZEZS ZIBE ACL. oottt ettt e s 20
Q0. e e et e e et ————————— 21
QOSSO B DS CP Rt R A oo ettt ettt 22
Q0S| B COS R R A oo ettt ettt et ettt en e 22
4. M 2HY
A Bl A T ettt ettt ettt ettt ettt ettt 24
A R O ettt ettt ettt ettt 24
A R P T . e ettt ettt ettt ettt ettt 24
Rl o A T L ettt ettt ettt ettt 24
AL A T A e ettt ettt ettt ettt 25
B O oottt ettt ettt ettt ettt ettt et e et et e et e et e ee et 25
A L R A A B ettt ettt ettt ettt ettt ettt n et 26
A LR BE T AR T B ettt ettt ettt 26



B DN B K= S PRPRRRRRRRRSON 26

T QL O BT O] B .ottt ettt ettt et et ettt ettt et ettt ettt ettt ettt e 26
Tl O] R AE ettt ettt ettt ettt et ettt ettt 27
AIAZE GO0 E ZEQUBET| ..ottt ettt ettt ettt ettt ee e eeee e 28
HY O] B O R B0 B oottt et et ettt et ee et et e et e ettt et et et et et ettt et et e 28
Qfinder ProS AF28F0 HRUO] RIEIOIEBETZ| ..ottt ettt et 29



ol
mx
0=
X

QSS At

1.702

QsSs 274

291X KM~

Ca M en
HEER CHS METL OB SUB LEY | « AQIXQ} SUsH L EYT0f
~QXjof | AZE HEH

o
A°| AFHE AHESHY
M| AT = ASLICE

o 28X O|F (KIX: http://

example123/) £= IP A&

. fEY A8 A 218
At 39

AtMlet LI &2 B2t X

Oof AQX[Of KM AT
AMAIL.

Qfinder Pro Qfinder Pro= §78 W E® 30 A « A
QNAP HX|E &1 ANaT 5= QL A=l
= HESIH S E2|E| YLt fE
2| E|+= Windows, macOS, Linux, o & 222K
Chrome OSE X|&gtL|Ct, _
XFM|SH LI 2 2 Qfinder Pro2 Atg | * Qfinder Pro
S| A K|Of MM AT Z(E)
EXSIAAIL.

£ ALt
£ H=5t

ot St HEAO
H
oTT

|

B XS AFBH0] AIA|0] AM A}

>0

S ALRA} MO 1P F40 218 A 5L Obs S UEYT HFEIS ALBSI0] 29X|0f A
C

& % U

@

1. FFREH7L 220Kt S HEAIO A0 A=K =gt Ct

~
T
ALQIX|9] IP 2 E ZZ2H Qfinder ProS AFSHY] AH2 4= UE LT

r

EOlAM 2 222X S L.

N
oy

w
Skl
> dd

BAIZO

| >
o
>t
lo
T
b
>
mjn

o

m

9'1-
-
o

I
sl
e

A& O] B &= & K| FfLIC.

e 3



QSS At

ol
mx
0=
X

7|2 ArEX} O B

)4}

A2[X| o|O|X[2] MAC

[=]
47 | 0| & S0 MAC =27} 00:0a:0b:0c:00:010|H 7| 2 &
+= 000A0B0OC0001 ! L|C}.

MAC F2= Qfinder ProS A2 3}0]
ESE ZX|o] AEIAH fI0| "MAC" 2

5. 2a¢0ls S8t
QSS &=t EHO| LIEFE L CE.

o

Qfinder ProS Ar8510] 22| X|0f] HM[25}7]

1. 29Xt S Lo HIER R0 HZE HAFHO Qfinder Prog EX|SHA| 2.

=13

Qfinder Pro CH2 2 E & https://www.qgnap.com/en/utilities| Al & = L& LICt.

2. Qfinder Pro &7|.

Qfinder Pro= U EQ A0 Y= 2= QNAP K| E X502 HMSHL|CT,

3. SEO0M 29X E HOFO|EO|LLIP FAE FH 28

7|2 & EEtRX0|M Qss 219 3tHo| FELCH

4. 7|2 M8 0|5 25 K| FRLICE

7|2 AMEXt 0| & 2 ds
2] =} E2()2 dEstn B E ZXE HEXZ B7|3H AQX| 0|0]X|2] MAC
FAYLC

Ebl
|2 £0{ MAC =27} 00:0a:0b:0c:00:010| H 7| & 2t
%= 000A0BOC0001 2! L|C}.

MAC =4+ Qfinder ProE A3 &8 = JUSL|LC

ok KXo AE[H 20 "MAC" 22 Q£ Q7|

T ghuct

5. 219 28§,

QSS Bt &=t EHO| LIEFE LT}

Al EFSEH |
1. AQ{X[0f 22|XI2 E:LOI$+LI C.
7|2 B2|A A™E adminY L T}
KEM[BH LHE 2 A K| HMAS(E) HESHIAIL.

o —T

2. A" P AEE AETILICH
Xt Bt LB 2 A

3. ZE MNS
T

4. VLANS 751 FgghLtt,

e 4


https://www.qnap.com/en/utilities

Qss A 23N

KtMTH LHE 2 VLANS () EZSHUAI2.

e s



#= QSS Management | asw-m2108-2c

Qss A 23BN

2020/10/20 22:59:47 ‘ & admin v

Ho 7t AHEXL 2HE
1 [USER_NAME] 20pR: X MMM AHEXLZE 20}
ZE Lt
2 XtM|5] ChS 7 52 Ee{H HES ST

Ct.
o 29|X| CEA] AlE}
AtMe LIE2 A2 K| CHA A S(8)
ARSHMAI 2,

. 9lof: x| YE|E oo S22
A o OlofE BEE 4 9l

- R g JEE EARUCH
« StEQIOof 2 &

« 2 HAH HH

e

O| 2tHO|= ZE ZEO| HEf, A|AH”H
& LCt.

2.5 GbE2} 10 GbE ZE EfH E H| Rt AKX HET} HA



A

QSS At

ol

m_L
02

M
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Overview
iguration
Port Status System Information
Model Name: QSW-M2108-2C

[ Port Management PIEIeE] m 1P address: 10.17.104.76
QLA O PP [l - MAC address: 24:5E:BE:53:6C:05

Switch firmware: 1.0.0.17039
Link up - Link down Temperature: Normal

v Enabled x Disabled Fan speed: 1280 RPM

Link Aggregation

2.5GbE Port Traffic 10GbE Port Traffic
LLDP Current Traffic: 0 Mbps Current Traffic: 0.34 Mbps
Mbps
IGMP Snooping 035,
03-
025-

{§} System Settings

f\ -
{® Firmware Update
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Port Management

A\ Dashboard

@] Port Management
Device information: | port satws ¥ Current Port status

« Link up: 1 port

[l sl o} m « Link down: 9 port
ﬁ Link Aggregation ] EEE EE EE . « Enabled: 10 port

« Disabled: 0 port

Link up Link down
E RSTP
 Enabled  x Disabled

6%& LLDP

Port Statistics Port Configuration <, Setting Guide

S 16MP Snooping e - RS

Enabled
Enabled
Enabled

Enabled

{c}} System Settings

@ Firmware Update

Enabled

Enabled

Enabled s Enabled

Enabled Enabled

Enabled 10 Gbps FDX Enabled

Enabled NA Enabled
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Overview

Port Management
VLAN

Link Aggregation

LLDP

IGMP Snooping

{é} System Settings

f\ -
{® Firmware Update
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Port Management
/N Dashboard

Device information: | port status

) ]
B FE -

Link up

Link down

v Enabled  x Disabled

Port Status Port Statistics Port Configuration

Current Port status:

« Link up
Link down:
Enabled

Disabled:

1 port

9 port
10 port

0 port

Port Management allows you to control all the switching ports, configure the maximum speed, and manage the flow control of a port

Interface Settings:

Link Status State

Link down Enabled
Link down Enabled
Link down Enabled
Link down Enabled
Link down Enabled
Link down Enabled

Link down Enabled

0
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ZotELCH Zt ZEO| sl SAE 2HEE = ™

QSS Management | asw-M2108-2c

Overview

Port Management

VLAN

Link Aggregation

RSTP

IGMP Snooping

AcL

Qos

System Settings

Firmware Update

Port Management

N Dashboard

Device information: [ oo statys v
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Link up

Link down

v Enabled  x Disabled

Port Status Port Statistics Port Configuration

=l Type:| Bytes

Bytes
5,000,000,000 -

4,000,000,000-
3,000,000,000 -
2,000,000,000 -

1,000,000,000 -

—

. RN B
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ZHSH AR} M2 7F HA|El L O},

Current Port status:

- Link up
* Link down:
« Enabled

Disabled:

Bytes
1,800,000,000 -
1,500,000,000-
1,200,000,000-
900,000,000~
600,000,000

300,000,000

1 port
9 port
10 port

0 port
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< Setting Guide

Flow Control
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

2020/10/19 22:14:47 & admin v

< Setting Guide

Clear

Port

Received @ Sent
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@ Overview VLAN

Configuration
' Dashboard

@] Port Management

VLAN 2 Setting Guide
VLAN (Virtual Local Area Network) allows administrators to group different ports on one or multiple connected switches. VLAN tagging keeps traffic from different networks separated when traversing shared links and
delivers tagged packets to their corresponding VLAN(s).
ﬁ Link Aggregation Untagoed @) Tosoed m
5 RsTP @ If you need to add a link aggregation group to VLAN(s), ensure that you add all the bonded ports of the group.

VLAN D R g 2 3 4 5 6 7 8 10 LAG1 LAG2 LAG3 LAG4 LAG5 LAG6 Action
6%& LLDP
@

@% IGMP Snooping o .

Sys
{q} System Settings

@ Firmware Update

VLAN 37}
1. QSSE gLt
2. 7 > VLANS Z 0|5 ¢tL|C},
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Link Aggregation
' Dashboard

Link Aggregation < Setting Guide

LAG (Link Aggregation Group) combines multiple point-to-point links into a single high throughput data link, for yielding shared traffic load among individual links and enhancing connectivity.

@ I you need to add a link aggregation group to VLAN(s), ensure that you add all the bonded ports of the group.

§=E Link Aggregation

Group Port 1 2 3 4 5 6

:&: RSTP
b%& LLDP
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B B R

5

=

B &

System Settings

Firmware Update
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Overview RSTP

tion
' Dashboard

Port Management
RSTP Configuration < Setting Guide

j VLAN Rapid Spanning Tree Protocol (RSTP) prevents network looping and maintains backup ports in case of designated port failure.

RSTP
Link Aggregation

Bridge Priority
RSTP

Port Action Port Role
LLDP

IGMP Snooping

System Settings

Firmware Update

RSTP £ 3}

1. 7 > RSTP > RSTP O 2 0| ¢tL|C}.

2. = sy
3. &S S ot
QSS7t ZE ZEO|A RSTPE & 3letLCt.
EI

) | RSTPE H|ZMSIBIEE Y mES 1AM & QaLTt

CERERES L

T'_'T
RSTP T4 ZEOIM A2|X|Q] RSTP E2[X| M &€ 7#HY += JUFLCHL
. 74 >RSTP >RSTP 142 & 0|5gfL|C}

2. RSTPE &4 3lstL|Ct.

©

3. CELCIR 220|AM RSTP E2|X| M2 MEASHL|C}.

=
T

KtMoH LHE 2 RSTP &d3t2(B) HXSH AL,

4. MFE BPUCL

QSS7} RSTP E2|X| M= E YO|o|ETtLLC}.
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' Dashboard

LLDP Configuration LLDP Remote Devices MAC Address Table & Setting Guide

Link Layer Discovery Protocol (LLDP) collects and monitors network device profiles that are connected to the network switch. The device uses LLDP to leam and distribute device information on network links and

provides information about probable faulty nefwork devices
§ Link Aggregation

Jx RsTP
6'21\ LLDP

& IGMP Snooping

LLDP:

8= AcL
3=

3p aos

System ,
{§} System Settings

/\ -,
{® Firmware Update

LLDP &/43}
1. QSSE YL|C.
. A > LLDPE O|5&FL|LC}.

N

2. 74 >LLDPE O|5gL|Cf.
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LLDP ¥4 7|7|

O 2tH0||l= A &l

§:§ Link Aggregation
% RsTP

6'21 LLDP

'QQQ IGMP Snooping
8= AcL

3p aos

Systen
{é} System Settings

=N "
{® Firmware Update

A KXo 2ot YEIF #wA[E L C

LLDP
' Dashboard

LLDP Configuration LLDP Remote Devices MAC Address Table

Port Chassis 1D Neighbor Port ID System Name

24-5E-BE-4D-90-23 11 FrankM4084C

Qss A 23N

2020/10/19 22:52:26 & admin v

< Setting Guide

System Capabilities Management Address

Bridge 10.17.104.25
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@ Overview LLDP

Configuration
' Dashboard

(& Port management
LLDP Configuration LLDP Remote Devices MAC Address Table < Setting Guide

The MAC address table is used on Ethemet switches to determine where to forward traffic on a LAN.

Dynamic MAC address aging time (seconds): 300 10 - 400) [g

Search | vian D v ( m

VLAN ID 2

§=§ Link Aggregation
:&: RSTP
5‘2‘5 LLDP

ﬁqt. IGMP Snooping

©

10 LAG1 LAG2 LAG3 LAG4 LAG5 LAG6 MAC address Type
00:00:00:00:00:03 Dynamic
00:01:D2:19:02:C6 Dynamic
00:02:D1:78:C0:2D Dynamic
00:08:9B:CB.DBAE Dynamic
00:08:98:D4:CE:AE Dynamic
00:08:98:D4:CE:AF Dynamic.

{é} System Settings

/\ -
{® Firmware Update

00:08:9B-F5FFFC Dynamic

00:08:9B:F7-D5FB Dynamic

00:11:32:65:C5.E6 Dynamic

00:11:32:9A6A37 Dynamic

00:11:32:A4D95E Dynamic.

v
v
v
v
v
v
v
v
v
v
v
v

00:12:34:56:78:C3 Dynamic

XY MAC T4 F7t
1. QSSE FLCt.
2. #4 >LLDP>MAC F& BZ 0|5%L|C}.

3. F7IE S UL

dH MAC F& F7HH0| EELICH

HE MAC =4 AHA|

1. QSSE YL|C}

5. 4HE S= UL

HESZFH 16
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@ Overview IGMP Snooping

Configuration A
' Dashboard

@ Port Management
& Setting Guide

IGMP Snooping IGMP Snooping Statistics
Intermet Group Management Protocol (IGMP) snooping monitors IGMP network traffic to control delivery of IP multicasts. This ensures optimal bandwidth utilization

IGMP snooping:
§=§ Link Aggregation
Multicast flood blocking: °

Z RSTP Port configuration:

6%& LLDP Configurati e Al 3 8 9 LAG 3 LAG 4 LAG 5 LAG 6
Router Port O o O (e} o) O O

& IGMP Snooping
Fast Leave a

O - .

H
3p aos

System A
{§} System Settings

/\ =
{® Firmware Update

IGMP 25+ Ed3t

o
. QSSE gLCt.

-—

T4 > IGMP 25 E O 2 0|5 L Lt

N

£ LI

4. XF2 2L

o g
QSS7tIGMP &2+8 S gdetefLCt.
IGMP 2 +4 78
1. QSSE gL
. T8 >IGMP 25 E2 2 O|SFLIC

3. IGMP 83 ' dgtLCt.

S hul A
=20 [==]
HE|F|AE ECE E2Y LR Rtz ENZEEO| HE|FHAE E{Y S KTt
S|t
2IRE ZE VLANO| CH3H 2R E ZEZ AT ZEE X|™HTHL
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@ overview IGMP Snooping

Configuration N
' Dashboard

@] Port Management ) )
IGMP Snooping IGMP Snooping Statistics < Setting Guide

i}i VLAN Group Information:

Link Aggregation VLAN Group 8 9 10 LAG1 LAG2 LAG3 LAG 4 LAGS5 LAG 6

1 239.255.255.250
RSTP

LLDP

IGMP Snooping

ACL

M~ Mo FF(ACL)

HM A MO S5S ALESHE MO 5= & HetS 8510 A9(X|9| HET EgfH s Mg = gL
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(@ overview

Configuration

@] Port Management
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System

{c:;} System Settings
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{@ Firmware update
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ACL

/N Dashboard
Device information: | pot Statys v
EEEE
(O EEEea

Current Port status:

- Link up: 2 port

« Link down & port

EE] )
[2E] ElE -
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ACL (Access Control List) is an access control tool that filters packets based on packet matching conditions, such as source and destination addresses, and port number of packets. These conditions are created and applied
using the L3 (by IP address) and L2 (by MAC address) ACL rules
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QoS (Quality of Service) uses traffic prioritization and resource reservation control to provide distinct priorities to different applications, users, and data flow to guarantee a standard level of network performance
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